Production-Grade CI/CD Pipeline

GitHub — Jenkins — AWS SSM — EC2 Worker — Docker — ECR — ECS
Fargate — ALB — Route53 — End User

Key Design Principles:

e No SSH access to servers
e Jenkins does NOT use worker nodes as build agents
e Jenkins triggers deployment using AWS SSM RunCommand
e No SSH
e No passwords in Jenkins
e No static AWS keys
e |AM Roles for:
o Jenkins EC2
o Worker EC2
e SSM for all remote execution
e GitHub PAT stored in Secrets Manager

e Worker fetches secrets securely at runtime
Architecture satisfies several PCI DSS (Payment Card Industry) and SOC2 frame.

e PCI Requirement 1: Install and maintain a firewall configuration (Achieved via
Security Groups & No SSH).

e PCI Requirement 7: Restrict access to data by business need-to-know (Achieved
via IAM Roles and Secrets Manager).

e SOC2 Trust Principle (Security): The system is protected against unauthorized
access (Achieved via SSM and Zero-Trust logic).



Components Used

GitHub — Source control

Jenkins — CI/CD orchestrator

AWS SSM — Secure remote command execution

Docker — Containerization

Amazon ECR — Container registry

Amazon ECS (Fargate) — Container runtime

AWS Secrets Manager — Secure GitHub PAT storage

IAM Roles — No static credentials anywhere

ALB

Route53

ACM

EC2 Worker Node

Full Automation Flow

1)

Developer pushes code to GitHub

GitHub Webhook triggers Jenkins

Jenkins pulls Jenkinsfile

Jenkins analyzes which service changed (monorepo logic)
Jenkins calls AWS SSM RunCommand

SSM executes deploy.sh on Worker EC2

Worker:

a) Pulls latest code



b) Builds new Docker image (no cache)

c) Tags with timestamp version

d) Pushes image to ECR

e) Fetches current ECS task definition

f) Updates image using jq

g) Registers new task revision

h) Updates ECS service

i) Waits for service to stabilize

8) ECS performs rolling update

9) ALB continues serving traffic with zero downtime

10) Users see new version live.



Zero-Trust, SSM-Driven CI/CD Pipeline

.




Step 1) We will launch two ec2 instances 1 will act as jenkins master and other will act as
worker node

v Bl mstances|EC2|ay X [BY SystemsManager X | [ SystemsManager X | [€] Elastic Container i X | [&] Cluster services x | €) shubhama227miss X | + = o X

& Cc [[:I 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#Instances: QY & ® :

e EC2 Instances [=u O]
2 ¢ § nstances 2) o e © R
ind Instance by attribute or tag (case-sensitive) 1
Dashboard Q_ Find Instance by attribute or tag tive) Allstates v ®
AWS Global View 2 O Namep @ | Instance ID Instance state v | Instancetype v | Status check Alarm status Availability Zone v | Pub
Events JENKINS_WORKER i-026b3fdb2246e82a3 @Running @ @ t2micro @ 2/2 checks passec  Viewalarms +  ap-south-1b ec2-
v Instances JENKINS_MASTER i-03d86fd7c106be712 @Running @ @ t3.micro @ 3/3 checks passec  Viewalarms +  ap-south-1a ec2-
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans _
1 Calart an inctanra [V
Step 2) On jenkins master we installed java, jenkins and awscli
v B Instances | EC2|ap X Systems Manager X Systems Manager X [& Elastic Container # X | [l Clusterservices |t X | €) Shubham4227mis X = + = o X
c p 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-03d86fd7c106be7 12?region=ap-south-1#: Q % 3 ® :

Session ID: root-813q4xf4drugStexbnlgsik7aq ( [E] Shortcuts Instance ID: i-03d86£d7c106be712 Terminate

0ot @ip-172-31-39-131: /home/ubuntu$ java --version
: "

d mode, sharing)

1i/2.32.34 Python/3.13.11 Linux/ .0-10 s 5_64.ubuntu.24
home/ubuntu# systemctl status jenkins.service
o jenkins.service - Jenkins Continuous Integration Server
led (/usr/lib/systemd/system/jenkins.service; enabled;
active (running) since Wed 14 :36 UTC; 3min 2
7 (java)
37 (limit
Memory: 2

jenkins[4007]: [LF]> This may also be found at: /var/lib/jenkins/secrets/initialAdminPassword
jenkins [4C >
AR AR AR AR AR AR R AR AR AR AR AR AR AR R AR R A AR AR A AR R L

L]
jenkins[4007]: [LF:
LI

1

1
jenkins[4C [LE]> %% 488 hashskhkkkd AR AARRRRR AR RS RRARR R AR R R AR RRRARR R

1

[LE]> *%ftaasasssskht ke e x £ A3 RRRRRREEREEERRRARRR AR AR RRARR RS
jenkins [4007 6 InitReactorRunner$lfonAttained: Completed initialization
jenkins [4C hudson.lifecycle.LifecyclefonReady: Jenkins is fully up and running
stemd[1]: Started jenkins.service - Jenkins Continuous Integration Server.
h.m. DownloadService$Downl le#ls Obtained the updated data file f
31-39-131 j : :37. 0 0 hudson.util.Retrierstart: Performed the action check updates server su
‘home/ubuntu#

Step 3) Now on worker ec2 we will install java, awscli and docker



v [E] instances|EC2|a; X [BY SystemsManager X [BY SystemsManager X | [€] Elastic Container © X | [€] Clusterservices |t X | €) Shubhamd227misi X | + = o X

c 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdb2246e82a3?region=ap-south-1#: QA K b} ®

Session ID: root-9ngsbl64gqxSosobiygigztyzi ( [E] Shortcuts Instance ID: i-026b3fdb2246e82a3

root@ip-172-31-11-135:~ java —-version
5 )
lopenJDK Runtime Environment (builc
nJDK 64-Bit Server VM (build 2
root@ip-172-31-11-135:~# aws
34 Python/3.13.11 Linux/6.14.0- s exe/x86_64.ubuntu.
root@ip-172-31-11-135:~# systemctl status docker.service
ker.service - Docker Application Container Engine
Loaded: loaded (/usr/lib/systemd/system/docker.service; enabled; preset: enabled)
Active: active (running) since Wed -14 8 UTC; 3min 55
rriggeredBy: e docker.so
D ht
Main PID: 3859 (dockerd)
Ta: 8
Memory: 35.1M (peak: 36.1M)
323ms
/

Terminate

4, mixed mode, sharing)

/system.slice/docker.service
[

ip-172-31-11-135

level=info g containers
ip-172-31-11-135

level=info g containers

28

level=info o laemon” commit: IR
level: Initializing buildkit"

level:
level:

containerd-snaps.

CDI setup error /etc/cdi: failed to monitor for changes: no
DI setup error /var/run/cdi: failed to monitor for changes
. level: Completed buildkit initialization"

ip-172-31-11-135 ] .8 o Daemon has completed initialization™"

ip-172-31-11-135 doc! 9]: . API listen on /run/docker.sock"

ip-172-31-11-135

R

Step 4) Now on both master and worker node ssm agent is running as we wont use ssh
or pem key for robust security

v [El instances | EC2 | ap-sout X  [&Y Systen X [ Systen X  [€] Elastic Container Registr. X [l Cluster services | Elastic . X | €) Shubham4227mishra/Cl X | + = a) X

ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-03d86fd7c106be712?region=ap-south-1#: Q

Session ID: root-9ngsbl64gqxSoSosivgieztyzi ( [E] Shorteuts Session ID: root-813q4xfAdrugStexbnlgsik74q ( [E] Shortcuts

Instance ID: i-026b3fdb2246e8223 Instance ID: i-03d86£d7c106be712

Terminate Terminate

ent . amazon-ssm-agent . service — Service for snap ag agent.service - Service for sna lication amazon:
loaded (/etc/systemd/system/snap.amazon-ssm-agent.amazon-ssm-agent.service; loaded (/etc/systemd/system/snap.amazon-ssm-agent.amazon-ssm-agent.service;
active (running) since We 01-14 19:03:50 UTC; 7min ago active (running) since Wed 2! 01-14 18:53:39 UTC; 17min
514 (amazo en)

(limit:

ication amazon- ¢ snap.amazon-ssm-agent .amazon

sm-agent [514] :

sm-agent [S514
sm—
m-agent . amazon-ssm-agent [514
useradd [848]: new group: name=ssm-user, 0 a , m-user, GID
useradd[848]: new user: name=ssm-user, UID=1001, GID=

1
1
St 1
1
1
1

1
—agent [971] :
ent [971]

D , sm-user, UID=
ssm-user : TTY=pts/0 ; PWD=/root ; USER=root : o : : TTY=pts/0 ; PWD=/root
m_unix (sudo-i:session) : session opened for 131 sudo[10 pam_unix (su ession): session opened fo

Step 5) Now we will setup jenkins on master node



v ® Signin - Jenkins X+

& c o /\ Notsecure  13.127.223.103:8080/login?from=%2F

w

o
oo

Incognito

Getting Started

Unlock Jenkins

/var/lib/jenkins/secrets/initialAdminPassword

Administrator password

the log (not sure where to find it?) and this file on the server:

Please copy the password from either location and paste it below.

To ensure Jenkins is securely set up by the administrator, a password has been written to

Step 6) Installing all suggested plugins on jenkins

v ® Setup Wizard - Jenkins X  +

< G [0 A Notseure 13.127.223.103:8080

*

o
oo

Incognito

Getting Started

Getting Started

" Folders .
Formatter

Timestamper Workspace Cleanup Ant

Pipeline GitHub Branch Source Pipeline: GitHub Groovy
Libraries

Git SSH Build Agents Matrix Authorization
Strategy

Email Extension Mailer Dark Theme

Gradle

Pipeline Graph View

LDAP

Step 7) We will setup username and password in jenkins

Jenkins APT
* Ionicons API
Folders

- required dependency




v ® Setup Wizard - Jenkins X + (u]

< c i A\ Not secure  13.127.223.103:8080 hxd & Incognito

oo

Getting Started

Create First Admin User

Username

shubham mishra

Password

E-mail address

shubham22mishra2@gmail.com

Jenkins 2.528.3 Skip and continue as admin Save and Continue

Step 8) jenkins setup successfull

v @ Dashboard - Jenkins x  +
< C [0 A Notseeure 13.127.223.103:8080 * & Incognito
@ Jenkins Q @' @
+ NewItem / Add description
& Build History Welcome to Jenkins!
This page is where your Jenkins jobs will be displayed. To get started, you can set up distributed
Build Queue v

builds or start building a software project.

No builds in the queue. o .
Start building your software project

Build Executor Status 02 v
Create ajob +
Set up a distributed build
Set up an agent (]}

Configure a cloud

Learn more about distributed builds

Step 9) Now we will check whether jenkins master can communicate with worker using
ssm commands



v [EY Instances |EC2|ap X Systems Manage X Systems Manage X L€l Elastic Container X 1€} Cluster services | X O |

¢ o 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-03d86fd7c106be712?region=ap-south-1#:

Session ID: root-813g4xf4drugStexbnlgsikT4q Instance ID: 1-03d86fd7c106be712

root@ip-1 -} aws ssm list-command-invocations  --command-id 8f1fb61ld-5b27 7€ 65281 —-details --region ap-south-1
{
"CommandInvocations

{

mment

"DocumentName": "Ai
"DocumentVersion™: "SDEFAULT",

"StatusDetails"

"StandardOutputUrl"
"StandardErrorUrl":
"CommandPlugins™: [

{
LogGroupName N
outputEnabled”: false

Step 10) Now we will create project folder and initialise git repo also create index.html
file in folder /home/ubuntu/project/prod_application



v B4 Instances |EC2 |ap X Systems Manage X Systems Manage X L% Elastic Container

c p 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-02

Session ID: root-9ngsbl64gqxSo8obiveigztyzi Instance [D: 1-026b3fdb2246e82a3

root@ip-1
index.html

root@ip-172-31-11-135: /home/ubuntu/proj

root@ip-172-31-11-135
Cn bra

No commits yet

Untri d files:
(use "git add ile>. o include in what will be committed)

commit but untracked files present (use "git add"
: /home/ubuntu/proj f git add *
/home fubuntu/proj f git status

commits yet

Changes to be committed:
(use "git rm hed <file>..." to unstage)

root@ip-172-31-11-135: /home/ubuntu/proj f git commit -m "added index.html
[master (root-commit) 8a0044e] added index.html file
Committer: root <root@ip-172-31-11-135.ap-scuth-1.compute.internal>
Your name and email address were configured automatically based
on your username and hostname. Please che that they are : urate.
You can suppress this message by setting them explicitly. Run the
following command and follow the instructions in your editor teo edit
vour configuration file:

onfig ——global —-edit

After doing this, you may £ the identity used for this commit with:

1t ——amend ——reset—author

, 68 insertions(+)
644 prod appl tion/index.html
2-31-11-135: /home/ubuntu/projectf pwd
/home /ubuntu/project
1 2-31-11-135: /home/ubuntu jectf cd prod_application/

Step 11) Now we will create Docker file for this index.html code on worker node



v &4 Instances |EC2 |ay X Systems Manager X System

cC P 25 ap-south-1.console.aws.amazon.com/syst:

Session ID: root-9ngsbl64gqx50806iygjgztyzi ( Shortcuts ) In:

nginx:alpine

/usr/share/nginx/html/*

index.html /usr/share/nginx/html/index.html

Step 12) Now we will build docker file locally on worker node



v &8 Instances |EC2|a X Systems Manager X Systems Manager X L& Elastic Contai

c p 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i

Session ID: root-9ngsbl64gqxSo8obiygjgztyzi Instance ID: 1-026b3fdb2246e82a3

oot@ip-1 31-11-135: /home/ubuntu/project/prod_applicationf docker build -t prod appl
[DEPRECATED: The legacy builder is deprecated and will be removed in a future release.
Install the buildx component to build images with BuildRit:
om/go/buildx/

Sending build context to D :r daemon
Step 1/5 : FROM nginx:alpine
Pulling from library/nginx
Pulling fs layer
Pulling layer
Pulling layer
Pulling layer
Pulling layer
Pulling layer
Pulling layer
Pulling layer
Waiting
Waiting
Waiting
Waiting
Waiting
Verifying C
Download

Verifying
Download
Verifying
Download

Download
Verifying
Download
Verifying
Download

Step 13) Now we will create ECR private repo



v B mnstances|EC2|ap X

c

Systems Manager X Systems Manager X

25 ap-south-1.console.aws.amazon.com/ecr/repositories/private/243017877199/prod-repo/_/details?region=ap-south-1

] Ask Amazon Q

e AmazonECR > Private registry > Repositories > Images

Amazon Elastic
Container Service

<

Private registry
Repositories
prod-repo

Features & Settings

<

Public registry
Repositories

Settings

ECR public gallery 12
Amazon ECS 1A

Amazon EKS |2

Getting started 12

Documentation 12

< prod-repo

Images Lifecycle policy

Repository details
Repository name
prod-repo

Repository URI

243017877199.dkr.ecr.ap-south-1.amazonaws.com/prod-repo

Encryption type
AES-256

Configuration

Lifecycle policy
No lifecycle policy

Pull counts info

@ Investigate with Al - new

Elastic Container . X

Permissions

Cluster services | |

X | €) Shubhamd227r

®

Step 14) Now we will also create github repository

v [E instances |EC2|ap X

c B

<> Code

@ Issues

Systems Manager X Systems Manager X

25 github.com/Shubham4227mishra/CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER

11 Pullrequests (® Actions [ Projects [0 wiki

CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-...

¥ main ~ ¥ 1Branch © 0Tags

Shubhamd4227mishra Initial commit

[ READMEmd Initial commit

[0 README

Q Shubham4227mishra / CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER

© Security 1 Insights

Q Go to file

[OJNRS =S c}
Repository tags
Created at Repository ARN
15 January 2026, 00:26:11 (UTC+05.5) arn:aws:ecr:ap-south-1:243017877199:repository/prod-
repo
Tag mutability Tag mutability exclusions
Mutable -
Scan frequency
Manual
Permissions AWS tags
No repository permission policy No repository tags
w(h sh a2h 19 34w Custom B[ Locattimezone v | (G v) (@ Explorerelated )
Elastic Container ' X Cluster services | X ) Shubham4227mis X + = o X
Ca¥x O 0
° a
Q Type (7 to search 8- +- 0 n 4 &
3 Settings
Public S Pn  OWatch 0 v ¥ Fok 0 v T Star 0~
+  Addfile - (RN About el

d91872f - 52 minutes ago ) 1 Commit

52 minutes ago

7

CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-

ECS-SECRETS-MANAGER

THIS IS ENTERPRISE LEVEL CI CD PIPELINE USING JENKINS MASTER SLAVE ARCHITECTURE

026 GitHub, Inc.  Terms  Privacy  Security

Status

Community Docs Contact Manage cookies

Do not share my personal information

THIS IS ENTERPRISE LEVEL CI CD PIPELINE
USING JENKINS MASTER SLAVE
ARCHITECTURE

[0 Readme
A~ Activity
Yr Ostars
® 0 watching
% 0forks

Releases

No releases published
Create a new release
Packages

No packages published
Publish your first package

Step 15) Now we will create PAT token to allow git on worker ec2 to connect to GITHUB
and push code



v E‘ Instances | EC2 | ap X Systems Manager X Systems Manager X E’J Elastic Container X

“ c D 25 github.com/settings/personal-access-tokens

o Settings / Developer Settings

88 GitHub Apps Fine-grained personal access tokens
A OAuth Apps

These are fine-grained, repository-scoped tokens suitable for
£ Personal access tokens ~ g P ry P P
I Fine-grained tokens . i i
jenkins_ci_cd_token
Tokens (classic) Mever used « Expires on Wed, Apr 15 2026

L\ Make sure to copy your personal access token now
github_pat_11BH4APYRABQ2VekIIcPUZv_gl4ahhukfIvuQr
Step 16) Now we will store this pat token and username in aws secrets so that git on ec2
can use that and push code into github repo
v Secrets | Secrets I/ X Systems Manager X Systems Manager X | [€] Elastic Container © X | [&] Clusterservices|t X | €) Shubham4227misi X | + = o X

< c D 25 ap-south-1.console.aws.amazon.com/secretsmanager/listsecrets?region=ap-south-1 G QA N 3 ®

Shubham Mishra (2430-1787-7199) v
Shubham Mishra

® Q ® @ Asia Pacific (Mumbai) v

= AWS Secrets Manager > Secrets 0 B E 6
Secrets @ Store a new secret

\: Q Filter secrets by name, description, tag key, tag value, owning service or primary Region 1 S
Secret name v Description Last retrieved (UTC) v Created on (UTC) v
github/pat/prod github secrets. 14 January 2026 14 January 2026 at 19:44:13

Step 17) Now we pushed our index.html and Dockerfile on github successfully



From https://github.com/Shubhamd4227mishra/CI-CD-PIPELINE-GIT-G
* branch main —> FETCH HEAD
Successfully rebased and updated refs/heads/main.
root@ip-172-31-11-135: /home/ubuntu/project# git push —u origi
Enumerating objects: 9, done.
Counting objects: 100% (9/9), done.
Compressing objects: 100% (7/7), done.
riting objects: 100% (8/8), 1.73 KiB | 1.73 MiB/s, done.
Total B (delta 0), reused 0 (delta 0), pack-reused 0
To https://github.com/Shubham4227mishra/CI-CD-PIPELINE-GIT-GI
d91872f..753¢cfl9 main -> main
branch 'main' set up to track 'origin/main'.
root@ip-172-31-11-135: /home/ubuntu/project# |

Step 18) We can verify files in github

v B githubpat/prod | X | [BY SystemsManager X | [ SystemsManager X | [E] jenkins worker no X | [ Clusterservices [E X €) C-CD-PIPEUNE-G X + = o X

& c 25 github.com/Shubham4227mishra/CIl-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER/tree/main/prod_app... [¥ & & ) ®

= O Shubham4227mishra / CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER

.
Q Type (7] to search 8 - +-/|O|n A a
<> Code (© lIssues 11 Pullrequests (® Actions [ Projects [0 wiki @ Security |22 Insights @ Settings
[0 Files CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER / prod_application il Add file ~
¥ main M +Q root added dockerfile 753cf19 - 3 minutes ago {0 History
Q Go tofile t
Name Last commit message Last commit date
| v @ prod_application
[ Dockerfile
[ indexhtml [ Dockerfile added dockerfile 3 minutes ag
[ READMEmd

O indexhtml

added index.html file

Step 19) Now from worker node we will login into ECR private repo

v B github/pat/prod | X | [ SystemsManager X [ SystemsManager X [B] jenkins workernc X | [@ Elastic Container© X | ) CI-CD-PIPELNE-C X | + - (a) X

c B =

ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdb2246e82a3?region=ap-south-1#:

Session ID: root-9ngsbl64gqxSosobiygigztyzi ( [E] Shortcuts Instance ID: i-026b3fdb2246e82a3

root@ip-172-31-11-135: /home/ubuntu/project} aws ecr get-login-password —-region ap-south-1 | docker login —-username AWS —-password-stdin 243017877199 .dkr.ecr.ap-south-1.amazonaw
s com

Qax 9 @

Terminate

ARNING! Your credentials are stored unencrypted in '/root/.docker/config.json'.
configure a credential helper to remove this warning. See
Ihttps://docs.docker. com/go/credential-store/

Login Succeeded

Step 20) We will build docker image and push it into ecr



v github/pat/prod x Systems Manager X Systems Manager X @ jenkins_worker_nc X L% Elastic Container X O CI-CD-PIPELINE-C X

¢ m 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdb2246e82a3?region=ap-south-1#:

Session ID: root-Ingsbl64gqxSo8obiygigztyzi Shortcuts Instance ID: i-026b3fdb2246¢82a3

Install the buildx component to build images with Buildkit:
D locs .docker . com/go/buildx/

Sending build context to Docker daemeon 4.608kB
Step 1/5 : FROM nginx:alpine
> 004f022f4efS
Step 2/5 : RUN rm -rf /usr/share/nginx/html/*
> Using cache
07cf546
: COPY index.html /usr/share/nginzx/html/index.html
Using cache
5e5432ac50bf
4/5 : EXPOSE 80
Using cache
1991d3618c
: CMD ["nginx", , "daemon off;"]
eeee592306b
11ly built e
ully tagged prod-app-test:lat
172-31-11-135:/home/ubuntu/project/p: i nf 1s
index.html
/ubuntu/p: ct/prod application# do
31-11-135:/home/ubuntu/project/prod_application# docker push 0178 ecr.a naws . com/prod-repo:vl
tory [243017877199. r.ap-south-1 a m/prod-repo]
Pushed
pPushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
: digest: sha256:e2e9fe32bbbB8484cable7d3228: b0fd9c0948f675a91
jroot @ 172-31-11-135: /home/ubuntu/pr lication$

Step 21) We can verify image is pushed into ECR
v github/pat/prod | X Systems Manager X Systems Manager X [&] jenkins.worker no X [€] Elastic Container r X ) CI-CD-PIPELINE-C X | + = o X

& c 25 ap-south-1.console.aws.amazon.com/ecr/repositories/private/243017877199/prod-repo/_/image/sha256:e2e9fe32bbb8484cab1e7d322827... & ¥¢ o ®

=
e Amazon ECR > Private registry > Repositories > Images > sha256:e2e9fe32bbb8484cab1e7d3228279b1 5291 ®© B 3 6

Amazon Elastic < Image
Container Service

v Private registry Details
Repositories |mage tags
prod-repo vi
Features & Settings URI

I5) 243017877199.dkr.ecr.ap-south-1.amazonaws.com/prod-repo:v1

v Public registry
Repositories Digest.
Setti ’E] sha256:e2e9fe32bbb8484cab1e7d3228279b1b0fd9c0948f675a91ad0ebdbbb934a388
ettings

General information
ECR public gallery 12

Artifact type Repository Pushed at
Amazon ECS 12 Image prod-repo 15 January 2026, 01:47:02 (UTC+05.5)
Amazon EKS 12

Last recorded pull time Size (MB) Image status

- 25.92 @ Active

Getting started 12

Documnentation 12

Scanning and vulnerabilities

Step 22) Now we will create ECS cluster



v github/pat/prod | - X Systems Manager X Systems Manager X jenkins_worker_no X Cluster services |[F X €) CI-CD-PIPELINE-G X | + - fa] X
& ¢ 25  ap-south-1.console.aws.amazon.com/ecs/v2/clusters/PROD_CLUSTER/services?region=ap-south-1 Q ) ® g
@ Ask Amazon Q a Pacific (Mumb;
e Amazon Elastic Container Service » Clusters > PROD_CLUSTER > Services O B # 6
Amazon Elastic < @ Cluster PROI STER has been created successfully.
Container Service
Last updated
PROD_CLUSTER s s S ©) o it s+
Clusters.
Namespaces Cluster overview
Task definitions ARN Status CloudWatch monitoring Registered container instances
Account settings [E] arn:aws:ecs:ap-south-1:243017877199:cl @ Active @ Container Insights with enhanced -
uster/PROD_CLUSTER observability
| View in CloudWatch 2
»
Amazon ECR 17 Services Tasks
Repositories 12
Draining Active Pending Running
AWS Batch 12
Services | Tasks Infrastructure Metrics | Scheduled tasks Configuration Event history | Tags
Documentation |2
Discover products 12 T
Subscriptions 2 Services (0) info 15 January 2026, 01:50 (UTC+5:30) Manage tags Update | v Delete service Create v
) __Filter launch type _ Filterschedulingstrategy _Filter resource management type .
[ @ Filter services by value || Anylaunch type v | | Anyscheduling strategy v | [ Anyresource managementtype v | 1 (]
Tell us what you think Service name a | ARN | status v | Schedu.. v | Launch.. v | Taskde.. v | Deploymentsand tasks v | Lastde
github/pat/prod X Systems Manager X Systems Manager X jenkins_worker_nc X Create task definit =~ X 0 Cl-CD-PIPE

o—
]

c

(@ Ask Amazon Q

ap-south-1.console.aws.amazon.com/ecs/v2/create-task-definition?region=ap-sout

Amazon Elastic Container Service > Create new task definition

azon Elastic < Create new task definition wr
1tainer Service
ess Mode Task definition configuration
ters Task definition family = info
Specify a unique task definition family name
respaces -
. \ prod_task-definition
« definitions .
i Up to 255 letters (uppercase and lowercase), numbers, hyphens, and underscores are allowed
unt settings
1zon ECR 1A v Infrastructure requirements info
Jsitories (2 Specify the infrastructure requirements for the task definition.
Launch type | Info
Selection of the launch type will change task definition parameters.
i Batch 12 AWS Fargate
Serverless compute for containers.
() Managed instances - new
Jmentation L2 Use if you have specific hardware constraints, such as GPU accelerators, CPU instruction sets, or network-optimized hardware (offloads scaling, patching, and instance management
to AWS;
over products | e
scriptions 12 ("] Amazon ECZ instances

Self-managed infrastructure using Amazon EC2 instances.

0S, Architecture, Network mode
Network mode is used for tasks and is dependent on the compute type selected.
us what you think

Operating system/Architecture | Info Network mode  Info
| Linux/X86_64 v
Task size | Info
Specify the amount of CPU and memory to reserve for your task
cPU Memory
5vCPU v | |18 v



v github/pat/prod x Systems Manager X Systems Manager X jenkins_worker_no X Create task definit. X €) CI-CD-PIPELNE-G X = + - o 3
& ¢ i 25 ap-south-1.console.aws.amazon.com/ecs/v2/create-task-definition?region=ap-south-1 Q % 3 ®
@ Ask Amazon Q B 2 (0] @ Asia Pacific (Mumb:
© Armazon Elosic Container Servce > Create new task definition o B 86
Name Essential container
Amazon Elastic <
Container Service | 2pp-demo ) Lyes v

Up to 255 letters (uppercase and lowercase), numbers, hyphens, and underscores are allowed.
Express Mode

Image URI
Clusters

| 243017877199 dkr.ecrap-south-1 prod. h: ab1e7d3228279b1b0fd9c09481675a0 TadOebdbbbo34a388 | (Bmwse ECRimages)

Namespaces

Up to 255 letters (uppercase and lowercase), numbers, hyphens, underscores, colons, periods, forward slashes, and number signs are allowed.

Task definitions
Account settings Private registry | Info
Store credentials in Secrets Manager, and then use the credentials to reference images n private registies.
(D Private registry authentication

Amazon ECR LA .
Port mappings | Info

Repositories 12 Add port mappings to allow the container to access ports on the host to send or receive traffic. For port name, a default will be assigned if left blank.
Container port Protocol Port name App protocol
S Batch 2 (a0 | [1e v | [ demo | [ wrre v | Cremove )

Add port mapping

Read-only root file system | info
When this parameter is turmed on, the container s given read-only access to its root fle system

Documentation 12
Discover products 12

Subscriptions 12 () Read only

Resource allocation limits - conditional | Info

Container-level CPU, GPU and memory limits are different from task-level values. They define how many resources are allocated for the container. If the container attemps to exceed the memory specified by the hard limit, the container is terminated
Tell us what you think cPu GPU Memory hard Memory soft limit
05 1 | [ 05 s ]

invcPu inGB inG8

v Environment variables - optional

Step 24) Now we will create service for the task definition and cluster

v github/pat/prod X Systems Manager X Systems Manager X

jenkins worker no X [E] Create service | El: X €) C-CD-PIPELINE-C X | + |

< c M 25 ap-south-1.console.aws.amazon.com/ecs/v2/clusters/PROD_CLUSTER/create-service?region=ap-sou

aQa %

@ Ask Amazon Q B 8 @ @ Aruoncumo) v

) Amson i o S > Cltes > RO CLUSTER > ot s

Amazon Elastic < © Production-task-definition:13 and other 12 task definition revisions have been successfully deregistered. X
Zontainer Service

Sxpress Mode Create service

“usters
damespaces Service details
“ask definitions Task definition famil

existing task defniton. o cre

e task dafintion,go to Task defiaitons (3

\ccount settings

[ prod_task-acfinition v ©
nazon ECR 2 Task defniton revision

wposiories 2
[an %) @

Service n:

Rslgna service name that s unique

WS Batch

rod_task-definition-service-3054pyfl

seand o

Jocumentation Unto253 & . Pumbers, undesscares and hyphens are allowed. Service names mus

Jiscover products (%

subscriptions (2 .
Environment

Existing cluster

ell us what you think

~ Compute configuration - advanced

Compute options | nfo

o ensurs task dSHIoULIGN acrEss your COMBUE iypes, use apRIORIate campute opLons

1O Capacity provider strategy Launch type

cify  aunch sirategy to distribute your Lasks 3cross one o mor capaclty Launch tasks diecely withaut the use of a capacity g

r strategy | tnfo

o clister default eapachy pr xthe customi figure a afferent stateay
© Use custom (Advanced)
Capacity provider Base | info Weight | info

(‘rancate v (o NE




v B github/pat/prod | X Systems Manager X Systems Manager X jenkins worker no X [8] Create service |[El- X @) CI-CD-PIPELINE-C. X = + =

<« c o ap-south-1.console.aws.amazon.com/ecs/v2/clusters/PROD_CLUSTER/create-service?region=ap-south-1 Q o)

Container Service > Clusters > PROD CLUSTER 5 Create service ©
¥ vepoy e anure ueecon e
Amazon Elastic < Use the Amazon ECS deployment crcuit breaker
fthe se

Container Service o can's reach asteady saie because a task falled 10 Launch,

Rolloack on failures
e

Express Mode eployment s, th

e 5 oled back to th last completed deployment tate.

Clusters
Use CloudWatch alarmis)

Namespaces Fthe CloudWiatch lam or alarms that you specif transion {0 th . the deployment ais.

Task defintions

Account settings

v Networking
AmazonEGR @ P | o

2 VPC ko se fo your Amazon ECS resaurces

Vpc-034ce88e2460315 1
datauit

Repositaries &

@ )
v | © (creaeanewvec o)

AWS Batch 2

N

5 -
v ) (Gleor carent selecion )

Documentation (2

Subsaiptions &

Security group | nfo
Choose an existing securty group orcreate 3 new seculty roup
© Use an existing security group

Tell us what you think
Create a new security group

Security group name
hoose anexstig secuity group

9354020810633 X

PublicIP | 1ofo

ougs

o-asign 3 public 1 o the easicseastc network Inteface (ENI)

© Tumedon

» Service Connect - optional s

Service Connect allows for e di E

Step 25) Now we can see the deployment is in progress

v githubpat/prod | X | [ SystemsManager X | [ SystemsManager X  [E] Servicehealthand X @ ProductionGrade X | €) CI-CD-PIPELINE-C X | + = o X

& ¢ 9% ap-south-1.console.aws.amazon.com/ecs/v2/clusters/PROD_CLUSTER/services/prod_task-definition-service-3054pvfl/health?region=ap-sou.. & vt ) (@] :

Pacific (Mumba

Shubham Mishra

e Amazon Elastic Container Service > Clusters > PROD_CLUSTER > Services > prod_task-definition-service-3054pvfl > Health o= = C]
- e : Last updated
Amazon Elastic < prod_task-definition-service-3054pvfl . 15 sanuary 2026, 0155 sy (©) Update service v
Container Service

Express Mode Service overview info

Clusters Status Tasks (1 Desired) Task definition: revision Deployment status
Namespaces @ Active 0 pending | 1 running rod_task-definition: 1 @ In progress

Task definitions

Account settings

Health and metrics Tasks Logs Deployments Events Configuration and networking Service auto scaling Event history Tags
Amazon ECR L2 Status o
Repositories |2

Service name Service ARN Deployments current state Created at

[E] prod_task-definition-service-3054pvf [0] arn:aws:ecs:ap-south-1:24301787 @ 1 Completed task 15

L 7199:service/PROD_CLUSTER/prod_ta
AWS Batch 2 sk-definition-service-3054pvfl

Health check grace period
Documentation (2 10 seconds

Discover products 12

Subscriptions 12

Health

(" ECS metrics Container Insights metrics

Find out more about container insights metrics 2

Tall e what unu think

Step 26) Now after successful deployment we can see 1 container having private ip is
launched and we can verify it



v githubpatrpr X | B systemsMan: X | BY SystemsMan: X | [E] Taskconfigur X @ ProductionGr X @ ProductionGr X | €) Cl-CD-PIPELI X | + = o X

C [0 A Notseure 132017715 * O @

# Hello from Production Environment

Hello, this is a production grade fully automated CI/CD pipeline using Git, GitHub,
Jenkins, Docker, Amazon ECR, Amazon ECS and AWS Secrets Manager.

Every code push to GitHub automatically triggers Jenkins via webhook, builds a Docker image, pushes it to ECR with
versioned tags, and deploys it to ECS without any manual intervention.

This deployment is fully automated, reproducible, secure, and follows real-world enterprise DevOps practices.

Deployed via Jenkins — Docker — ECR — ECS
Infrastructure & secrets managed using AWS best practices.

Step 27) Now we will automate this deployment on every code changes so we will create
jenkins file on worker node and push it on github

v Systems Manager | ap-south-1 X L% Elastic Container Registry - Priv. X I&) Task configuration | Elastic Co

c 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdk

Session ID: root-frpxtng6ksd3r7kry9qgoakinu Shortcuts Instance ID: i-026b3fdb2246e82a3

oot@ip-172-31-11-135: /home/ubuntu/project# 1s
Jenkinsfile README.md new-taskdef.json prod_application taskdef.json
oot@ip-172-31-11-135: /home/ubuntu/project# I

Step 28) Now Jenkinsfile is successfully pushed on github as jenkins will use this file to
build the ci cd pipeline automatically



v stems Manager | ap-south- lastic Container Registry - Pri: €] Task configuration | Elastic Cor hubham. mishra/CI-CD- -
& sy Manager | ap-south-1 X Elastic Container Registry - Priv. X | [&] Task configuration | Elastic Con X ) Shubham4227mishra/Cl-CD-PI X +

o
X

& c m 25 github.com/Shubham4227mishra/Cl-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER/blob/main/Jenkinsfile % & ¢ 3 ® :

O Shubham4227mishra / CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER Q Type 8 - +- O 1 A &

<> Code ( Issues 11 Pullrequests @ Actions [ Projects [ Wiki @ Security [ Insights 8 Settings

[D Files CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER / Jenkinsfile (&
¥ main M +|Q root updated code ect298c- 14 minutesago <O History
Q Go to file e
Code = Blame 21 lines (10 loc) - 59 Bytes &3 raw (@ & |2 -
> M prod_application
| DO senkinsfile 1 pipeline {
2 agent any
[ READMEmd 3
a stages {
D new-taskdefjson 5 stage("Trigger Deployment on Worker via SSM") {
[ taskdefjson 6 steps { I
7 sh "t
8 echo "Triggering deployment via SSM..."
9 aws ssm send-command \

--instance-ids 1-826b3fdb2246282a3 \

Step 29) Now we will create deploy.sh file on worker ec2 as we want master to use this
file to deploy jobs on worker node only not on itself

v [B] systems Manager | ap-south-1 X

Elastic Container Registry - Priv. X | [€] Task configuration | Elastic Con' X | €) Shubham4227mishra/CI-CD-PIl X | + = [a] X

c 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdb2246e82a3?region=ap-south-1#: Q Y ) ®

Session ID: root-frpxtnq6kSd3r7kry9qgoaklnu Shortcuts Instance ID: i-026b3fdb2246e82a3 Terminate

root@ip-172-31-11-135: /home /ubuntu$ 1s
ldeploy.sh pro
root@ip-172-31-11-135: /home /ubuntu# I

Step 30) Now we wil create job in jenkins

® production_pipeline Config-Je X+ [=])
C [P A Notsecure 13.127.223.103:8080/job/production_pipeline/configure hx¢ & Incognito
@ . a
G Jenkins  production_pipeline Configuration Q & @
Configure Pipeline speed/durability override 7
&3 General Preserve stashes from completed builds ?
O Tiggers This project is parameterised 7
@ Pipeline
Throttle builds  ?

A% Advanced

Triggers

ctions that start your build ba:

Build after other projects are built 2
Build periodically
GitHub hook trigger for GITScm polling 2

PollSCM 7

Schedule ?

Ignore post-commit hooks 7


http://deploy.sh

® production_pipeline Config X +

C [0 A Notsecure

13.127.223.103:8080/job/production_pipeline/configure

Pxd & Incognito
- . a
@ Jenkins  production_pipeline Configuration Qa & ©
Definition
Configure
Pipeline script from SCM v
€3 General
scM 2
© Triggers
Git v @
@ Pipeline
£ Advanced Repositories 7

Repository URL  ?
https://github.comyShubhamd227mishra/Cl-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER git

Credentials 2

- none - v + Add

Advanced v

+ Add Repository

Branches to build ?

Branch Specifier (blank for ‘any) 7

*/main

C [0 A Notsecure

13.127.223.103:8080/job/production_pipeline/configure

Pxd & Incognito
. a
@ Jenkins  production_pipeline ~  Configuration aQa & @
Configure
+ Add Branch

€3 General

Repository browser  ?
© Triggers

(Auto) v
@ Pipeline
A Advanced

Additional Behaviours

+ Add

Script Path 2

Jenkinsfile

Lightweight checkout 7

Pipeline Syntax

Advanced

Advanced v

Step 31) Also make sure this is configured in jenkins system



v ® system - Jenkins %+

& c p /A Notsecure  13.127.223.103:8080/manage/configure hA¢ & Incognito

@ Jenkins = Manage Jenkins v System Vv Q ©

GitHub Servers 7

= GitHub Server ? x

Name ?

APIURL ?

https;//apigithub.com

Credentials ?

“rone - v + Add

Test connection I

Manage hooks

Advanced v
+ Add GitHub Server

Advanced v/ Edited

Step 32) Now we will create webhook in github to connect jenkins to github

v B systems Manager | ap-south-1 X | [€] Elastic Container Registry - Priv. X | [€] Task configuration | Elastic Conw X €) Webhook - http://13.127.223.10 X + = o X
¢ G [0 % github.com/Shubham4227mishra/Cl-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER/settings/hooks.. €a [¥ & ¢ o} ®
Access O
Settings Recent Deliveries

A Collaborators

) Moderation options v
We'll send a PoST request to the URL below with details of any subscribed events. You can also specify which data
format youd like to receive (JSON, x-w-form-urlencoded, etc). More information can be found in our developer
Code and automation X

documentation

¥ Branches

© Tags Payload URL *

G Rules " http://13.127.223.103:8080/github-webhook/

© Actions v Content type *

$o Models (Preview) application/json :
| & webhooks sewet

& Copilot v

B3 Environments

& Codespaces SSL verification

3 Pages © By default, we verify SSL certificates when delivering payloads.

O Enable SSL verification @ Disable (not recommended)
Security

@ Advanced Security Which events would you like to trigger this webhook?
& Deploy keys @ Just the push event,

(& Secrets and variables v
O Send me everything.

Integrations O Let me select individual events.
88 GitHub Apps

B3 Email notifications Active

Step 33) Now we will update the code and push it from git to github and then we should
see jenkins job automatically triggered



v Systems Manager | ap-south-1 X 1% Elastic Container Registry - Pri x k€] Task configuration | Elastic Co x O Webhook - http://13.127.223 x +

c o 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdb2246e82a3?region=ap-south-1#: ¢

Session ID: root-fipxtng6ksd3r7kry9qgoaklnu Shortcuts Instance ID: i-026b3fdb2246e82a3

Ino changes added to commit (use "git add™ and/or "git commit -a")
root@ip-172-31-11-135:/home/ubuntu/project/prod_application# cd ..
root@ip-172-31-11-135:/home/ubuntu/project# git add *
root@ip-172-31-11-135:/home/ubuntu/project¥ git commit -m "updated code™
[main 9dd208f] updated code

Committer: root <root@ip-172-31-11-135.ap-south-l.compute.internal>
[Your name and email address were configured automatically based
jon your username and hostname. Please check that they are accurate.
[You can suppress this message by setting them explicitly. Run the
following command and follow the instructions in your editor to edit
lyour configuration file:

git config --global —-edit
After doing this, you may fix the identity used for this commit with:
git commit --amend —-reset-author

3 files changed, 140 insertions(+), 37 deletions(-)
root@ip-172-31-11-135:/home/ubuntu/project# git push or
[Enumerating objects: 11, done.
[Counting objects: 100% (11/11), done.
ICompressing objects: 100% (6/6), done.
riting objects: 100% (&/6), 2.19 KiB | 2.19 MiB/s, done.
Total € (delta 2), reused 0 (delta 0), pack-reused 0
remote: Resolving deltas: 100% (2/2), completed with 2 local objects.
To https://github.com/Shubham4227mishra/CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER.git
9dd208f main -> main
31-11-135:/home/ubuntu/project# I

Step 34) As soon as new code pushed we can see it in github

v [BY systems Manager | ap-south-1 X [€] Elastic Container Registry - Priv. X | [€] Task configuration | Elastic Conw X () Shubham4227mishra/CI-CD-PIF X + = [s} X

¢ > C [@ ¢ github.com/Shubham4227mishra/Cl-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER & T aQ W o} ®
_ o

= O Shubham4227mishra / CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER Q Type (7] to search 8 - +- 0N 8 &

<> Code (@ lIssues 11 Pullrequests @ Actions [ Projects [ wiki @ Security |~ Insights &3 Settings

Cl-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-... Pusic. % Pin  ©Wawch 0 - - Yosaro0 -

# main ~ ¥ 1Branch © 0Tags Q Go to file t Add file ~ About 3

THIS IS ENTERPRISE LEVEL CI CD PIPELINE

root updated code © 14 Commits USING JENKINS MASTER SLAVE
ARCHITECTURE
prod_application updated code 1 minute ago
[0 Readme
[ Jenkinsfile updated code 23 minutes ago A Activity
[ READMEmMd Initial commit 3 hours ago ¢ Ostars
@ ow
new-taskdefjson updated code 1 minute ago
5] J 9 ¥ 0fork
0 forks
taskdefjson updated code 1 minute ago
i} i 9
Releases
[0 README 7

CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR- Packages
ECS-SECRETS-MANAGER

TUIC IC ENITEDDDICE 1 CVET 1 N DIDCHINE 1ICIAI IENIVING MACTED €I AVE ADFLITECTI IDE

Step 35) Now jenkins detected updated code in github so it started job automatically



(=]

® production pipeline #10 Consc X +

C [0 A Notsecure 13.127.223.103:8080/job/production_pipeline/10/console hA¢ & Incognito

a & @

@ Jenkins  productonpioeine | #10 v Comole Output

View as plain text

B status @ Console Output & Download

</> Changes
Started by GitHub push by Shubham4227mishra

] Console Output Obtained Jenkinsfile from git https://github.com/Shubhan4227mishra/CI-CD-PIPELINE-GIT-GITHUB-JENKINS -DOCKER- ~ECR- ECS-SECRETS-MANAGER . git
[ Edit Build Information Dilpallive] SEr oF PiEkis

[Pipeline] node
W Delete build *#10 Running on Jenkins in /var/lib/jenkins/workspace/production_pipeline

{

) Polling Log o

[Pipeline] { (Declarative: Checkout SCM)
® Timings N

[Pipeline] checkout
@ Git Build Data Selected Git installation does not exist. Using Default
The recommended git tool is: NONE

% Pipeline Overview No credentials specified
> git rev-parse --resolve-git-dir /var/lib/jenkins/workspace/production_pipeline/.git # timeout=10
& Restartfrom Stage Fetching changes from the remote Git repository

2 Replay > git config remote.origin.url https://github.com/Shubhana227mishra/CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER - -ECR-ECS-SECRETS-MANAGER . git # timeout-10
Fetching upstream changes from https://github.com/Shubham4227mishra/CT-CD-PIPELINE-GIT-GITHUB-JENKINS -DOCKER - -ECR -ECS-SECRETS-MANAGER . git

$2 Pipeline Steps > git --version # timeout-10

> git --version # 'git version 2.43.0"

B Werkspaces > git fetch --tags --force --progress -~ https://github. com/Shubhan4227mishra/CL-CD-PIPELINE-GIT-GITHUB- JENKINS - DOCKER- - ECR-ECS-SECRETS-MANAGER . git +refs/heads/*:refs/remotes/origin/* #

‘timeout-16

> git rev-parse refs/remotes/origin/main~{connit} # timeout-10

Checking out Revision 9dd2e8fesas3cc39ddbocd3ebss13ba3fd18dasa (refs/remotes/origin/main)

& Previous Build

> git config core.sparsecheckout # timeout-10
> git checkout -f ddbocd3ebs61: # timeout-16

Commit message: "updated code”
> git rev-list --no-walk ec1298cd67252ec4361f2d6682CCO9F202154F5h # timeout=10

Step 36) New image created automatically

v Systems Manager | ap-south-1 X Elastic Container Registry - Priv. X Task configuration | Elastic Con' X | € Shubham4227mishra/CI-CD-PIIl X | + = o X
< c 25 ap-south-1.console.aws.amazon.com/ecr/repositories/private/243017877199/prod-repo/_/details?region=ap-south-1 Q ) ®
Shubham Mishra (2430-1787-7199) v
Ay (0] ] Asia Pacific (Mumbai) v T ———
e Amazon ECR > Private registry > Repositories > Images ® B @ e
a
Amazon Elastic < prod-repo
Container Service
Summary Images Lifecycle policy Permissions Repository tags
¥ Private registry
Repositories Images (3) info @ Delete 0 Copy URI Details Scan View push commands
prod-repo
Features & Settings | Q Filter active images |
¥ Public registry ( Image tags v | Type Created at v | Imagesize v | Image digest Last pulled at v

Repositories

O 20260114215643 Image WEICEIEe L, 25.92 [0 sha256:a61ea
Settings g mage 03:26:45 (UTC+05.5) - o aclea...

() 20260114213458 1 15 January 2026, 25.92 [0 sha256:04249. 15 January 2026,

L ‘mage 05 2 SHaZo0: -05-.
ECR public gallery 12 03:05:00 (UTC+05.5) 03:05:43 (UTC+05.5)
Amazon ECS (2 vl

— y 15 January 2026, . 15 January 2026,
Amazon EKS |2 L 20260114205920, Image 01:47:02 (UTC+05.5) 25.92 [ sha256:e2e9fe... 01:56:14 (UTC+05.5)

20260114210633

Getting started 12

Documentation 12
v

2026, Amazon Web Services, Inc. or its affiliate: Privacy Terms Cookie preferences

E] CloudShell edback E‘ Console mobile app

03:27
5 Elr;‘\lG S D ® 0

e 1] Q Search L ',.

Step 37) New task updated to new image and we can see new container started



v B systems Manager | ap-south-1 X | [@ Elastic Container Registry - Priv.- X [&] Cluster tasks | Elastic Container X () Shubham4227mishra/CI-CD-PIl X | + - fu) X

< c 25 ap-south-1.console.aws.amazon.com/ecs/v2/clusters/PROD_CLUSTER/tasks?region=ap-south-1 aQ vr ) ® :

e Amazon Elastic Container Service Clusters PROD_CLUSTER » Tasks O B £ @

Draining Active Pending Running

Amazon Elastic < - 1 - 2

Container Service

Express Mode Services Tasks Infrastructure Metrics Scheduled tasks Configuration Event history Tags

Clusters —

Namespaces

Run new task
Task definitions Tasks (3)
A + sett Filter desired status Filter launch type
ccount settings Q Filter tasks by property or value Any desired status v Any launch type v ! @
Task v Laststatus v Desired status v Task definition v Health status ¥ Createdat v Started by
Amazon ECR (2
Repositories 12 I £954336f611e489cadcc8. . @ Running @ Running prod_task-definition:5 @ Unknown 1 minute ago ecs-svc/039510002
I} 034c7c0b26914cAfb38ef... ©stopped| ... @ Stopped prod_task-definition:3 @© Unknown STminutesago  ecs-svc/028514115
AWS Batch 12
IT] 20743643a32643fbb0c9d.. ©stopped| ... @ Stopped prod_task-definition:1 @© Unknown 2 hours ago ecs-svc/472603607
Documentation 12 IF 69¢1618f5F154345803fc... © stopped| ... © stopped prod_task-definition:2 @® Unknown 58 minutes ago ecs-svc/138417944
Discover products 2
Subscriptions 12 IT] 74d14862420d4a77b725... @ Running O stopped prod_task-definition:4 @© Unknown 23minutesago  ecs-svc/763245350

Step 38) Now we can the updated website on public ip of task

Systems Manager | ap-sc X [€@] Elastic Container Registn X [€] Task configuration | Elast X @ Enterprise CI/CD Platforr X €) Shubham4227mishra/Cl X o - Q X

C [0 ANotsecure 650.107.162 Q¥ O ©

LIVE « PRODUCTION

Enterprise CI/CD Platform

Fully automated container delivery on AWS

@ Hello, Shubham Mishra here. This is a production-grade, fully automated CI/CD pipeline built
using Git, GitHub, Jenkins, Docker, Amazon ECR, Amazon ECS, and AWS Secrets Manager.

Every git push automatically triggers Jenkins via webhook, securely orchestrates deployment using AWS SSM, builds
a Docker image, pushes it to Amazon ECR, and performs a rolling deployment on Amazon ECS — with zero manual
steps.

GitHub Jenkins Docker

Amazon ECR Amazon ECS AWS SSM AWS Secrets Manager

Jenkins — S — Docker — EC onment: PRODUCTION

Step 39) Similarly again pushing new code we can see new website updated one



v B systems Manager | ap-sc X | [ Elastic Container Registy X | [E] Task configuration | Elast X @ Enterprise Cl/CD Platforn X €) Shubham4227mishra/Cl- X | + - o X

C [0 A Notsecure 13.234.66.142 Q ) ®

Enterpris >D Platform

Fully automated cloud-native deployment pipeline

here. This is a built using

Every git push automatically triggers Jenkins via webhook, securely orchestrates deployment using AWS SSM, builds a
Docker image, pushes it to Amazon ECR, and performs a rolling deployment on Amazon ECS — with zero manual steps.

GitHub Jenkins Amazon ECR

Amazon ECS AWS SSM Secrets Manager

Step 40) Again pushed new code new website

v Systems Manage x [f‘ Elastic Container x LL‘_“ Task configuration X @ secure Production X @ Enterprise CI/CD x o Shubham4227mi

c A\ Notsecure  13.126.152.42

@ SECURE PRODUCTION DEPLOYMENT
ACTIVE




v B systems Manager | ap-sc X | [€] Elastic Container Registy X | [E] Task configuration | Elast X @ CYBER DEFENSECOMM/ X  €) Shubham4227mishra/Cl- X | + = (=]
C [0 A Notseure 3.109.207.19 a% 9 ©

LIVE CYBER ATTACK SIMULATION — THREAT LEVEL:; CRITICAL

Enterprise Production CI/CD — Zero Trust — Active Threat Mitigation

@ system Security Status # CI/CD Deployment Status

LCRITICAL] IAM Least Privilege: ENFORCED GitHub Webhox TRIGGERED
[WARNING ] t 0 NONE Jenkins Pipeline:  SUC
[INFO ki ipeline cu suc < g rity: VERIFIED Docker Build: SUCCESS
K HARDENED ECR Push UCCESS
y ACTIVE ECS New Revisiol DEPLOYED
[CRITICAL] i b b [ hield ENABLED ollback Strategy: ARMED
[WARNING ] i / 0 Intrusion Detection: RUNNING
IAM policy vali
S Man

[
[INFO
[oK

@soc:~# whoami
Shubham Mishra — Cloud | DevOps | Security Engineer

v B systemsManager . X | [@ Elastic Container i X | [E] Taskconfiguration X @ AIWARCONTROL X @ CYBERDEFENSEC X | ) Shubham4227miss X | + = o

C [0  ANotsecure 15207.99.78 a s O

c
E

Step 41) Now we will add one more project in git and then push it into github




v [E Task definitions | Elastic C X | [ Elastic Container Registr, X | @ Shubham Mishra|DevO; X [ Systems Manager|ap-sc % €) Shubham4227mishra/Cl X | + = [a] X

c p 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdb2246e82a3?region=ap-south-1#: QY b} ®

Session ID: root-55p8cl8zllt3qdreqqodb73638 Shortcuts Instance ID: i-026b3fdb2246e82a3 Terminate

root@ip-172-31-11-135: /home/ubuntu/project# 1s
Jenkinsfile README.md nasa_application prod application

Dockferfile index.html
[root@ip-172-31-11-135: /home/ubuntu/project/na:

v [€] Task definitions | ElasticC X | [€] Elastic Container Registry, X | @ Shubham Mishra | DevO; X Systems Manager |ap-sc X €) Shubham4227mishra/Cl- X + = (=] X
&« c p 25 github.com/Shubham4227mishra/Cl-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER/tree/main/nasa_app... [ & W b} ® :
.
= O Shubham4227mishra / CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER Q Type 7] to search 8 - +- O 1 B B8
<> Code (© lIssues 11 Pullrequests (® Actions [ Projects [0 wiki @ Security |22 Insights @ Settings
[D Files CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER / nasa_application @ Add file ~
¥ main T aaliss root added nasa_: 3 minutes ago O History
Q Go tofile t
Name Last commit message Last commit date
| v [ nasa_application

[ Dockferfile

D indexhtml D) Dockferfile 3
> W prod_application 0O indexhtmi N

O Jenkinsfile

[ READMEmd

Step 42) Now we will create one more ECR for nasa_application

v [E Task definitions | ElasticC X [ Elastic Container Registr, X @ Shubham Mishra | DevO: X | B Systems Manager|ap-sc X | €) Shubham4227mishra/Cl X | + = [a] X

< c p 25 ap-south-1.console.aws.amazon.com/ecr/repositories/private/243017877199/nasa-repo/_/details?region=ap-south-1 Q %

Private registry > Repositories > Images

Amazon Elastic < nasa-repo

Container Service
Summary Images Lifecycle policy Permissions Repository tags

¥ Private registry
Repositories
nasa-repo Repository details
Features & Settings Repository name Created at Repository ARN
) . nasa-repo 15 January 2026, 17:07:25 (UTC+05.5) arn:aws:ecrap-south-
v Public registry 1:243017877199:repository/nasa-repo
Repositories
Settings Repository URI Tag mutability Tag mutability exclusions
ng 243017877199.dkr.ecr.ap-south-1.amazonaws.com/nasa- Mutable -

repo

ECR public gallery 12 Encryption type Scan frequency

Amazon ECS 2 AES-256 Manual

Amazon EKS 12
Configuration

Getting started 12 Lifecycle policy Permissions AWS tags

Documentation 12 No lifecycle policy No repository permission policy No repository tags

Pull counts o

Step 43) We will login into ecr nasa-repo



Run ' docker bulld ——help' for more 1nformation
home/ubuntu/project/na: lication# aws ecr get-login-j word ——region ap-so og sername AWS o . south-1.am

ARNING! Your credentials are stored unencrypted in '/root/ ker/config
configure a credential helper to remove this warning. See
cker.com/go/credential-store/

Login Succeeded
root@ip-172-31-11-135: /home/ubuntu/project /nasa_applicationt ||

Step 44) Docker image pusehd in ECR for nasa_application
v [E Task definitions | Elastic C X [€] Elastic Container Registy X @ Shubham Mishra [ DevO: X | [ Systems Manager|ap-sc X | €) Shubham4227mishra/Cl- X | + = o X

&« c p 25 ap-south-1.console.aws.amazon.com/ecr/repositories/private/243017877199/nasa-repo/_/details?region=ap-south-1 QU % b} ® :

e AmazonECR > Private registry > Repositories > Images 0O B R @
Amazon Elastic < nasa-repo
Container Service
Summary Images Lifecycle policy Permissions Repository tags

¥ Private registry

Repositories Images (1) info @ View push commands

nasa-repo

Features & Settings Q Filter active images

¥ Public registry Image tags v | Type Created at v | Imagesize v | Image digest Last pulled at v
Repositories s —
) anuary 3 . ~

Settings vl FERFAITEORE) 25.92 I sha256:b8d55d0ee. ..

ECR public gallery 12

Amazon ECS 12

Amazon EKS (2

Getting started 12

Documentation 12
v [E] Tesk definition container= X [€ Elastic Container Registy, X | @ Shubham Mishra | DevO, X Systems Manager |ap-sc X | () Shubham4227mishra/Cl X | + = (sl X
(3 c 25 ap-south-1.console.aws.amazon.com/ecs/v2/task-definitions/nasa_app_definition/1/containers Q & ®

Bl 8 ® @  AsaPafic(Mm

e Amazon Elastic Container Service > Task definitions > nasa_app_definition > Revision1 > Containers (o= S C]
Amazon Elastic < @ Task definition successfully created View task definition X

Container Service nasa_app_definition:1 has been successfully created. You can use this task definition to deploy a service or run a task.

Express Mode

© G~ T

nasa_app_definition:1 15 January

17:24 (UTC+
Clusters
Namespaces .

Overview info
Task definitions

ARN Status Time created App environment
Account settings

0] amiawsiecsiap-south-1:243017877199:task-defin @ACTIVE 15 January 2026, 17:24 (UTC+5:30) Fargate

ition/nasa_app_definition:1

Amazon ECR 12 Task role Task execution role Operating system/Architecture Network mode

Repositories (2 ecsTaskExecutionRole 17 Linux/X86_64 awsvpc

AWS Batch 12

Documentation (2 Containers JSON Task placement Volumes (0) Requires attributes Tags
Discover products 17
Subscriptions 12 Task size
Task CPU Task memory
512 units (0.5 vCPU) 1,024 MiB (1 GiB)
Tell us what you think Task CPU maximur allocation for containers ‘Task memory maximum allocation for container memory reservation

Step 46) Created new service for nasa_application to use nasa_application task definition



v [E] service health and metric X Elastic Container Registr, X | @ Shubham Mishra | DevO; X | [B Systems Manager|ap-sc X | €) Shubham4227mishra/Cl- X | + = o X

& c p s ap-south-1.console.aws.amazon.com/ecs/v2/clusters/PROD_CLUSTER/services/nasa_app_definition-service-292a5om3/health?region=ap-so.. & ¥t 3 ®

-service-292a50m3 > Health © B a6

e Amazon Elastic Container Service > Clusters > PROD_CLUSTER > Services > nasa_app_defi

‘Amazon Elastic < U nasa_app_definition-service-292a50m3 deployment is in progress. It takes a few minutes. View in CloudFormation 17 X

Container Ser

Notifications ®0 A0 @1 @0 O1

Express Mod L . ast upeate
roress Mode nasa_app_definition-service-292a50m3 v s (C) I

Clusters
Namespaces . .

Service overview info
Task definitions
Account settings Status Tasks (1 Desired) Task definition: revision Deployment status

© Active 0 pending | 0 running nasa_app_definition:1 © In progress
Amazon ECR 12
Repositories 1 Health and metrics Tasks Logs Deployments Events Configuration and networking Service auto scaling Event history Tags
AWS Batch (2 Status info

Service name Service ARN Deployments current state Created at

[0 nasa_app_definition-service-292a5om3 0 am:aws:ecs:ap-south-1:243017877199:servic © 0 Completed tasks 15 January 2026, 17:26 (UTC+5:30)
Documentation 12 /PROD_CLUSTER/nasa_app_definition-service-29

2a50m3

Discover products 12
Subscriptions 12 Health check grace period

10 seconds

Tell us what you think
Health

ECS metrics Containe LU Find out more about container insights metrics 12

Step 47) Now new task container created successfully for nasa_application
v Service tasks | Elas: X @ NASA Mission Cor X Elastic Container © X | @ Shubham Mishra| X Systems Manager X | () Shubham4227mis X | + = o X
(3 c 25 ap-south-1.console.aws.amazon.com/ecs/v2/clusters/PROD_CLUSTER/services/nasa_app_definition-service-292a50m3/tasks?region=ap-sou... & ¥ b} ®

B 8 ® ® AsaradhicMm

ervice-202a50m3 > Tasks OO = 2 I C

e Amazon Elastic Container Service > Clusters > PROD_CLUSTER > Services > nasa_app._defi

S . Last updated -

Amazon Elastic < nasa_app_definition-service-292a50m3 . o e (C) Update service v
Container Service
Express Mode Service overview info
Clusters Status Tasks (1 Desired) : Deployment status
Namespaces @ Active 0 pending | 1 running nasa_app_definition:1 © In progress
Task definitions
Account setti o . . . .

ccount setings Health and metrics | Tasks | Logs | Deployments  Events | Configuration and networking  Service autoscaling | Eventhistory | Tags

Amazon ECR 12 Last updated
Tasks (1/1) 15 January 2026, 17:27 (UTC+5:30) m

Repositories 12

 Filter desi Filter launch type
[ Q Fitter tasks by property or value | [ Any desired status v | [ Anylaunchtype v | 1 (5]
AWS Batch 12 Task v | laststatus v | Desiredstatus v | Taskdefinition v | Healthstatus ¥ | Createdat v | Startedby v | startedat v | Container ins
[+] I8 261926ff8f964d6399eeS5. . @ Running @ Running nasa_app_definition:1 @ Unknown 1 minute ago ecs-svc/12924303006... 46 seconds ago -
Documentation 12
4 >

Discover products (2

Subscriptions 12

Tell us what you think

Step 48) We can verify the nasa_application website



v [E servicetasks|Elas X @ NASAMissionCor X [@ Elastic Container F X | @ Shubham Mishra| X | [ Systems Manager X | €) Shubham4227mis X | + = [a] X

C [0 A Notsecure 13.203.154.44 Q Y b} ®

NASA MISSION CONTROL — LIVE SPACE OPERATIONS CENTER

# Mission Name @ Mission Status ® Current Orbit E Fuel Level

ARTEMIS-X ORBITA LOW EARTH ORBIT 87%
DEPLOY

& Telemetry Link @® Al Navigation Core
CONNECTED ONLINE

= Live Mission Log

Step 49) Now we will update deploy.sh and Jenkinsfile to fully automate this on new code
changes it should build new task

¢ 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdb2246e82a3?region=ap-south-1#: Q 3 @

Session ID: root-55p8ci8zlit3q4reqqodbT3638 Shortcuts Instance ID: i-026b3fdb2246e823 Termin

-11-135: /home/ubuntuf more deploy.sh

efail
/ubuntu/deploy.log 2>&1

efinition-service-2
definition"

ing latest



http://deploy.sh

v [E sevicehealtr X | [@ ElasticContar X | @ NASAMissior X | @ viewsource:! X | @ ShubhamMic X [ SystemsMan- X €) Shubhamd2o X | + = [a] X

c i 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdb2246e82a3?region=ap-south-1#: QU % ) ®

Session ID: root-55p8ci8zli3qdreqqodb 73638 Shortcuts Tnstance ID: i-026b3db2246e82a3 Terminate

set -

echo "Triggering deployment via

-—output text)
echo Command ID MMAND_ID"

echo "Waiting for ommand to £inish..."

"InProgress”

Step 50) Now we will make changes in nasa_application code and check the fully automated
pipeline

v [BY systems Manager | ap-south-1 X [€] Elastic Container Registry - Priv. X | [€] Task configuration | Elastic Conw X @ NASA Quantum Command-G/ X  + = o X
C [0 A Notseure 65099.179 a s O

MISSION CRITICAL NASA QUANTUM DEFENSE GRID — GLOBAL SPACE COMMAND CENTRE

© UTC TIME: Thy, 15 Jan 2026 14:00:33 GMT @ NETWORK: NNECTED @ THREAT LEVEL:

ORION SKY SHIELD LOW EARTH ONLINE
DEFENSE GRID

lunar orbit

Step 51) Also making change in prod application also we can see the automateed deployment



v B systemsManager|ap-sc X  [€] Elastic Container Regist, X | [E] Task configuration | Elast X @ Shubham Mishra|Cloud X @ NASA Quantum Commar X | =+ = o X

C [0  ANotsecure 3.11031.142 a s O

Shubham Mishra

Cloud « DevOps - Infrastructure Engineer

19:31:07

E DEPLOYMENT - VER!

@ Production CI/CD Platform

This environment demonstrates a Real enterprise-grade, zero-SSH, fully automated CI/CD system built on AWS using Jenkins,
Docker, ECR, ECS, SSM and Secrets Manager.

Every GitHub push automatically triggers a secure pipeline and deploys directly to AWS Fargate with immutable versioned images.

Step 52) Now we will create target group for nasa and prod application

v [ Target group details [EC2 [ap~ X [E] Cluster tasks | Elastic Container X | [ Systems Manager | ap-south-1 X | + - fa] X

< c o 23 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#TargetGroup:targetGroupArn=arn:aws:elasticloadbalancing:ap-south-1.. & ¥t o ®

Shubham Mishra (2430-1787-7199) v

Shubham Mishra

e EC2 Target groups prod G @ ®
< | prod
Dashboard .

Details

AWS Global View 12
[0 arn:aws:elasticloadbalancing:ap-south-1:243017877199:targetgroup/prod/d827d05679d45f3a

Events
Target type Protocol : Port Protocol version VPC
v Instances P HTTP: 80 HTTP1 vpc-034ce98e2460a13Te L2
Instances
IP address type Load balancer
Instance Types IPva ALB 12
Launch Templates
Spot Requests 1 ®@ 1 ® 0 0 0 0
Savings Plans Total targets Healthy Unhealthy Unused Initial Draining
Reserved Instances
0 Anomalous
Dedicated Hosts
Capacity Reservations » Distribution of targets by Availability Zone (AZ)
Capacity Manager New Select values in this table to see corresponding filters applied to the Registered targets table below.
¥ Images
AMis Targets Monitoring Health checks Attributes Tags

AMI Cataloa



v [ Target group details | EC2 | ap-~ X [E] Cluster tasks | Elastic Container X Systems Manager | ap-south-1 X | + = [a] X

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#TargetGroup:targetGroupArn=arn:aws:elasticloadbalancing:ap-south-1.. & ¥ b} ®

€« c

L @ @  AsiaPacific (Mumba) ¥

e EC2 > Targetgroups > nasa R B e
a a
Dashboard .
AWS Global Vit td Details
obatView 2 10 armawseelasticloadbal th-1:243017877199:targetgroup/nasa/ec94c35362d05bb6
Events
Target type Protocol : Port Protocol version VPC
¥ Instances P HTTP: 80 HTTP1 vpc-034ce98e2460a13le 12
Instances
IP address type Load balancer
Instance Types Ipva ALB (2
Launch Templates
Spot Requests 1 @1 ®0 0 0 0
Savings Plans Total targets Healthy Unhealthy Unused Initial Draining
Reserved Instances
0 Anomalous
Dedicated Hosts
Capacity Reservations » Distribution of targets by Availability Zone (AZ)
Capacity Manager New Select values in this table to see corresponding filters applied to the Registered targets table below.
¥ Images
AMIs Targets Monitoring Health checks Attributes Tags
AMI Catalog

v Elastic Block Store Registered targets (1) info ® Anomaly mitigation: Not applicable @ N

Step 53) Now we will create Application Load Balancer and add this target group

& Load balancer details |[EC2 |ap X Cluster tasks | Elastic Container X Systems Manager | ap-south-1 X ar - o X

9% ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#LoadBalancer:loadBalancerArn=arn:aws:elasticloadbalancing:ap-south.. & ¢ 3} ® :

B 8 ® @ aard

e EC2 > Load balancers > ALB [ =)
a a
EC2 < @ Introducing ALB target optimizer X
Target optimizer lets you enforce a maximum number of requests per target using an ALB-provided agent, improving success rates, latency, and efficiency. Learn more 12
Dashboard
AWS Global View 12
as @ G
Events
v Instances .
v Details
Instances
Load balancer type Status vec Load balancer IP address type
Instance Types )
Application @ Active vpc-034ced8e2460a131e 12 1Pva
Launch Templates
Spot Requests Scheme Hosted zone Availability Zones Date created
Internet-facing ZPOTRAFLXTNZK subnet-081dd4ba720559bf4 12 ap-south-1a (aps1- January 16, 2026, 11:18 (UTC+05:30)
Savings Plans T ———
Reserved Instances subnet-0f2ee6f9de8bb1028 17 ap-south-1b (aps1-az3)
Dedicated Hosts
Capacity Reservations Load balancer ARN DNS name Info
. =} i : h-1:243017877 L 2bagaaf IE] ALB-798034012.3p-south-1.elb.amazonaws.com (A Record)
Capacity Manager New
v Images
AMis Listenersand rules | Network mapping | Resourcemap | Security | Monitoring | Integrations | Attributes | Capacity | Tags
AMI Catalog
¥ Elastic Block Store Listeners and rules (1) it @ Manage rules v Manage listener v
Volumes Alistener checks for connection requests on its configured protocol and port. Traffic received by the listener is routed according to the default action and any additional rules.
Snapshots [ Fitter tisteners 1 &
Lifecycle Manager
(0| Protocol:Port v | Defaultaction v | Rules v | ARN ¥ | Ssecurity policy v | Default SSL/TLS certificate v | mTLS v | Truststo

¥ Network & Security
Security Groups « Return fixed response
Response code: 404

Elastic IPs [1___HTTP:80
N

3 rules 71 ARN Not applicable Not applicable Not applicable Not au’pl

Step 54) Now we will create rules on port 80 for Application load balancer bases on host header
based routing



v [B Listener details | EC2 | ap-soutt X [E] Cluster tasks | Elastic Container X | [BY Systems Manager | ap-south-1 X | =+ - fa] X

& c 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#ELBListenerV2:loadBalancerArn=arn:aws:elasticloadbalancing:ap-south.. & v b ®

B 8 @ © | aseencoumsa

© 2 > Losabsisnes > A8 > HTTPSOstner o
a
221 < HTTP:80 o ©
Dashboard i
AWS Giobal View ¢ v Details
Alstener checks for the protocol and port Balancer targets
Eents
Protocotport Load balancer Defaut actions
v Instances HTTP20 pr + Return fxed response
retances Response code: 404
Response body: PAGE NOT FOUND
Instance Types Response content ype: text/plain
Launch Templates
Listener ARN
Spot Requests
pot Rea o .
SavingsPlans
Reserved Instances
Dedicated Hosts Rules | Attributes | Tags
Capacty Reservations
Capacity Manager new . P,
Listener rules (3) o [ )
v Images the lstener o the default fes. Rules prioity order <t value to
s
| @ Fitter rutes | @
AMI Catalog
. priori Name Conditions () Transforms Actions (Then) AN Actions
¥ Elastic Block Store sl | “ ! ! (Then) ! |
Volumes 1w - Host header (value) = [Ra53- Shubhan: - + Forward to target group 5 AN P
Srapshors aisirs.online] nasa (21 (100%)
Target group stckiness: OFf
Lifeeycle Manager
mw - Host header (value) = [prod- Shubhan: - + Forward to target group @ A s 8
v Network & Security ishra..onTine] prod %1 (100%)
Security Groups Target group stickiness: 3600 seconds
Elstcips
Last Default 0 ather e appies - + Retur fixad response @ A s 8
Placement Groups Gefauty Response code: 404 -
Key Paics: Response body: PAGE NOT FOUND.
Response content type: text/plain
Network Interfaces - e 1ot/
« ]
¥ Load Balancing
Load Balancers
Target Groups

Step 55) Now we will add this ALB as CNAME record in route53 public hosted zone in other
aws account so to route traffic based on the host header

detail X ar - a X

1.console.aws.amazon.com/route53/v2/hostedzones?region=ap-south-1#ListRecordSets/Z00138753DLXEPMY 1BYND () AskGoogle @ vy D e

S]] B & @ @ Gobaly Shubham

pront  [§s3 @ eFs @) CloudWatch @] Simple Notification Service [ Simple Queue Service G Systems Manager [ Amazon Simple Email Se...  §8J| Auroraand RDS || AWS Config  §5] Key Management Service [ © D

ubham-mishra.online @ ® =]

Records (1 /24) Info @ ( Delete record ) ( Import zone file ) Create record Record details 3 >

Automatic mode is the current search behavior optirmized for best filter results, To change modes go to settings.
Q Filter records by property or value || Tvoe ® || Routingp... ¥ || Alias » | 1 ©

Record name

@ | Recordname v | Type v | Routin.. v | Differ.. v | Alias v | value/Route traffic to v | TTLG..
0 prod.shubham-mishra.online
O ec2-alb-instan... CNAME Simple - No CLOUDZENIA-ALB-34356288... 300 Record type
B CNAME
J ec2-dockerls... CNAME Simple - No CLOUDZENIA-ALB-34356288... 300
o . Value
(] ec2-docker2.s... CNAME Simple - No CLOUDZENIA-ALB-34356288... 300 5 ALB-798034012.ap-south-1.elb.amazonaws.com
(] ecz-instance... CNAME simple - No CLOUDZENIA-ALB-34356288... 300 | Alias
\:| ec2-instance2... CNAME Simple - No CLOUDZENIA-ALB-34356288... 300 No
(] microservices... CNAME Simple - No CLOUDZENIA-ALB-34356288... 300 TTL (seconds)
300
prod.shubha... CNAME Simple - No ALB-798034012.ap-south-1.... 300
Routing policy
‘:| wordpress.shu... CNAME Simple - No CLOUDZENIA-ALB-34356288... 300 Simple
O www.shubha... A Simple - Yes dgzfckzopmjw8.cloudfront.net. -




v shubham-mishra.online - detail X+ - o
& C 25 us-east-1.console.aws.amazon.com/route53/v2/hostedzones?region=ap-south- 1#ListRecordSets/Z00138753DLXEPMY1BYND () AskGoogle & ¢ Im} 9
Shubham (6385-5998-3526) v
Q Search [Alt+S] @ B 84 ® @& Gloay Shubham
B Gvwc @ routess @ coudFront [&s3 B ers @ Cloudwatch @ Simple Notification Service & Simple Queve Service G| Systems Manager @] Amazon Simple Email Se... &8 AuroraandRDS ) AWS Config 93] Key Management Service [ ¢ >
e Route 53 > Hostedzones > shubham-mishra.online @ o B 6
Route 53 < Records (1/25) info @( Delete record )( Import zone file ) Create record Record details @ >

Automatic mode is the current search behavior optimized for best filter results. To change modes go to settings.

Dashboard
- Edit record
Q Filter records by property or value v Routing p... ¥ Alias » 1 )

Hosted zones

Health checks ® | Recordname v | Type v | Routin.. v | Differ.. v | Alias v | Value/Route trafficto v | TILG.. Record name
profiles - IE nasa.shubham-mishra.online
ec2-alb-docke...  CNAME Simple o No CLOUDZENIA-ALB-34356288... 300
w Global Resolver Record type
ec2-alb-instan...  CNAME Simple - No CLOUDZENIA-ALB-34356288... 300 CNAME
Global resolvers New
ec2-docker1s... CNAME Simple - No CLOUDZENIA-ALB-34356288... 300 Value
¥ VPC Resolver o
VPCs ec2-docker2s... CNAME Simple - No CLOUDZENIA-ALB-34356288... 300 O ALB-798034012.ap-south-1.elb.amazonaws.com
Inbound endpoints ec2-instanceT... CNAME simple - No CLOUDZENIA-ALB-34356288... 300 I Atias
Outbound endpoints No
) ec2-instance2... CNAME simple - No CLOUDZENIA-ALB-34356288... 300
Rules TTL (seconds)
Query logging microservice:s... CNAME Simple - No CLOUDZENIA-ALB-34356288... 300 300
Outposts .
nasashubham...  CNAME Simple s No ALB-798034012.ap-south-1.... 300 Routing policy
v Domains Simple
prod.shubha... CNAME Simple - No ALB-798034012.ap-south-1.... 300
Registered domains
Requests wordpress.shu...  CNAME Simple - No CLOUDZENIA-ALB-34356288... 300
v IP-based routing www.shubha... A Simple - Yes dazfckzopmiw8.cloudfrontnet. -

Step 56) Now we will verify the setup based on host header it should got to particular ecs task

(") Shubham Mishra | Cloud & Dev X +

X A\ Notsecure  prod.shubham-mishra.online w & Incognito

Shubham Mishra

Cloud « DevOps * Infrastructure Engineer

11:37:54

LIVE DEPLOYMENT - VERSION: 202

@ Production CI/CD Platform

This environment demonstrates a Real fintech enterprise-grade, zero-SSH, fully automated CI/CD system built on AWS using
Jenkins, Docker, ECR, ECS, SSM and Secrets Manager.

Every GitHub push automatically triggers a secure pipeline and deploys directly to AWS Fargate with immutable versioned images.




NASA Quantum Command -G/ X o (=)

(©) A\ Notsecure nasa.shubham-mishra.online Pd & Incognito

MISSION CRITICAL NASA QUANTUNM DEFENSE GRID — GLOBAL SPACE
COMMAND CENTRE PROTECTION FROM EXTRATERRESTIAL CREATURE

© UTC TIME: Fri, 16 Jan 2026 06:08:22 GMT @ NETWORK: CONNECTED @ THREAT LEVEL:

ACTIVE LOW EARTH

DEFENSE GRID

ORION SKY SHIELD

Step 57) Now we will create SSL certificate and add the records in route53 to use this certificate

v Certificate details | f1048ea5-11 X [E] Cluster tasks | Elastic Container X Systems Manager | ap-south-1 X | =+ - [s} X
< c 25 ap-south-1.console.aws.amazon.com/acm/home?region=ap-south-1#/certificates/f1048ea5-1bd7-4fbd-aed2-9b380d 1f1038 QU % b} ®
Shubham Mishra (2430-1787-7199) v
B & ® @ Asia Pacific (Mumbai) v ‘Shubham Mishra
e AWS Certificate Manager > Certificates > f1048ea5-1bd7-4fbd-aed2-0b380d1§1038 ® o
AWS Certificate <  f1048ea5-1bd7-4fbd-aed2-9b380d1f1038
Manager (ACM)
List certificates Certificate status
Request certificate Identifier Status
Import certificate 1048ea5-1bd7-4fbd-aed2-9b380d 11038 @ Issued
ARN

AWS Private CA 12
5 arnaws:acm:ap-south-1:243017877199:certificate/f1048ea5-1bd7-4fbd-aed2-9b380d 11038

Type
Amazon Issued

Domains (2) ( Create records in Route 53 ) ( Export to CSV i)

1

Status Renewal status Type CNAME name CNAME value
]
T _4dd9b84795d66438477d48551cbacc21 shubham-
@ success CNAME o= chaccal.shubham _20b2606da860114e902 1fe5d1270bb3 jkddzztsz
mishra.online.
validations.aws.
]
[= -
@ Success CNAME 01 _4ddob84795d66438477d48551cbacc21.shubham: _20b2e06da8601149021fe5d1270bb3 jkddzztsz

mishra.online.

validations.aws.



v [E shubham-mishraonline - detail X + - fa] X

< c > Us-east-1.console.aws.amazon.com/route53/v2/hostedzones?region=ap-south- 1#ListRecordSets/Z00138753DLXEPMY1BYND ) AskGoogle & ¢ Im} e :
[Alt+S] @ Ay (0] ] Global v Shubham
Wec2 @ vec @ routess @ coudrront [)ss B ers @ cloudwatch  [@ simple Notification Service @ Simple Queue Service 9] Systems Manager (@) Amazon Simple Email Se... | AuroraandrDs [Tl a4 D>
e Route 53 > Hosted zones > ishra.online @ @ B e
a a
Route 53 < Records (1/26) info @( Delete record )( Import zone file ) Create record Record details  © >
Automatic mode is the current search behavior optimized for best filter results. To change modes go to settings.
Dashboard
Edit record
Hosted zones ‘ Q Filter records by property or value ‘ ‘ Type ¥ ‘ ‘ Routing p... ¥ ‘ ‘ Alias ¥ ‘ 1 @
Health checks Record name
proil @ | Record.. v | Type v | Routin.. v | Differ.. v | Alias v | Value/Route traffic to s}
rofiles
_4dd9b84795d66438477d48551chz
¥ Global Resolver ns-444.awsdns-55.com
Record type
Global resolvers New O shubhame... NS Simple . No ns-1852.awsdns-39.co.uk P
h ns-1491.awsdns-58.org | CNAME
¥ VPC Resolver ns-978.awsdns-58.net
Value
VPCs O shubham-... SOA Simple - No ns-444.awsdns-55.com. au [n]
Inbound endpoints _20b2e06da860114e9021fe5d1
_350dc74... CNAME Simple - No _b81b891071f3ab60ade4 2f70bb3.jkddzztszm.acm-
Outbound endpoints L
validations.aws.
Rules [ _4dd9bs4... CNAME Simple = No _20b2e06da860114€902"
logai Alias
Query logging L _7017931... CNAME Simple - No _2775608888ccf4dba500 No
Outposts
L _9cal638... CNAME Simple - No _63ee6566e0d59e234b5¢
v Domains TTL (seconds) o
v [E] Listener details | EC2 |ap-soutt X [&] Cluster tasks | Elastic Container X Systems Manager | ap-south-1 X | =+ = o X

& c p 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#ELBListenerV2:loadBalancerArn=arn:aws:elasticloadbalancing:ap-south-1:24... ¥¢ b} ®

Shubham Mishra (2430-1787-7199) v
Shubham Mishra

[Alt+S] @ Ask Amazon

e EC2 > Loadbalancers > ALB > HTTPS:443 listener ® B e
TommeE a a
HTTPS:443 1. ©G=D
AMI Catalog
v Elastic Block Store v Details
Volumes A listener checks for connection requests using the protocol and port that you configure. The default action and any additional rules that you
create determine how the Application Load Balancer routes requests to its registered targets.
Snapshots
3 Protocol:Port Load balancer Default SSL/TLS certificate
Lifecycle Manager
HTTPS:443 ALB shubham-mishra.online (Certificate ID:
v Network & Security 1048ea5-1bd7-4fbd-aed2-
. Default actions 9b380d1f1038) 12
Security Groups -
« Forward to target group
Elastic IPs nasa 1?: 1 (50%)

prod 12: 1 (50%)
Target group stickiness: Off

Placement Groups
Key Pairs

Network Interfaces Listener ARN
|_|:| arn:aws:elasticloadbalancing:ap-south-1:243017877199:listener/app/ALB/94d9b19bc2ba8aaf/00bf6624990e4d0d

4

Load Balancing

Load Balancers



v Listener details | EC2 | ap-sout X [&] Cluster tasks | Elastic Container X | [B] Systems Manager | ap-south-1 X | + = o X

& c 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#ELBListenerV2:loadBalancerArn=arn:aws:elasticloadbalancing:ap-south-1:24... ¥¢ o ®

[Alt+S] (@ Ask Amazon Q Q (0} 83 Asia Pacific (Mumbai) ¥ T ——

> Load balancers > ALB > HTTPS:443 listener (OS]
a = bet-Ad a
AMI Catal .
atalog Listener rules (3) info Rule limits @ ( Actions ¥ ) ( Add rule )

v Elastic Block Store Traffic received by the listener is routed according to the default action and any additional rules. Rules are evaluated in priority order from the

Volumes lowest value to the highest value.

Snapshots | Q Fitter rules | o

Lifecycle Manager

D Priority | Name tag | Conditions (If) | Transforms Actions |
v Network & Security
3 - = . 5 -
Security Groups O 100 Hf)st header}(value) prod. shubham S o
mishra.online
Elastic IPs
Placement Groups
_ O 200 - Host header (value) = [nasa. shubham- - S o

Key Pairs mishra.online

Network Interfaces
v Load Balancing O Last Default If no other rule applies - o

(default)

Load Balancers

Step 59) Now we will also redirect http request to https

v Listener details | EC2 | ap-sout X Cluster tasks | Elastic Container X Systems Manager | ap-south-1 X | + - fa] X
< c o 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#ELBListenerV2:loadBalancerArn=arn:aws:elasticloadbalancing:ap-south.. & ¢ b ®
® sk Amazon Q
6 2 > Losdbainces > A8 > HITPEO listener o B 6
AWS Global View (2 a
Events
* istanes HTTP:80 1o )
nstances
Instance Types v Details
Launch Templates Alistencrchecks for the protocal . The deaul 4 any adftionsl Balancer dtargets.
Spot Requests ProtocotPort Load batancer Default actions
Savings Plans HTTP0 as -+ Redirect to TP/ /H{host443/HpathAauery)
Staws code: HTTP._301
Reserved Instances
Decicated Hosts Listener ARN
B 124301

Capaty Reservations

Capaty Manager new

v Images Rules | Attributes | Tags
s —
AV Gatalog B
Listener rules (5 uio G
v Elastic Block Store . o " ©
Volumes
| Q Fitter rutes @
Snapshots
Lifecycle Manager Priority & | Nametag | Conditions (1f) | Transforms | Actions (Then) | Arn | Ta Actions |
v Network & Security ey - Host header (value) = [Ra53- Shubhan: - + Redirectto HTTPS: /#{host)ad3 Hlpathelavery) 1) ARN % 4 g
. s, online] Status code: HTTP_301
ccurity Groups
Elastic s 200 - Host header (value) = [prod.shubhan- - + Redirect to HTTPS://é{host):443/#{pathizé(auery} @ ARN % » g
Placement Groups isirs. online] Status code: HTTP_301
p
Key Pairs Last Default I no other rule applies - « Redirect to HTTPS://#{nost}:443/#{path}2#{query} G ARN [T
Network Interfaces. (default) Status code: HTTP_301 h
~ -

¥ Load Balancing
Load Balancers
Target Groups
Trust Stores.

v Autosc




Step 60) Now we will test whether our ssl setup is working corectly and also http request is

getting redirected to https

v @ NASAQuantum Command -G X+ - [u] X v ®enk x | Qshul x | Broc x @ shul x  +

< c 25 nasa.shubham-mishra.online * 3 e : < c 25 prod.shubham-mishra.online Yo 3 e
oo oo

oo oo

# MISSION CRITICAL NASA
QUANTUM DEFENSE GRID —
GLOBAL SPACE CONMMAND CENTRE
PROTECTION FROM
EXTRATERRESTIAL CREATURE

© UTC TIME: Fri, 16 Jan 2026 @ NETWORK: @ THREAT LEVEL:
:33 GMT CONNECTED

ORION SKY SHIELD

ACTIVE

Also see the http request is not redirected to https
v [B Ustener details | EC2 |ap-soutt X | [&] Cluster tasks | Elastic Container X Systems Manager | ap-south-1 X =+

c 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdb2246e82a3?region=ap-south-1#:

Session ID: root-zhk38r7ns7cxj59tuskd7e6j8i Shortcuts Instance ID: i-026b3fdb2246e82a3

root@ip-172-31-11-135:~# curl prod.shubham-mishra.online
[<html>

[<head><title>301 Moved Permanently</title></head>

[<body>

[<center><h1>301 Moved Permanently</hl1></center>

</body>

[</html>

root@ip-172-31-11-135:~# curl nasa.shubham-mishra.online

[<html>

[<head><title>301 Moved Permanently</title></head>
[<body>

[<center><h1>301 Moved Permanently</hl1></center>
[</body>

[</html>

root@ip-172-31-11-135:~4 ||

Shubham Mishra

Cloud « DevOps « Infrastructure Engineer
12:11:33

@ Production CI/CD Platform

This environment demonstrates a Real fintech enterprise-grade, zero-
SSH, fully automated CI/CD system built on AWS using Jenkins, Docker,
ECR, ECS, SSM and Secrets Manager.

Terminate




v [&] Listener details | EC2 | ap-south X L&) Cluster tasks | Elastic Container X Systems Manager | ap-south-1 X ar

c D %2 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdb2246e82a3

Session ID: root-zhk38r7ns7cxj59tuSkd7e6j8i Shortcuts Instance ID: i-026b3fdb2246e82a3

root@ip-172-31-11-135:~4 curl -L nasa.shubham-mishra.online

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="UTF-8" />

<title>NASA Quantum Command — Global Defense Grid</title>

<meta name="viewport" content="width=device-width, initial-scale=1.0"/>

——cyan: #00f0ff;
--red: #ff004c;
——green: #00££88;
——purple: #8aZbe2;
}

* [ box-sizing: border-box; }

v [ Listener details | EC2 | ap-south X | [E] Cluster tasks | Elastic Container X [B Systems Manager | ap-south-1 X + - fa] X

c 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdb2246e82a3?region=ap-south-1#: O g o3 ®

Session ID: root-zhk38r7ns7cxj59tuskd7e6j8i Shortcuts Instance ID: i-026b3fdb2246e82a3 Terminate

root@ip-172-31-11-135:~# curl -L prod.shubham-mishra.online

[<meta charset="UTF-8" />

[<meta name="viewport" content="width=device-width, initial-scale=1.0"/>
<title>Shubham Mishra | Cloud & DevOps Portfolio</title>

——primary: #38bdfs8;

Step 61) Now last final step to check when new code pushed to the github then those changes
are reflected into our website and user is seeing updated website
a) We can see changes have been made in the code for both nasa and prod application



v &) Cluster tasks | Elastic Container % Systems Manager | ap-south-1 X +

¢ 25 ap-south-1.console.aws.amazon.com/systems-manager/session-manager/i-026b3fdb2246e82a3

Session ID: root-zhk38r7ns7cxj59tuskd7e6j81 Shortcuts Instance ID: i-026b3fdb2246e82a3

root@ip-172-31-11-135: /home/ubuntu/project# git status
On branch main
Your branch is up to date with 'origin/main'.

Changes not staged for commit:
(use "git add <file>..." to update what will be committed)
(use "git restore <file>..." to discard changes in working directory)

no changes added to commit (use "git add" and/or "git commit -a"
root@ip-172-31-11-135: /home/ubuntu/project#

b) Now we will commit and push this changes in github

no changes added to commit (use "git add" and/or "git commit -a")
root@ip-172-31-11-135: /home/ubuntu/project$# git add *
root@ip-172-31-11-135: /home/ubuntu/project4 git status

On branch main

Your branch is up to date with 'origin/main'.

Changes to be committed:
(use "git restore —-—-staged <file>..." to unstage)

root@ip-172-31-11-135: /home/ubuntu/project#




four branch is up to date with 'origin/main'.

Changes to be committed:
"git restore --staged <file>...

to unstage)

root@ip-172-31-11-135: /home/ubuntu/pr ct# git commit -m "updated code for both nasa and prod application"
[main €dB8915f] updated code for both nasa and prod applicat

Committer: root <root@ip-172-31-11-135.ap-south-1.compute.internal>

four name and email address were configured automatically based

on your username and hostname. Please check that they are accurate.
fou can suppress this message by setting them e icitly. Run the
following command and follow the instructions in your editor to edit

lyour configuration file:
git config --global --edit

After doing this, you may fix the identity used for this commit with:
git commit --amend --reset-author

2 files changed, 154 insertions(+), 158 deletions(-)

root@ip-172-31-11-135: /home/ubuntu/project# git commit -m "updated code for both nasa and prod application”
[main 6d8915f] updated code for both nasa and prod application

Committer: root <root@ip-172-31-11-135.ap-south-1.compute.internal>

Your name and email address were configured automatically based

on your username and hostname. Please check that they are accurate.

You can suppress this message by setting them explicitly. Run the

following command and follow the instructions in your editor to edit

your configuration file:

git config --global --edit

After doing this, you may fix the identity used for this commit with:

git commit --amend --reset-author

2 files changed, 154 insertions(+), 158 deletions(-)
root@ip-172-31- 135:/home/ubuntu/project# git push origin main
Enumerating objects: 10, done.
Counting objects: 100% (10/10), done.
Compressing objects: 100% (6/6), done.
riting objects: 100% (6/6), 3.48 KiB | 3.48 MiB/s, done.
Total & (delta 2), reused 0 (delta 0), pack-reused 0
remote: Resolving deltas: 100% (2/2), completed with 2 local objects.
To https://github.com/Shubham4227mishra/CI-CD-PIPELINE-GIT-GITHUB-JENKINS-DOCKER-—-ECR-ECS-SECRETS-MANAGER.git
2b2bdef..6d8915f main -> main
o

Now jenkins job started running




v\ production_pipeline #45 - Jenk X  +

& X

[0 A Notsecure

@ Jenkins  production_pipeline v = #45

Status

A
Zay
v

Changes

Console Output

Edit Build Information
Polling Log

Timings

Git Build Data

Pipeline Overview

& oD R

Thread Dump

Pause/resume

Danlav

13.127.223.103:8080/job/production_pipeline/45/

v, #45 (16 Jan 2026, 06:51:29)

O
®

Qgit

<>

w &

Incognito

a € o

Progress: &7 & X / Add description Keep this build forever

Started 30 sec ago

Started by GitHub push by Shubham4227mishra
Build has been executing for 30 sec

This run spent 9.9 sec waiting in the queue.

Revision: 6d8915fca519bf70ee987f42c0f95208a523bbc8
Repository: https://github.com/Shubham4227mishra/CI-CD-PIPELINE-GIT-GITHUB-
JENKINS-DOCKER--ECR-ECS-SECRETS-MANAGER.git

o refs/remotes/origin/main

Changes

1. updated code for both nasa and prod application (details / githubweb)

d) Now we can see new images in ECR

v [E] Cluster services | Elastic Contair X

< C

[N

[E] Elastic Container Registry - Priv. X

ap-south-1.console.aws.amazon.com/ecr/repositories/private/243017877199/nasa-repo/_/details?region=ap-south-1

B systems Manager | ap-south-1 X | + = o

e Amazon ECR > Private registry > Repositories > Images 0] =
a
Amazon Elastic < nasa-repo
Container Service
Summary Images Lifecycle policy Permissions Repository tags
v Private registry
Repositories Images (2) nfo @ Delete [0 Copy URI Details Scan View push commands
nasa-repo
Features & Settings | Q Fitter active images |
v Public registry Image tags v | Type Created at v | Imagesize v | Image digest | Lastpulled at v
Repositories
16 January 2026, IS .
Settings 20260116072053 Image O I TeToos) 25.92 [ sha256:598e3... =
20260116045444 USIERIEER 2L, 2592 I sha256:6bceb. USRI,
ECR public gallery (2 10:24:48 (UTC+05.5) 10:25:28 (UTC+05.5)
Amazon ECS 12
Amazon EKS |2




v [E service tasks | Elastic Container % Elastic Container Registry - Priv. X Systems Manager | ap-south-1 X | + - fa] X

& c 25  ap-south-1.console.aws.amazon.com/ecr/repositories/private/243017877199/prod-repo/_/details?region=ap-south-1 Q Y o} ®

e AmazonECR > Private registry > Repositories > Images o) 2 ®
Amazon Elastic < prod-repo
Container Service
Summary Images Lifecycle policy Permissions Repository tags
w Private registry
Repositories Images (2) o @ Delete 0 Copy URI Details Scan View push commands
prod-repo )
Features & Settings ‘; Q Filter active images
¥ Public registry Image tags v Type | Createdat v Image size v | Image digest | Last pulled at v
Repositories
16 January 2026, 12:53:57
Settings 2026016072354 = 2592 I5) sha256:caBf41a83b3... -
20260116070502 16 January 2026, 12:35:05 2592 I5) sha256:3bdase16bda... 16 January 2076, 12:55:46
ECR public gallery 12 (UTC+05.5) (UTC+05.5)
Amazon ECS 1A
Amazon EKS 12
Getting started |2
Documentation 12
v Service tasks | Elastic Container X Elastic Container Registry - Priv. X Systems Manager | ap-south-1 X | =+ = o X
< C [[] 25 ap-south-1.console.aws.amazon.com/ecs/v2/clusters/PROD_CLUSTER/services/nasa_app_definition-service-292a50m3/tasks?region=ap-sou... & ¥ 3} ® :

Shubham Mishra

e Amazon Elastic Container Service » Clusters > PROD_CLUSTER » Services » nasa_app_definition-service-292a5om3 » Tasks E O B & 6
= . Last updated N
Amazon Elastic < nasa_app_definition-service-292a50m3 i ey o Updateservice v
Container Service
Express Mode Service overview info
Clusters Status Tasks (1 Desired) Task definition: revision Deployment status
Namespaces @ Active () 1 pending | 1 running nasa_app_definition:5 © In progress
Task definitions

Account settings

Health and metrics Logs | Deployments  Events  Configuration and networking | Service autoscaling = Eventhistory | Tags

Amazon ECR (2 Last updated
Tasks (1/2) 16 January 2026, 12:51 (UTC+5:30) w

Repositories 2

p _Filterdesiredstatuss __Filterlaunchtype
| Q Filter tasks by property or value | [ Any desired status v | | Anylaunch type v | 1 o
AWS Batch 12 Task v | Laststatus v | Desiredstatus ¥ | Task definition v | Healthstatus v | Createdat v | Startedby v | st
o IO 43faa063ca7743c9a28aef. @ Running ® Running nasa_app_definition:4 @ Unknown 1 hour ago ecs-svc/08152289766... 1t
Documentation |2
Discover products 12 I5) 13e800ded3ed4es5actab... © Activating @ Running nasa_app_definition:5 @ Unknown 20 seconds ago ecs-svc/43207887050... -

Subscriptions 12




v [E service tasks | Elastic Container %X B Systems Manager | ap-south-1 X | + = fa) X

& Cc [[] 25 ap-south-1.console.aws.amazon.com/ecs/v2/clusters/PROD_CLUSTER/services/prod_task-definition-service-3054pvfl/tasks?region=ap-sout... & ¥ 3 ® :

e Amazon Elastic Container Service > Clusters > PROD_CLUSTER > Services > prod_task-definition-service-3054pvfl > Tasks HE O B & 6

Amazon Elastic ¢ prod_task-definition-service-3054pvfl i e (C) Update service || »

Container Service

Express Mode Service overview info

Clusters Status Tasks (1 Desired) Task definition: revision Deployment status
Namespaces @© Active E—— () 1 pending | 1 running prod_task-definition:27 @ In progress
Task definitions
Account settings : e s : . " "
Health and metrics Tasks Logs Deployments Events Configuration and networking Service auto scaling Event history Tags
Amazon ECR (2 Last updated
Tasks (1/2) 16 January 2026, 12:54 (UTC+5:30)
Repositories 2
Filter desired status Filter launch type
Q Filter tasks by property or value Any desired status v Any launch type v 1 i)
AWS Batch 12 Task v | Laststatus v | Desiredstatus v | Task definition v | Healthstatus v | Createdat v | Startedby v | st
[} 0 824d93c3eaqb4a27b8des5... @ Activating ® Running prod_task-definition:27 @ Unknown 26 seconds ago ecs-svc/12866276502... -
Documentation |2
Discover products 12 I 9f595ad01b2349d8b744.. @ Running @ Running prod_task-definition:26 @ Unknown 19 minutes ago ecs-svc/58075746050... 19
Subscriptions 12
< >
Tell us what you think
Cantainare far +acl 2244 hA27hRAak ~

g) We can se the new changes visible to end user using domain and traffic is also
getting routed
GLOBAL WAR COMMAND —RE X Shubham Mishra | Cloud & Dev X + (=)

C nasa.shubham-mishra.online Yo & Incognito

IRON SKYFALL PLANETARY
SHIELD GRID




GLOBAL WAR COMMAND — R x Shubham Mishra | Cloud & Dev X o

Cc 25 prod.shubham-mishra.online Pxd & Incognito

Shubham Mishra

Cloud « DevOps ¢ Platform Architect

12:55:43

<" LIVE DEPLOYMENT . VERSION: PURPLE-NEON-2026 - CI/CD ACTIVE

@ Enterprise CI/CD Platform

This environment demonstrates a bank-grade, zero-SSH, fully automated C1/CD platform built on AWS using Jenkins, Docker, ECR, ECS, SSM
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