MediConnect — Cloud-Native
Containerized Healthcare Application

Project Overview
MediConnect is a modular healthcare web application deployed using AWS, Docker, EC2,

S3, CloudFront, and Route 53. The application consists of three independent backend
modules:

e Patient Management System
e Doctor Management System

e Billing & Pharmacy System

The frontend is hosted as a static website on S3, and the backend services are
containerized and deployed on EC2 using Docker. Traffic is served securely using
CloudFront and Route 53.

Designed and deployed a cloud-native healthcare application with a decoupled frontend (S3 +
CloudFront) and containerized backend services (Docker on EC2).

Implemented a modular microservices-style architecture with independent services for patient
management, doctor management, and billing systems.

Secured static content delivery using CloudFront with Origin Access Control (OAC), keeping S3
buckets private and enforcing HTTPS.

Integrated Route 53 with CloudFront to deliver the application via a custom domain.



Deployed and managed multiple Docker containers on EC2, exposing services via dedicated
ports and integrating them with the frontend.

Built a production-style end-to-end request flow from CDN — frontend — backend services.

MediConnect: Cloud-Native Healthcare Application

_@ Custom Domain
shubham-mishra.online
—1
4 \1 -

Frontend /~ AWS Cloud ™\ Backend (Docker on EC2)

- | @j
Doctor Management
Amazon CloudFront —> Port 8081

CloudFront CDN

Static Website Hosting A

I ﬁ Patient Management
’ — Port 8080
’ > Billing & Pharmacy
Port 8082

EC2 Instance  — /hospital/doctor/*
Docker Host

Amazon CloudFront

f

— /hospital/patient/*
—» /hospital/billing/*




(Mumbsai) v

nfig  §9

AmazonS3 > Buckets > Create bucket

Create bucket i
Buckets are containers for data stored in 53.
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Object Ownership it

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists (ACLs). Object ownership determines who can specify access to objects.
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AWS recommends that you turm on block all public access, unless public access is required for specific and verified use cases such as static website hosting

| acknowledge that the current settings might result in this bucket and the objects within becoming public.

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your Amazon S3 bucket. With versioning, you can easily recover from
both unintended user actions and application failures. Learn more 12
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Step 2) Make sure to keep the bucket private
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Edit static website hosting .

Static website hosting

Use this bucket to host a website or redirect requests. Learn more |2

Static website hosting
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(@ For your customers to access content at the website endpoint, you must make all your content publicly readable. To do so, you can edit the 53 Block Public Access settings for the bucket. For more information, see Using Amazon 53 Block
Public Access |2
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Upload i

Add the files and folders you want to upload to 53. To upload a file larger than 160GB, use the AWS CLI, AWS SDKs or Amazon $3 REST API. Learn more |2

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (1 total, 3.5 KB) Remove

All files and folders in this table will be uploaded.

| Q Find by name | 1
[J] Name v | Folder v | Type v Size v
\:I hospital.html - text/html 3.5KB
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Step 4) We will upload code hospital.html
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Name

[ DOCKER_HOST| ] Add additional tags

v Application and OS Images (Amazon Machine Image) i

An AMI contains the operating system, application server, and applications for your instance. If you don't see a suitable AMI
below, use the search field or choose Browse more AMIs.

| Q. search our full catalog including 1000s of application and OS images

Recents Quick Start
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Additional charges apply when outside of free tier allowance

Firewall (security groups)  Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

[ o Create security group ] | Select existing security group ‘

Security group name - required

[ docker_sg ]
Il be added to all network interfaces. The name can't be edited after the security group is created. Max length is 255 characters
\Z, 0-9, spaces, and ._-/()#,@0+=&;{}$*

This security group
Valid characters: a
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Description - required

launch-wizard-1 created 2025-11-03T0%:41:43.899Z

Inbound Security Group Rules
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v Security group rule 1 (TCP, 22, 0.0.0.0/0)
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Software Image (AMI)
Amazon Linux 2023 AMI 2023.9.2...read more
ami-01760eea5c574ebB6

Virtual server type (instance type)
t2.micro

Firewall (security group)
New security group

Cancel Launch instance
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Software Image (AMI) i
Canonical, Ubuntu, 24.04, amdé6...read more
ami-02b8269d5e85954ef

Virtual server type (instance type)
t2.micro

Firewall (security group)

New security group

Cancel Launch instance
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Connect i

Connect to an instance using the browser-based client.

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID
[0 i-0f1d9c974271facaf (DOCKER_HOST)

1. Open an SSH client.
2. Locate your private key file. The key used to launch this instance is amazon.pem

3. Run this command, if necessary, to ensure your key is not publicly viewable.
'E chmod 400 "amazon.pem”

4. Connect to your instance using its Public DNS:
=

~—sTomes144-239.ap-south-1.compute.amazonaws.com
@ Command copied

'E ssh -i "amazon.pem” ubuntu@ec2-43-205-144-239.ap-south-1.compute.amazonaws.com
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#1/bin/bash
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sudo apt update -y

sudo apt install docker.io

»

Software Image (AMI)
Canonical, Ubuntu, 24.04, amdé6...read more
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Virtual server type (instance type)
t2.micro

Firewall (security group)
New security group

Cancel Launch instance
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Nov3 15:19 ¥ O @71%
ubuntu@ip-172-16-0-175: ~

shubham@shubham-Inspiron-14-3467: ~ ubuntu@ip-172-16-0-175: ~

Nov3 1519 v @71%

root@ip-172-16-0-175: ~

shubham@shubham-Inspiron-14-3467: ~ root@ip-172-16-0-175: ~




Nov3 15:19 ¥ O @71%
root@ip-172-16-0-175: ~

shubham@shubham-Inspiron-14-3467: ~ root@ip-172-16-0-175: ~

Step 6) We can verify docker is up and in running status

Nov3 15:21 v ) @ 70%
root@ip-172-16-0-175: ~ - a x

shubham@shubham-Inspiron-14-3467: ~ root@ip-172-16-0-175: ~ ~

Step 7) Now we will create three containers and port forward then on 8080 8081 and 8082
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root@ip-172-16-0-175: ~

shubham@shubham-Inspiron-14-3467: ~ root@ip-172-

Step 8) We have installed nginx as well and cp files into the folders
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Step 9) Now we can see the public ip and on port 8080 we can see patient management system
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Step 10) Now also on public ip and port 8081 we can see doctor management system
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Step 11) Now on public ip and port 8082 we can see the billing and pharmacy system
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appointments, access patient
reports, and consultation records

Register patients, view medical
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Step 13) Now we can see the s3 bucket website and on clicking each section it will open on
different docker ports as we created earlier.
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General Security Origins Behaviors Error pages Invalidations Tags Logging
Origins (2) Edit Delete Create origin
‘ Q, Filter origins by property or value ‘ 1 oo
Origin name ¥ | oOrigin domain v | Origin path v | Origin type v | origin Shield region v | Origin access v |
shubham12112211.53.ap-south-  portfolio-website-shubha... S3 static website - -
hospital-website-project-docker.  hospital-website-project-d... 53 static website - -
Origin groups (0) Edit petete ) ( create origin group )
| @ Filter origin groups by property or value 1 ko]

Origin group name v | origins v | Failover criteria v |

No origin groups

Terms  Cool

Step 14) Now we will add cloudfront distribution to the s3 and use OACL without making s3
bucket public.
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Edit behavior
Settings

Path pattern  Info
| @ /hospitals* X |

Origin and origin groups

| hospital-website-project-docker.s3-website.ap-south-1.amazonaws.com v |

Compress objects automatically | Info
No

O Yes
Viewer

Viewer protocol policy
HTTP and HTTPS.

© Redirect HTTP to HTTPS
HTTPS only

Allowed HTTP methods

() CloudShell  Feedback Privacy  Terms  Cookle preferences

Step 15) Now we will add behaviour as so if /hospital/* then reugest should goon the hospital s3
bucket
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Step 17) Now we can access hospital website on https://shubham-mishra.online/hospital
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Access and update complete medical history and health
records

Step 19) Similarly Now on clicking patient management we can see it opens in ec2 on docker

host

at port 8080
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Step 20) Now on clicking billing management we can see it opens in ec2 on docker host at port
8082
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