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Project Summary: Multi-Account Network 
Integration with AWS Transit Gateway & 
RAM 
In this lab, I designed and implemented a centralized multi-account 
network architecture across three AWS accounts using AWS Transit 
Gateway (TGW) and AWS Resource Access Manager (RAM).​
 A total of six VPCs (two in each account) were deployed with isolated 
networks, public/private subnets, route tables, and EC2 instances for 
connectivity validation. 

A single TGW was created in the management account, and then 
securely shared with the other two accounts using AWS RAM. Each 
account attached its VPCs to this shared TGW, forming a 
hub-and-spoke architecture for cross-account communication. 

Routing was configured at both TGW level (propagation) and VPC 
level (route tables), enabling seamless private network connectivity 
between all VPCs across accounts without any VPC peering or public 
internet exposure. 

Key Outcomes 
●​ Successfully built a multi-account, multi-VPC private network 

using AWS Transit Gateway.​
 

●​ Enabled secure cross-account connectivity using AWS 
Resource Access Manager (RAM).​
 



●​ Established a full-mesh private network across:​
 

○​ 3 AWS accounts​
 

○​ 6 VPCs​
 

○​ 6 EC2 instances​
 

●​ Verified end-to-end connectivity via private IP between all 
instances.​
 

●​ Demonstrated TGW features:​
 

○​ VPC attachments​
 

○​ Route table propagation​
 

○​ Cross-account sharing​
 

○​ Centralized hub-and-spoke routing​
 

●​ Eliminated the complexity of VPC peering (no need for 15+ 
peering links).​
 

●​ Gained hands-on experience designing scalable, 
enterprise-grade network architecture.​
 

●​ Validated routing behavior, security groups, and isolation 
before/after TGW integration.​
 

Services Used: 
VPC, Subnets, Route Tables, IGW, EC2, Security Groups, Transit 
Gateway, RAM, AWS Organizations, IAM. 
 



Step 1) We will create Two Vpcs in Mumbai region with cidr 
172.16.0.0/16 and 172.17.0.0/16 

 

 
 
 
Step 2) We will create 1 public and 1 private subnets in Vpc 1 with cidr 
block as 172.16.1.0/24 adn 172.16.2.0/24. 



 

 
 
 
 
 
Step 3) We can see public route tables for both vpc 1 and vpc 2. 



 
 
Step 4) We will create internet gateway and attach it to Vpc1. 
 
 

 
Step 5) We will add route for internet in vpc1 public route table 



 
 
Step 6) We will create route table for private subnet. 

 
 
Step 7) We can see all resources for vpc1 has been configured below. 



 
 
Step 8) Similarily we will create subnets for vpc2 now with cidr block 
as 172.17.1.0/16 and 172.17.2.0./16 

 



 
 
Step 9) We will create again Internet gateway and attach it to vpc2. 
 

 
Step 10) We will add this internet route in public route table and we 
will create private route table as well. 
 



 
Step 11) We can confirm again all resources for vpc2 has been setup 
correctly. 
 

 
 
 
Step 12) Similarily we will create two more vpcs in  account 2. 



 
 

 
 
Step 13) Similarily we will create another two vpc in Account  3. 
 



 

 
 
 
Step 14) We will create now Security group in Account A allowing ssh 
and icmp packers from anywhere to  check our connectivity later. 
Also we will create similar Sg in Account 2 and Account 3 as well. 
 
 



 
 
Step 15) Now we will launch and ec2 server in Account 1 and attach 
this security group created . 

 



 

 
 
Step 16) We launched similar ec2 in another vpc of Account 1. We can 
confirm below now both ec2 instances in both vpcs in Account 1 are 
running successfully. 
 



 
 
Step 17) Similarily we will lauch two instances in to two different vpc 
in Account 2  and we can see it’s successful. 
 
 

 
 
 
Step 18) Similarily we launched another two instances in to 2 different 
vpcs in Account 3 as well. 



 
 
Step 19) We will ssh into all 6 instances of different vpcs across three 
different account. 
 

 
 
 
 
Step 20) We will try to ping all ec2 instances across different vpcs 
across different account and it got failed as can be seen below. 



 
 
Step 21) Now we will create Transit gateway in Account 1. 



 
 
 
Step 22) Now we will create Transit gateway attachment for both vpc 
in Account A. 
 

 
 



 
Step 23) Now we can see as soon as TGW attachments are made it 
gets attached to TGW. 
 

 
 
 
Step 24) Also routes gets added automatically fo both vpc once 
attachment is successful. 
 



 
 
Step 25) Now still both servers in different vpcs in Account 1 cannot 
ping. 
 
 

 
 
 
Step 26) Now we will update route table and add routes in both vpc’s 
route table in Account 1. 



 
  
Step 27) After successfully updating route table we can see that both 
servers in different vpc across account 1 can ping on private ip. 



 

 
 
 
Step 28) Now we will share the TGW created in Acccount 1 with 
Acccount 2 and Account 3 using RAM service in Account 1. 



 
 
Step 29) Here in RAM we will select the TGW we need to share with 
Account 2 and Account 3. 

 
Step 30) Also make sure that first in setting of RAM it allows sharing 
of resources in organization. AWS organzatio was already created and 
Account 1 is management account and Account 2 and Account 3 have 
joined that AWS organzation. 



 
 
Step 31) Now herw we will select the AWS accounts with whomTGW is 
to be shared. 
 

 



 
Step 32) Now we can see the resource has been shared successfully 
with Account 2 and Account 3. 
 
 

 
 
STEP 33) We can see the shared TGW in account 2 and account 3 
below. 



 
 

 
 
Step 34) Now in account 2 we will create Tgw attachment for vpc1 and 
vpc2 and attach it to shared TGW. 
 



 
 
Step 35) Now we can see that Tgw attachments from Account 2 and 
Account 3 are visible in Account 1. 
 

 
 
 
 



 
 
 
Step 36) Similarly create Tgw attachment for vpc1 and vpc2 of 
account 3 to the shared TGW of account 1. 
 

 



 
 

 
 
 
Step 37) Now we can see that Tgw attachments from Account 2 and 
Acccount 3 are visible in Account 1. 



 
 
Step 38) Now we can see that all Tgw attachments to shared TGW 
route table below. 
 

 
 
Step 39) We can also see propagations as well. 



 
 
Step 40) After successful attachments to TGW routes are added 
automatically. 

 
 
Step 41) But now we will have to update each vpc route table across 
account 1, 2 and 3 to allow cidr block of other vpc across accounts. 



 

 



 

 



 
 

 
 
Step 42) Now we can see that all vpc across three accounts can all 
ping each other over private ip address which confirms all the vpcs 
can reach other over internal network using TGW. 
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