Multi-Account Network Integration Lab with AWS TGW & RAM

Project Summary: Multi-Account Network
Integration with AWS Transit Gateway &
RAM

In this lab, | designed and implemented a centralized multi-account
network architecture across three AWS accounts using AWS Transit
Gateway (TGW) and AWS Resource Access Manager (RAM).

A total of six VPCs (two in each account) were deployed with isolated
networks, public/private subnets, route tables, and EC2 instances for
connectivity validation.

A single TGW was created in the management account, and then
securely shared with the other two accounts using AWS RAM. Each
account attached its VPCs to this shared TGW, forming a
hub-and-spoke architecture for cross-account communication.

Routing was configured at both TGW level (propagation) and VPC
level (route tables), enabling seamless private network connectivity
between all VPCs across accounts without any VPC peering or public
internet exposure.

Key Outcomes

e Successfully built a multi-account, multi-VPC private network
using AWS Transit Gateway.

e Enabled secure cross-account connectivity using AWS
Resource Access Manager (RAM).



e Established a full-mesh private network across:
o 3 AWS accounts
o 6 VPCs
o 6 EC2 instances

e Verified end-to-end connectivity via private IP between all
instances.

e Demonstrated TGW features:
o VPC attachments
o Route table propagation
o Cross-account sharing
o Centralized hub-and-spoke routing

e Eliminated the complexity of VPC peering (no need for 15+
peering links).

e Gained hands-on experience designing scalable,
enterprise-grade network architecture.

e Validated routing behavior, security groups, and isolation
before/after TGW integration.

Services Used:
VPC, Subnets, Route Tables, IGW, EC2, Security Groups, Transit
Gateway, RAM, AWS Organizations, IAM.



Step 1) We will create Two Vpcs in Mumbai region with cidr
172.16.0.0/16 and 172.17.0.0/16

v CreateVpc | VPC [ap-south-1 X+ = o X
& c 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateVpc:.createMode=vpcOnly QU b} ®
Account ID: 6385-5998-3526 ¥
aws —— [Alt+S] Q ® o] Asia Pacific (Mumbai) ¥ Shubham
Bec2 G vec @ Routess [@) cloudrront  [&]s3 @ ers (@ cloudwatch @8 Simple Notification Service [ Simple Queue Service (&g Systems Manager (@) Amazon Simple Email Se... {83 Auroraand RDS  [{] AWS Config [§5] Key Management >
= VPC > YourVPCs > Create VPC O B B 6
Name tag - optional a
Creates a tag with  key of ‘Name' and a value that you specify.
[ DEMO_VPC_1

1Pv4 CIDR block  Info

© 1Pv4 CIDR manual input
IPAM-allocated IPv4 CIDR block

1Pv4 CIDR

(1721600714 )
CIDR block size must be between /16 and /28.

IPv6 CIDR block Info

© No IPv6 CIDR block
IPAM-allocated IPv6 CIDR block
‘Amazon-provided IPv6 CIDR block
1Pv6 CIDR owned by me

Tenancy Info

[ Default v |

VPC encryption control ($) - new | Info
Monitor mode provides visibility into encryption status without blocking traffic. Enforce mode prevents unencrypted traffic. Additional charges apply 12

© None Monitor mode Enforce mode
See which resources in your VPC are Requires all resources, except exclusions, in
unencrypted but allow the creation of your VPC to be encryption-capable and blocks
unencrypted resources. creation of unencrypted resources. -
v CreateVpc | VPC | ap-south-1 X =+ - o
& C ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateVpc:createMode=vpcOnly aQ o} ®

Account ID: 6385-5998-
[Alt+5] Q ®@ 43 Asia Pacific (Mumbai) ¥

Wz & vec @) routess (@) CloudFront @53 B ers @ Cloudwatch @) Simple Notification Service [ Simple Queue Service &) Systems Manager @] Amazon Simple Email Se... 3] Aurora and RDS  [{§] AWS Config 93] Key Manager

= VPC > YourVPCs 5 Create VPC o B &

VPC settings

Resources to create Info
Create only the VPC resource or the VPC and other networking resources,

[o VPConly }‘ ") VPCand more

Name tag - optional
Creates a tag with a key of 'Name" and a value that you specify.

[ bEMo_vec_2

IPv4 CIDR block  Info
© IPv4 CIDR manual input
IPAM-allocated IPv4 CIDR block
1Pv4 CIDR
(17217.0014 )

CIDR block size must be between /16 and /28,

IPv6 CIDR block Info

© No IPv6 CIDR block
IPAM-allocated IPv6 CIDR block
Amazon-provided IPv6 CIDR block
IPv6 CIDR owned by me

Tenancy Info

[ Default v

Step 2) We will create 1 public and 1 private subnets in Vpc 1 with cidr
block as 172.16.1.0/24 adn 172.16.2.0/24.



v VPC | ap-south-1 x  + = =]
< (¢} 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south- 1#CreateSubnet: Q b ) ®
Account ID: 6385-5998
aws [Alt+S] O o] Asia Pacific (Mumbai) ¥
@lecz @ vec @ routess  [@) CloudFront @53 [B ers @ cloudwatch [ Simple Notification Service & Simple Queue Service  [G§] Systems Manager @] Amazon Simple Email Se... /{83 Auroraand RDS  [{] AWS Config ] Key Managd
= VPC > Subnets > Createsubnet 6] G
Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.
Subnet 10f 1
Subnet name
Create a tag with a key of ‘Name' and a value that you specify.
| vPC_1_PUBLIC_SUBNET
The name can be up to 256 characters long.
Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you
| Asia Pacific (Mumbai) / aps1-az1 (ap-south-1a) v |
IPv4 VPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.
[ 172.16.00/16 v |
IPv4 subnet CIDR block
I 172.16.1.0/24
<5 A v
v Ta
v VPC | ap-south-1 x  + = o X
& c ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateSubnet: QU ) ®

Account ID: 6385-5998-3526 v

Q search t+5] L O 8 Asia Pacific (Mumbai) ¥ Shubham

@ route 53 [@) CloudFront [ 53 EFS @) CloudWatch @ Simple Notification Service @ Simple Queue Service G| Systems Manager @) Amazon Simple Email Se... {83 AuroraandRDS || AWS Config  [§5] Key Management >

VPC > Subnets > Create subnet O B B 3
Suwbnet seunys
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 10of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

| VPC_1_PRIVATE_SUBNET

The name can be up to 256 characters long.

Availability Zone info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

| Asia Pacific (Mumbai) / aps1-az3 (ap-south-1b) v |

IPv4 VPC CIDR block  Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

| 172.16.0.0/16 v

1Pv4 subnet CIDR block

172.16.2.0/24

< > A v

w Tags - optional
Key Value - optional
[ Q Name X | [ Q VPC_1_PRIVATE_SUBNET x| ( Remove)

Step 3) We can see public route tables for both vpc 1 and vpc 2.



< Cc 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTables: QU 3 ®

Account ID: 6385-5998-3526 ¥
Q @ @8 Asia Pacific (Mumbai) ¥ Shubhar

@2 G vec @ routes3 @) CloudFront [Bls3 B ers & CloudWatch @ Simple Notification Service & Simple Queue Service  [G§] Systems Manager (@) Amazon Simple Email Se... {6} Aurora and RDS || AWS Config 7] Key Management

eﬂ > Route tables SO R = c]
VPCdashboard ¢ Route tables 2) o ettt ©) (Cactions ) (e Roabie

| Q Find route tables by attribute or tag | 1 (]

AWS Global View 12

— (J | Name v | Routetable ID v | Explicitsubnetassoci... v | Edgeassociations v | Main v | VPC
| Fitter by vpC: v |

VPC_2_PUBLIC_RT rtb-0ad305570336f4a27 - - Yes vpc-008e17c937ba3be3d | DEMO_VPC_2

v Virtual private cloud VPC_1_PUBLIC_RT rtb-0b9cf6f0586644879 = - Yes vpc-0348db37eda8263da | DEMO_VPC_1

Your VPCs 4 >

Subnets
Route tables
Internet gateways

Egress-only Internet
gateways

DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways
Peering connections

Route servers

v Security
Network ACLs Select a route table ~

Step 4) We will create internet gateway and attach it to Vpc1.

& Cc 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreatelnternetGateway: SR «¢ )

aws
Rk}

+5]

fay @ & Asia Pacific (Mumbai) ¥

@ecz Glvec [ routess @) cloudrromt [Bls3 @) ers (&) cloudwatch @ simple Notification Service [ simple Queue Service  [Gg] Systems Manager (@) Amazon Simple Email Se... 83 Auroraand RDs ) AWS Config  [§:

= VPC > Internet gateways > Create internet gateway o)

Create internet gateway i«

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of 'Name" and a value that you specify

[ VPC_1_IGW J

Tags - optional

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.
Key Value - optional
[ Q Name X | [ Q vec_1_i6w X | ((Remove )

Add new tag

You can add 49 more tags

Cancel Create internet gateway

Step 5) We will add route for internet in vpc1 public route table



ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#EditRoutes:RouteTableld =rtb-0b9cf6f0586644879 ORS¢ b} ®

Account ID: 6385-5998-3526 v

aws Q Search [Alt+S] Q @ @8 Asia Pacific (Mumbai) ¥ Shubham

Blec2 @) vec [@ routess @) cloudrront [@ls3 B ers & cloudwatch [l simple Notification Service [ Simple Queue Service (&g Systems Manager (@)l Amazon Simple Email Se... 63| Auroraand RDs  [F] AWs Config 3] Key Management >

= VPC > Routetables > rtb-0bOcf6f0586644879 > Edit routes [Sa=c]

Edit routes

Destination Target Status Prupagated Route Origin

172.16.0.0/16 (ocal v | ©@Active No CreateRouteTable
(Q tocal X )

('@ 0000/0 X | [ Internet Gateway v - No CreateRoute
(Qigw-0aats10f32ddeb670 x)

Cancel Save changes

CloudsShell  Feedback [ Console Mobile App Privacy Cookie preferences

Step 6) We will create route table for private subnet.

& Cc 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateRouteTable: Q3¢ b3 ] @ 8

Account ID: 6385-5998-3526 v

aws h [Alt+S] Q @ @  AasiaPacific (Mumbai) ¥ Shubham

Blec2 G vec [@ routess (@ cloudrront [§]s3 @ ers (@ cloudwatch [ simple Notification Service & Simple Queue Service ] Systems Manager (@] Amazon Simple Email Se... {83 Auroraand RDs  [f§l AW Config 8] Key Management >

VPC > Routetables » Create route table [0 = =i C]

Create route table i

Aroute table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN connection.

Route table settings

Name - optional
Create a tag with a key of 'Name' and a value that you specify.

[ VPC_1_PRIVATE_RT

VPC

The VPC to use for this route table,

[ vpc-0348db37edag263da (DEMO_VPC_1) v ]

Tags

Atagis a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.
Key Value - optional
[ Q. Name X | [ Q VPC_1_PRIVATE_RT X | ( Remove )

Add new tag

You can add 49 more tags.

Cancel Create route table

Step 7) We can see all resources for vpc1 has been configured below.



& c %

Click to go back, hold to see history

AlLs]

e @ rowess @ Cowron s B ers @ Gowwaun G SmpleNotfcaton Service

VPC-0348db3Teda8263da

vPC
dashboard
Details o

Ve
10 vpe-0348db37ed28263d3

AWS Global View 2

DNS resolution
Enabled

¥ Virtual private cloud
Your VPCs

Main network ACL

acl-074060b97376042b0

Subnets
Route tables
Intemet gateways 1PV6 CIDR (Network border group)
Egress-only Interet -

Encryption control ID

DHCP option sets

Resourcemap | CIDRs | Flowlogs | Tags

Peering connections Resource map o
Reute servers

VPC

Your AWS virtual network

v Security
Network ACLs
Security groups

DEMO_VRC_1

v Privatelink and
Lattice
Getting started
Endpoints

Endpoint services

Resource configurations.

source gatews

Target groups

1] simple Quene Service B Systems Mansger

] Amazon simpl Emal 5o

A vpc-0348db37eda8263da / DEMO_VPC_1

State
@ Avalable

Tenancy
dofault

Default VPC
No

Network Address Usage metrics
Disabled

Encryption control mode

Integrations

Subnets (2)
Subnets within this VPC

ap-south-Ta
Q VPC_1_PUBLIC_SUBNET
ap-south-Tb

[ VPC_1_PRIVATE_SUBNET

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#VpcDetails:Vpcld=vpc-0348db37eda8263da

8 aurora anc w05 ] AwS Confi 98] ey Management Service (5] Certhcate Manager

Block Public Access.

Qoff

DHCP option set
opt-0082196773¢5A7437

1Pva CIDR
1721600716

Route 53 Resolver DNS Firewall rule groups

Route tables (2)

Route network traffic o resources.

VRC_1_PRIVATE_RT

VPC_1_PUBLIC_RT

Step 8) Similarily we will create subnets for vpc2
as 172.17.1.0/16 and 172.17.2.0./16

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateSubnet:

1t+S]

W2 G vec B routess @) coudrront [ s3 @ cloudwatch @ simple Notification Service @ Simple Queue Service

= VPC > Subnets > Create subnet

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

| VPC_2_PUBLIC_SUBNET

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

| Asia Pacific (Mumbai) / aps1-az1 (ap-south-1a) v |

IPv4 VPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

| 17217.00/16 v |

IPv4 subnet CIDR block

172.17.1.0/24

< > ~ v

v Tags - optional

Key Value - optional

4 @ @

&3 systems Manager

B & 0 ®

sl Pacfc (Mumbal) v

55 iting and Cost Manage. 8] Resource Groups 8 TogE B Tused Advor [l EasiCache [ AW Heatn 0

DNS hostnames
Disabled

Main route tabl
FIb-0bCIE08E644879 / Vi

1Pv6 oot

I 638559983526

@ Showall details

Network Connections (1)

Connections to other networks

V1 IGW

now with cidr block

Qa®x 9 O :

Account ID: 6385-5998-3526 v
Asia Pacific (Mumbai) v

83 AuroraandRDS | AWS

]

@ Amazon Simple Email Se...

® &

%]

[ O Name X | | Q vPC_2_PUBLIC_SUBNET

X | ( Remuve)
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Account ID: 6385-5998-3526 v
ay (@) 1] Asia Pacific (Mumbai) v e —

& route 53 @] CloudFront  [Fls3 B ers @ Cloudwatch @8 simple Notification Service @ Simple Queue Service &gl Systems Manager /@) Amazon Simple Email Se...  §83 AuroraandRDS B8] AWS >

VPC > Subnets > Create subnet ® B B ®
Suwunc sTLunys ~
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of ‘Name' and a value that you specify.

| VPC_2_PRIVATE_SUBNET

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

| Asia Pacific (Mumbai) / aps1-az3 (ap-south-1b) v |

IPv4 VPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

[ 172.17.00/16 v

I1Pv4 subnet CIDR block

172.17.2.0/24

< > ~ v

Step 9) We will create again Internet gateway and attach it to vpc2.

~L o= +k-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreatelnternetGateway: QU W ) ®
Click to go back, hold to see history

Account ID: 6385-5998-3526 v
Shubham

aws e Alt Ay (0] ] Asia Pacific (Mumbai) v

Q'Ecz @|vec @ Route53 @ CloudFront | s3 B EFS @) Cloudwatch @] Simple Notification Service @ Simple Queue Service &g Systems Manager @) Amazon Simple Email Se... 8 Auroraand RDS |B§| AwS >

= VPC > Internet gateways > Create internet gateway ® B B O

Create internet gateway o

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of 'Name' and a value that you specify.

[ VPC_2_IGW )

Tags - optional

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.
Key Value - optional
[ Q Name X | [ a vec_2_iew X | ( Remove )

You can add 49 more tags.

Cancel Create internet gateway

Step 10) We will add this internet route in public route table and we
will create private route table as well.



1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#EditRoutes:RouteTableld=rtb-0ad305570336f4a27
Click to go back, hold to see history

4 0 @

Q

Asia Pacific (Mumbai) v

) O | @

Account ID: 6385-5998-3526 v

Shubham
@ Ec2 G|vec 8| Route5s @) CloudFront & s3 8 EFS @@ Cloudwatch @] Simple Notification Service @ Simple Queue Service &g Systems Manager @) Amazon Simple Email Se... {83 AuroraandRDS [ Aws >
= VPC > Routetables > rtb-0ad305570336f4a27 > Edit routes B B ®

Edit routes

Destination Target Status Propagated Route Origin

172.17.0.0/16 [ local v | @ Active No CreateRouteTable
[ Q local X |

| @ 0.0.00/0 X | [lnternet Gateway v ] - No CreateRoute
[ igw- X )

Cancel Save changes

Step 11) We can confirm again all resources for vpc2 has been setup

correctly.

c %

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#VpcDetails:Vpcld=vpc-008e17¢937ba3be3d

VPC <
dashboard

Intemet gateways

Egress-only Internet
gateway:
DHCP option sets

Pecring connections.

Route ser

v Security
Network ACLs

Seurity groups

v PrivateLink and
Latti

Geting started
Endpoints
Endpoint services:

Service networks.

La

Resource confiqurations

CloudWatch [ Sinple Notficaton Service

vpc-008e17¢937ba3be3d / DEMO_VPC_2

Details e

vPCID
153 vpc-008e17ca37basbe3d

DNS resolution
Enabled

Main network ACL
2cl-0998253068fa551

1PVG CIDR (Network border group)

Encryption control 1D

Resource map | CIDRs | Flowlogs | Tags

Resource map s

vPC

Your AWS virtual network

DEMO_VPC 2

State
@ Available

Tenancy
default

Default VPC
No

Network Address Usage metrics
Disabled

Encryption control mode

Integrations

Subnets (2)

Subets within this VPC
ap-south-1a
© VPC_2 PUBLIC_ SUBNET
ap-south-Tb
[ VPC_2_PRIVATE_SUBNET

Block Public Access.
Qoff

DHCP option set
dopt-0082196773c547d37

1Pv4 CIDR
1721700716

Route 53 Resolver DNS Firewall ule groups

Route tables (2)

Route network traffic to resources

VPC_2_PRIVATE_SUBNET

VPC_2 PUBLIC RT

Step 12) Similarily we will create two more vpcs

T8 WS Conflg 8] Key Management Service (8] Corticate Manager ] Bling and

in

B 8 0o @

sl acific umbat

atge. I Tust

DNS hostnames
Disabled

Main route table
0557033614227

n-0; /VPC_2_PUBLIC RT

1Pv6 pool

1) 638559983526

O showalldetais

Network Connections (1)

Connections to other networks

VeC 2 16w

account 2.

Addsor ] EsstiCache [ AWS Heslh Dashbosrd




ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#VpcDetails:Vpcld=vpc-00af422bf693dfeco

e VPC > YourVPCs > vpc-00af422bf693dfeco

vpc-00af422bf693dfec9 / VPC_1

VPC dashboard

AWS Global View 12

| Filter by vPC:

v Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only Internet
gateways

DHCP option sets
Elastic IPs
Managed prefix lists
NAT gateways
Peering connections
Route servers

v Security
Network ACLs
Security groups

v PrivateLink and
Lattice
Getting started
Endpoints

Endpoint services

<

v

Details info

VPCID
I vpc-00af422bf693dfecs

DNS resolution
Enabled

Main network ACL
acl-0b34cc01d1645¢2a7

1PV6 CIDR (Network border group)

Encryption control ID

Resourcemap | CIDRs | Flowlogs | Tags

Resource map info

VPC

Your AWS virtual network

VPC_1

192.168.00/16
No IPv6

State
@ Available

Tenancy
default

Default VPC
No

Network Address Usage metrics
Disabled

Encryption control mode

Integrations

Subnets (2)
Subnets within this VPC

ap-south-1a

© VPC_1_PUBLIC_SUBNET

B VPC_1_PRIVATE-SUBNET

Block Public Access
off

DHCP option set

dopt-058b70b7b9994c329

1Pv4 CIDR
192.168.0.0/16

Route 53 Resolver DNS Firewall rule groups

Route tables (2)

Route network traffic to resources

VPC_1_PRIVATE_RT

VRC_1_PUBLIC_RT

5 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#VpcDetails:Vpcld=vpc-0043898c528641f9

DNS hostnames
Disabled

Main route table
rtb-0c6301770965af7f / VPC_1_PUBLIC_RT

1PV6 pool

Owner ID
IT) 390503781838

@ Show all details

Network Connections (1)

Connections to other networks

IGW-VPC_1

e VPC > YourVPCs > vpc-004f3898c528641f9

VPC dashboard

AWS Global View 12

| Fitter by vpC:

v Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only Internet
gateways

DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways
Peering connections

Route servers

v Security
Network ACLs
Security groups

v PrivateLink and
Lattice
Getting started
Endpoints
Endpoint services

Service networks

<

v

“ vpc-004f3898c528641f9 / VPC_2

Det:

S Info

VPCID
5] vpc-004f3898c528641f9

DNS resolution
Enabled

Main network ACL
acl-005fedga7e100d054
1PV CIDR (Network border group)

Encryption control ID

Resourcemap | CIDRs | Flowlogs | Tags

Resource map info

VPC

Your AWS virtual network

wPC_2

State
@ Available

Tenancy
default

Default VPC
No

Network Address Usage metrics
Disabled

Encryption control mode

Integrations

Subnets (2)

Subnets within tt

ap-south-1a
© VPC_2_PUBLIC_SUBNET
ap-south-1b

[B VPC_2_PRIVATE_SUBNET

Block Public Access
O off

DHCP option set
dopt-058b70b7b9994c329

1Pv4 CIDR
192.169.0.0/16

Route 53 Resolver DNS Firewall rule groups

Route tables (2)

Route network traffic to resources

VPC_2_PRIVATE_RT

VPC_2_PUBLIC_RT

DNS hostnames
Disabled

Main route table
rtb-01f5fb527d5515676 / VPC_2_PUBLIC_RT

1PV6 pool

Owner ID
IT) 390503781838

@ Show all details

Network Connections (1)

Connections to other networks

IGW_VPC_2

Step 13) Similarily we will create another two vpc in Account 3.



[F] service Quotas

B & 0 @

Q% O/ @

Account ID; 1531-9156-1265 ¥
Asia Pacific (Mumbai) v

e VPC > YourVPCs > vpc-Oba6f64147b03782a

vpc-0ba6f64147b03782a / VPC_1

VPCdashboard <

AWS Global View 12

| Fitter by vee: v |

v Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only Internet
gateways

DHCP option sets
Elastic IPs
Managed prefix lists
NAT gateways
Peering connections
Route servers

v Security
Network ACLs
Security groups

¥ PrivateLink and
Lattice
Getting started
Endpoints

Endnoint servic

Details inro

VPCID
IE] vpc-0ba6f64147b03782a

DNS resolution
Enabled

Main network ACL
acl-01a8b4d9ac955e49c

1PV CIDR (Network border group)

Encryption control ID

Resourcemap | CIDRs
Resource map info

VPC

Your AWS virtual network

wPC_1

Flowlogs | Tags

State
@ Available

Tenancy
default

Default VPC
No

Network Address Usage metrics
Disabled

Encryption control mode

Integrations

Subnets (2)
Subnets within this VPC

ap-south-1a
© PUBLIC_SUBNET_VPC_1
ap-south-1b

[ PRIVATE_SUBNET_VPC_1

Block Public Access

O off

DHCP option set
dopt-Oed51c5ecd690bc73

1Pv4 CIDR
10.0.0.0/16

Route 53 Resolver DNS Firewall rule groups

Route tables (2)

Route network traffic to resources

VPC_1_PUBLIC_RT

VPC_1_PRIVATE_RT

DNS hostnames
Disabled

Main route table
rtb-0d72b6a61da0f2fb1 / VPC_1_PUBLIC_RT

1PV6 pool

Owner ID
I 153191561265

@ Show all details

Network Connections (1)

Connections to other networks

IGW_VPC_1

[F] service Quotas

Q¥ O O

Account ID: 1531-9156-1265 ¥
Asia Pacific (Mumbai) v

e VPC > YourVPCs > vpc-075603526ae60bazd

vpc-075603526ae60ba2d / VPC_2

a
VPCdashboard <
AWS Global View 12

| Filter by vPC: v |

v Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only Internet
gateways

DHCP option sets
Elastic IPs
Managed prefix lists
NAT gateways
Peering connections
Route servers

¥ Security
Network ACLs
Security groups

v PrivateLink and
Lattice
Getting started

Endpoints

[

Details inro

VPCID
IE] vpc-075603526ae60ba2d

DNS resolution
Enabled

Main network ACL
acl-0e5a4ac9247b6ff36
1PV CIDR (Network border group)

Encryption control ID

Resourcemap | CIDRs
Resource map info

VPC
Your AWS virtual network

wPC_2

Flowlogs | Tags

State
@ Available

Tenancy
default

Default VPC
No

Network Address Usage metrics
Disabled

Encryption control mode

Integrations

Subnets (2)
Subnets within this VPC

ap-south-1a

© PUBLIC_SUBNET_VPC_2

ap-south-1b

(B PRIVATE-SUBNET_VPC_2

Block Public Access
O off

DHCP option set
dopt-Oed5 1c5ecd690bc73

1Pv4 CIDR
10.1.0.0/16

Route 53 Resolver DNS Firewall rule groups

Route tables (2)

Route network traffic to resources

VPC_2_PRIVATE_RT

VPC_2_PUBLIC_RT

DNS hostnames
Disabled

Main route table
rtb-0d05678586a128051 / VPC_2_PUBLIC_RT

1PV6 pool

Owner ID
01 153191561265

@ Show all details

Network Connections (1)

Connections to other networks

IGW_VPC_2

Step 14) We will create now Security group in Account A allowing ssh
and icmp packers from anywhere to check our connectivity later.
Also we will create similar Sg in Account 2 and Account 3 as well.



aws

B

Bvec [ Rovtes: @) Codiront [8 S

> Securty Groups > Create security group

Hes

Basic details

Security group name info

B cloudwatch G Simple Noifiaton Servie:

18] Simple Quese Service:

B Systems Manager

[ VPc_1.56_ssH_AND I1aP

Description infe

[ allows ssh and iemp packets

VRCinfo

([ vpc-03480b3 7002826303 (DEMO_VPC_1)

Inbound rules
Type o
(s

[ Auicwe - ipva

(Auicwe- e

Protocol nfo

Portrange info

) Amazon Simple Emal Se._

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateSecurityGroup:

Source o Descrption- optional 1o
(Canywhe. v
(ayane.. v )

IR

8 Aurorand DS ) AWS Conflg 5 Key Management Service ] Crtifcte Manager (8] Blling and Cost Manage.

B 8 0o @

) sted Adkor 1 Estcache

AslaPacfic pumba) v

8 Resource Groups &g

o]

£ Rules with source of 0.0.00/0 or /0 allow al 1P

instance.

Outbound rules e
Type o

(Awatmc

Protocol nfo

Portrange info

Destination infc Description - optional nfo.

v (a ) (

(Ccustom

)

) Rules with destination of 0.0.0.0/0 or 40 allow your nstances to send traffic to any 1Pvé or IPY6 address.

Tags - optional
A

129 s 2 abel that you assign to an AWS resource. Each tag consists of  key and an optional value. You can use tags to search and filte your resources or track your AW

Step 15) Now we will launch and ec2 server in Account 1 and attach
this security group created .

@) dloudFront

sz Eers

EC2 > Instances > Launch aninstance

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by following the simple steps below.

Name and tags o

Name

@ CloudWatch

[AlLt+S]

@ simple Notification Service

| vPc_1_PuBLIC_SERVER

v Application and OS Images (Amazon Machine Image) o

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#Launchlnstances:

Simple Queue Service G| Systems Manager

Add additional tags

An AMI contains the operating system, application server, and applications for your instance. If you don't see a suitable AMI below, use the search field or choose
Browse more AMis.

| Q@ search our full catalog including 1000s of application and OS images

Recents Quick Start
Amazon mac0s Ubuntu Windows Red Hat || SUSELinux || Debian
Linux
aws 13 ubuntu® || ¥ Microsoft || & RedHat . @
Mac SUSE debian

Browse more AMIs

Including AMIs from
AWS, Marketplace and
the Community

@) Amazon Simple Email Se...

%0} Auroraand RDS [ AWS Config 93] Key Management Service

v Summary

Number of instances | Info

[

Software Image (AMI)
Canonical, Ubuntu, 24.04, amds...read more
ami-02b8269d5eB595def

Virtual server type (instance type)
t2.micro

Firewall (security group)
VPC_1_SG_SSH_AND_ICMP

Storage (volumes)
1 volume(s) - 8 GiB

® Free tier: In your first year of opening an AWS account, X
you get 750 hours per month of t2.micro instance

usage (or t3.micro where t2.micro isn't available) when

t1car with fraa tiar AMIc TEN hanre nar manth of

Launch instance

Cancel

B2 Preview code

‘Shubha]

=

Ty ——

]




Ubuntu Server 24.04 LTS (HVM), SSD Volume Type Free tier eligible
ami-02b8269d5e85954ef (64-bit (xB6)) / ami-0273084f79a86ci22¢ (64-bit (Arm)) v v Summary
Virtualization: hvm  ENA enabled: true  Root device type: ebs

Number of instances | Info

Description
Ubuntu Server 24.04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Support available from Canonical (http://www.ubuntu.com/cloud/services).

Canonical, Ubuntu, 24.04, amd64 noble image a
Firewall (security group)
Architecture AMI ID Publish Date Username | © VPC_1_SG_SSH_AND_ICMP
[ 6a-bit (x86) v | ami-02b8260d5e85054ef  2025-10-22 ubuntu
e Storage (volumes)
1 volume(s) - 8 GiB
@ Free tier: In your first year of openingan AWS account, X
¥ Instance type info | Get advice you get 750 hours per month of t2.micro instance

usage (or t3.micro where t2.micro isn't available) when

Instance type used with free tier AMIs, 750 hours per month of

(" t2.micro Free tier eligible ) O All generations public IPv4 address usage, 30 GiB of EBS storage, 2
Family:t2 1vCPU 1GiB Memory Current generation: true  On-Demand Windows base pricing: 0.017 USD per Hour v million 1/0s, 1 GB of snapshots, and 100 GB of
On-Demand RHEL base pricing: 0.0268 USD per Hour  On-Demand Linux base pricing: 0.0124 USD per Hour Compare instance types bandwidth to the internet. Data transfer charges are
On-Demand Ubunitu Pro base pricing: 0.0142 USD per Hour  On-Demand SUSE base pricing: 0.0124 USD per Hour not included as part of the free tier allowance.
Additional costs apply for AMIs with pre-installed software v
Cancel Launch instance

v Key pair (login) info

B Preview code

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#Launchinstances: QA W o y ®

[Alt+s] B &8 0 @ : i Shubham

@ coudFront [ s3 B ers & Cloudwatch @ simple Notification Service Simple Queue Service /&5 Systems Manager @) Amazon Simple Email Se... %03 AuroraandRDS [} AWS Config  /§5] Key Management Service  [E] certil )

= EC2 > Instances > Launchan instance (O =y C]

[ aws1 v | C Create new key pair

v Summary

Number of instances | Info

v Network settings info

VPC - required | Info

vpc-0348db37edag263da (DEMO_VPC_1) v ‘ c Firewall (security group)
| 17216.00/16 VPC_1_SG_SSH_AND_ICMP

Subnet | Info

, . Storage (volumes)
subnet-03243dad05d4ef2db VPC_1_PUBLIC_SUBNET 1 volume(s) - 8 GiB
VPC: vpc-0348db37edaB263da  Owner: 638559983526  Availability Zone: ap-south-1a (aps1-az1) v C  Create new subnet |2
| ‘
v

Zone type: Availability Zone  IP addresses available: 251 CIDR: 172.16.1.0/24)

In your first year of opening an AWS account,
you get 750 hours per month of t2.micro instance

L usage (or t3.micro where t2.micro isn't available) when
Additional charges apply when outside of free tier allowance used with free tier AMIs, 750 hours per month of

Auto-assign public IP | Info @ Free tier:

[ Enable v

public IPv4 address usage, 30 GiB of EBS storage, 2
million 1/0s, 1 GB of snapshots, and 100 GB of

bandwidth to the internet. Data transfer charges are
] not included as part of the free tier allowance.

Firewall (security groups) | Info
A security group s a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

‘ Create security group ‘ [ © Select existing security group

Common security groups | Info

| select security groups v | Cancel Launch instance

7 Preview code

VPC_1_SG_SSH_AND_ICMP sg-021f94e488e89977d X
VPC: vpc-0348db37edag263da

] C Compare security group rules

Step 16) We launched similar ec2 in another vpc of Account 1. We can
confirm below now both ec2 instances in both vpcs in Account 1 are
running successfully.



ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#Instances:v=3;

$case=tags:true%5C, client:false;$regex=tags:false%5C,cl... & ¢ 3} y ©® ¢

&

Q ssM X . D w

& Route53 @) CloudFront {§(S3 8| EFS @ CloudWatch @& Simple Notification Service 4| Simple Queue Service 'G3| Systems Manager @ Amazon Simple Email Se... {03 AuroraandRDS. | AWS Config 92| Key Management Service [ Certif

e EC2 5 Instances @ B R 6
A Ele : ‘
EC2 < Instances (2) info T, jconnect Instance state v Launch instances v

(' Q Find Instance by attribute or tag (case-sensitive) [ Alstates v | 1 )
Dashboard \ )\ y

AWS Global View 2 (| Name p v | Instance ID | Instancestate v | Instancetype v | Statuscheck | Alarmstatus | Availability Zone v | PublicIPv4DNS
Events (] VPC_1_PUBLIC_SERVER i-05b1ff44591571a7 @Ruming @ @ t2micro @2/2 checkspassec  Viewalarms +  ap-south-1a -

Instances [J)  VPC_2_PUBLIC_SERVER i-06¢575de3bcd2311 @Ruming @ @ t2micro @2/2 checks passec  Viewalarms +  ap-south-1a -
4 [ 4

4

Instances
Instance Types
Launch Templates
Spot Requests

Savings Plans

Reserved Instances Select an instance 8 v
Dedicated Hosts

Capacity Reservations

Capacity Manager New

v Images

AMIs

AMI Catalog

Step 17) Similarily we will lauch two instances in to two different vpc
in Account 2 and we can see it’s successful.

& c 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#Instances: QU o} y, ©® ¢

aws Account ID: 3905-0378-1838 v
> A0 Shubham Mishra

e EC2 > Instances E &2 3

<] mstanes(s) e 2 @ (e s s«

1 [

Dashboard | @ Find instance by attribute or tag (case-sensitive) | [ Alstates v

AWS Global View 12

Name & v | Instance ID | Instancestate v | Instancetype ¥ | Statuscheck | Alarmstatus | Availability Zone v | PublicIPv4 DNS v | PubliciPy

Events -

(] VPC_1_SERVER i-05052ddf85aabad8s @Running @ @ t2.micro @ 2/2 checks passec  View alarms +  ap-south-1a = 43.205.21

¥ Instal .
nstances VPC_2_PUBLI... i-09bae1b2f94a99ebd @Running @ @ t2.micro @ 2/2 checks passec  View alarms +  ap-south-1a - 13.233.9;

»

Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts

Capacity Reservations

Capacity Manager New

v Images
AMIs

AMI Catalog

<

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager Select an instance ~

Step 18) Similarily we launched another two instances in to 2 different
vpcs in Account 3 as well.



< (6] 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#Instances:v=3;$case=tags:true%5C client:false;$regex=tags:false%5C,cl.. & ¢ 3} KO

Account ID: 1531-9156-1265 ¥

B & @ @  AsaPacific(Mumba) v

[EE

e EC2 > Instances @ e
a

ez ¢ & instances (2) e © Ceomea e

1 L]

a

Dashboard | Q@ Find Instance by attribute or tag (case-sensitive) | | Alstates v

AWS Global View 12

Name 2 v | Instance ID | Instancestate v | Instancetype ¥ | Statuscheck Alarmstatus | Availability Zone v | Public IPv4 DNS v | PubliciPv4... v | ElasticIP
Events

VPC_1_PUBLI.. i-0eb7c2643cebefbbs @Running @ @ t2micro @ 2/2 checks passec  View alarms +  ap-south-1a - 13.232.98.115 -
¥ Instances

VPC_2_PUBLI.. i-09dbe2a97bbcb08e2 @Running @ @ t2.micro @ 2/2 checks passec  View alarms +  ap-south-1a - 3.111.169.199 -
Instances ~

a

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts —

Capacity Reservations Select an instance @

Capacity Manager New

¥ Images
AMIs
AMI Catalog
¥ Elastic Block Store

Volumes

Snapshots

Lifecycle Manager

Step 19) We will ssh into all 6 instances of different vpcs across three
different account.

11:49

root@ac3v2s2: ~

Step 20) We will try to ping all ec2 instances across different vpcs
across different account and it got failed as can be seen below.



root@vpclst: ~ roob@ac2visi: ~

Step 21) Now we will create Transit gateway in Account 1.



v

aws
~

Bl cc2

VPC | ap-south-1

0=
-

c

Q ec2

&p|vec B Route 53

x [ Instances | EC2 | ap-south-1

@ CloudFront | s3 & EFS & Cloudwatch

e VPC > Transit gateways > tgw-0ae31632c154c8fc6

v

4

Verified access trust
providers

Verified access groups

Verified access endpoints

Transit gateways
Transit gateways

Transit gateway
attachments

Transit gateway policy
tables

Transit gateway route
tables

Transit gateway multicast

Metering policies New

Traffic mirroring
Mirror sessions
Mirror targets

Mirror filters

x | +

X

@& simple Notification Service

@) simple Queue Service

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#TransitGatewayDetails:transitGatewayld=tgw-0ae31632c154c8...

B & 0 @

&3 systems Manager

tgw-0ae31632c154c8fc6 / TGW-ACCOUNT_1_MAIN_ACCOUNT s

Details

Transit gateway ID
[0 tgw-0ae31632c154c8fc6

Transit gateway ARN

[0 arn:aws:ec2:ap-south-1:63855998
3526:transit-gateway/tgw-0ae31632c
154c8fc6

Owner ID
IT] 638559983526

Description

this tgw will be shared to other aws
accounts using ram

Multicast support
Disable

State
@ Available

Default association route table

Enable

Default propagation route table
Enable

Transit gateway CIDR blocks

Encryption support
® Disabled

Amazon ASN
I5 4200000000

Association route table ID

tgw-rth-063bed3fbc7105826

Propagation route table ID
tgw-rtb-063bed3fbc7105826

Security Group Referencing support

Disable

Encryption state message

Asia Pacific (Mumbai) v

@ Amazon Simple Email Se...

o

a®x 9/ 4 06

Account 1D: 6385-5998-3526 v

83 Aurora and RDS

DNS support
Enable

Auto accept shared attachments
Disable

VPN ECMP support
Enable

Metering policy ID

Step 22) Now we will create Transit gateway attachment for both vpc
in Account A.

el

-0

Q ec2

e &) vec

@ rowess @) coudrront [8]'s3

X

Bers @ covawarch G Simple Notifcation Service

VPC > Transit gateway attachments > Create transit gateway attachment

Create transit gateway attachment .

A transit gateway (TGW) is a network transit hub that interconnects attachments (VPCs and VPNs) within the same AWS account or across AWS accounts.

Details

Name tag - optional

Creates a tag with the

ey set to Name and the value set to ecified string.

@ simple Queue Service G Systems Manager

AP-S0ULT- 1.LONSUIE.dWS.dITIALOTLLOINTI/ VPLLOTISUIE/ TTOITIE SIEYIVN= dP-SOUUI- 1 #UTEdLE HTANSILIdLEWdYA LLALHTIETNL,

B 2

@ Amazon Simple Email Se... 58] Aurora and RDS [T AWS Config

| TGW-ATTACHMENT-VPC1

Transit gateway ID

Info

| tgw-0ae31632¢154c8fc6

Attachment type

Info

| vec

VPC attachment

Select and configure your VPC attachment.

DNS support info

Security Group Referencing support Info

(] IPv6 support info

(") Appliance Mode

VPCID

support Info

Select the VPC to attach to the transit gateway.

| vpc-0348db37edaB263da

Subnet IDs | Info

ap-south-1a

lect the subnets in which to

| submet-03243dad05ddef2db v |

2 s

Asia Pacific (Mumbai) ¥

) Key Management Service 8] Certificate Manager

Shubhat

B8 Aws

& silingand




v VPC | ap-south-1 x Instances | EC2 | ap-south-1 x

Q ec2 X

B2 G vee @ routess @ coudront Blss B ers & coudwatch G simple Notification Service @ Simple Queue Service

s ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateTransitGatewayAttachment:

Qa X O & 0O

B & @ @  asiaPacic(Mumba) v

@) Amazon Simple Email Se... 8§ Aurora and RS [T AWS Canfig

] Key Management Service [ Certificate Manager

VPC > Transit gateway attachments > Create transit gateway attachment [= ]
Name tag - optional a
Creates a tag with the key set to Name and the value set to the spec
| TGW-ATTACHMENT_VPC_2
Transit gateway ID | Info
| tgw-0ae31632c154c8fc6 v |
Attachment type | Info
| vec v
VPC attachment
Select and configure your VPC attachment.
DNS support Info
Security Group Referencing support Info
("] IPv6 support Info
() Appliance Mode support Info
VPCID
Select the VPC to attach to the transit gateway.
| vpc-008e17c937ba3be3d v |
Subnet IDs | Info
ct the subnets in which to c t gateway VPC attachment
ap-south-1a [ subnet-0779587f835cc11c v |
ap-south-1b | subnet-06ddoeScbaac3asid v |
-
Step 23) Now we can see as soon as TGW attachments are made it
gets attached to TGW.
¥ . VPC|ap-south-1 X Instances | EC2 | ap-south-1 X - o X
& X 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#TransitGatewayRouteTableDetails:transitGatewayRouteTableld... & Y& b d ©

aws Q [ALt+S

B2 G vec @ routess @) coudront [Bss B ers & Qoudwatch @ simple Notification Service [ Simple Queue Service

@) Armazon Simple Email Se. ——

2y

i) Aws Config

® @ AsiaPacfic (Mumbai v

5] Key Management Service (] Certificate Manager ) Billing and Cost

e VPC > Transit gateway route tables > tgw-rtb-063bed3fbc7105826

Site-to-site VPN * tgw-rtb-063bed3fbc7105826 i

connections

Client VPN endpoints

Details
v AWS Verified Access
Transit gateway route table ID State
Verified t:
erified access instances ] tgw-rtb-063bed3fbc7105826 @© Available

Verified access trust
providers Transit gateway ID
Verified access groups tow-02e31632c154cBfc6

Verified access endpoints

v Transit gateways Associatil i Prefix list
Transit gateways.
Transit gateway Associations (2) info

attachments
('@ Find association by attribute or tag

Transit gateway policy

tables Attachment ID v | Resource type
Transit gateway route tow-attach-Ocfeecee242¢301b9 veC
fables tow-attach-03b88ba6d31bdd2c3 vpC

Transit gateway multicast
Metering policies New

v Traffic mirroring
Mirror sessions
Mirror targets

Mirror filters

Network Manager (2

Default association route table

Yes

v | Resource D

008e17¢937ba3be3d

vpc-0348db37edag263da

Default propagation route table
Yes

=

1
v | state vl
@ Associated

@ Associated

Step 24) Also routes gets added automatically fo both vpc once

attachment is successful.



v B vec|ap-south-1 x [ instances | EC2 | ap-south-1 x |+ - fa] X

& ¢ 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south- 1#TransitGatewayRouteTableDetails:transitGatewayRouteTableld... & ¥ o3 Y ®

[Alt+S) B 4 60 @ Asia Pacific (Mumbai) ¥

@|vec @ rovtess @ cowdront [§]ss B ers @ Covawatch [ Simple Notification Service @] Simple Queue Service [Gg] Systems Manager (@] Amazon Simple Email Se... 18§ Aurora and RDS (1] AWS Config 5] Key Management Service [ Certificate Manager [ Blling and Cost M

Ec2 Jteway route tables > tgw-rtb-063bed3fbc7105826 ® B X G

Virtual Servers in the Cloud
; ; tgw-rtb-063bed3fbc7105826 .

connections

Client VPN endpoints

Details
v AWS Verified Access
Transit gateway route table ID State Default association route table Default propagation route table
Verified t
erifed access nstances ] tgw-rtb-063bed3fbc7105826 @© Available Yes Yes
Verified access trust
providers Transit gateway ID
Verified access groups 19w-02e31632¢154c8fc6
Verified access endpoints
v Transit gateways fati i Prefix list referenc: Routes | Tags
Transit gateways
Transit gateway v Filter routes by CIDR (2)
attachments Exact CIDR Longest prefix match Supernet of match Subnet of match
ctavalid 194 or IPv6 CIDR E 194 or IPu6 and pre: ctavalid 1P4 or IPvG CIDR Selectavalid 174 or IPu6 CIDR

Transit gateway policy
tables (Q 0.000/0,:/0 | [ 0000 | [ Q 00000 :/0 | [ @ 0000070

Transit gateway route
tables 0.00.0/0 X

Transit gateway multicast

Met li New
Routes 2) e @ G (s
1 (5]

v Traffic mirroring

("Q_Find route by attribute or tag )

Mirror sessions

| apr v | Attachment ID v | Resource D v | Resource type v | Routetype v | Routestate v | PrefixlistID v |
Mirror targets -

() 172.160.0/16 ‘tow-attach-03b88ba6d31bdd2c3 vpc-0348db37eda8263da VPC Propagated @ Active -
Mirror filters —

() 172.17.00/16 ‘tow-attach-Oefeecee242e301b9 vpc-008e17c937ba3be3d VPC Propagated @ Active -

Step 25) Now still both servers in different vpcs in Account 1 cannot
ping.

root@vpcisi: ~

ubuntu

Step 26) Now we will update route table and add routes in both vpc’s
route table in Account 1.



Instances | EC2 | ap-south-1 x |+ - o %

v VPC | ap-south-1 x

& (] 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTableDetails:RouteTableld=rtb-0b9cf6f0586644879 QU b} ®

aws & s B 8 ©® @ | ApaicMumba) v p—

B G vwc @ routess @ cloudront [&ls3 ers & Qoudwatch @ Simple Notification Service @ Simple Queue Service &) Systems Manager ] Amazon Simple Email Se. % Auroraand RDs [T AWS Config 5] Key Management Service ] Certificate Manager {8 Billing and Cost M >
e VPC > Routetables ) rtb-0b9cf6f0586644879 0]

rth-0b9cf6f0586644879 / VPC_1_PUBLIC_RT

VPCdashboard <

AWS Global View 12
Details info

| Filter by vPC: v |

- Route table ID Main Explicit subnet associations Edge associations
¥ Virtual private cloud ID] rtb-0b9cf6f0586644879 0 Yes subnet-03243dad05d4ef2db / VPC_1_PUBLIC_SUBNET -

Your VPCs vpC Owner ID

Subnets Vpc-0348db37eda8263da | DEMO_VPC_1 T 638559983526

Route tables

Internet gateways Routes Subnet iati Edge iati Route i Tags

Egress-only Internet

gatoways Routes (3) (oo v
®

DHCP option sets
1

| Q Filter routes )

Elastic IPs
Managed prefix lists Destination v | Target v | status v | Propagated v | Route Origin v |
NAT gateways 0.0.0.0/0 igw-0aa4510f32dd6b670 @ Active No Create Route
Peering connections 172.16.0.0/16 local @ Active No Create Route Table
Route servers 172.17.0.0/16 tgw-0ae31632c154c8fc6 @ Active No Create Route
¥ Security
Network ACLs
Security groups
w Drivatal ink and
v VPC | ap-south-1 x Instances | EC2 | ap-south-1 x o - (=) X
& Cc 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTableDetails:RouteTableld =rtb-0ad305570336f4a27 QU b} ®

aws & s B 8 ©® @ | ApaicMumba) v p—

Bz @ vec @ routess @ coudront B3 ers & Cloudwatch @ Simple Notification Service @] Simple Queue Service 1G] Systems Manager (@) Amazon Simple Email Se... $83 Auroraand RDS |{] AWS Config §8] Key Management Service [ Certificate Manager @) Billing and Cost M

e VPC > Routetables > rtb-0ad305570336f4a27

¢ % rtb-0ad305570336f4a27 / VPC_2_PUBLIC_RT

VPC dashboard

AWS Global View 12
) Details o

| Filter by vPC: v

- Route table ID Main Explicit subnet associations Edge associations
W Virtual private cloud [0 rtb-0ad305570336f4a27 D Yes subnet-07e79587f835cc11c / VPC_2_PUBLIC_SUBNET -

Your VPCs VvPC Owner ID

Subnets Vpc-008e17c937basbe3d | DEMO_VPC_2 T 638559983526

Route tables

Internet gateways Routes Subnet iati Edge iati Route i Tags

Egress-only Internet

Routes (5 (oan v
DHCP option sets -

(5]

| Q Fitter routes ) 1
Elastic IPs
Managed prefix lists Destination v | Target v | Status v | Propagated v | Route Origin v |
NAT gateways 000.0/0 igw-002eb6baasd8da2ac @ Active No Create Route
Peering connections 172.16.0.0/16 tgw-0ae31632c154c8fc6 @ Active No Create Route
Route servers 17217.00/16 local @ Active No Create Route Table
¥ Security
Network ACLs

Step 27) After successfully updating route table we can see that both
servers in different vpc across account 1 can ping on private ip.



root@vpcisi: ~

rook@vpcis2: ~ shubham@shubham-l... shubhamd

root@vpcisz: ~

root@vpcisl: ~ rook@vpcis2: ~ shubham@shubham-l... shubhamd

Step 28) Now we will share the TGW created in Acccount 1 with
Acccount 2 and Account 3 using RAM service in Account 1.



v Create resource share | Resourc X Instances | EC2 | ap-south-1 x |+ - fu)
& c 2 ap-south-1.console.aws.amazon.com/ram/home?region=ap-south-1#CreateResourceShare: aQ % 3 ®

rch [ALt+S] ® fay ® @8 Asia Pacific (Mumbai) v

& route53 '@ CloudFront & s3 & ers @ Cloudwatch @8 Simple Notification Service @¥ Simple Queue Service  'GJ| Systems Manager (@) Amazon Simple Email Se... 83 AuroraandRDS B AWS Config 93 Key Management Service

Resource Access Manager > Shared by me: Resource shares > Create resource share

Step 1 - -
(@ Specify resource share details [Speufy resource share detalls]

Enter a name for the resource share and select the resources that you want to share.

Step 2
@ Associate managed permissions

Resource share name

Step 3
Grant access to principals Name

Provide a descriptive name for the resource share.
Step 4

= | MAIN_ACCOUNT_1 TRANSIT_GATEWAY_SHARED_USING_RAM

Resources - optional
Choose the resources to add to the resource share
Resource type

| Select resource type v | 1 o]
ARN

No resources to display

Select a resource type filter

Step 29) Here in RAM we will select the TGW we need to share with
Account 2 and Account 3.

v Create resource share | Resourc X [ Instances | EC2 | ap-south-1 X o = o0 >
< c ap-south-1.console.aws.amazon.com/ram/home?region=ap-south-1#CreateResourceShare: Q Im} ® :
< ) ) Account ID: 6385-5998-3526 v
Q Search [Alt+S] Shubham
@ route53  |@ CloudFront [§]s3 B EFs @ Cloudwatch @8 Simple Notification Service & Simple Queue Service |G| Systems Manager @) Amazon Simple Email Se... 03| Auroraand RDS [ AWS Config 98] Key Management Service ] C D
= Resource Access Manager > Shared by me: Resource shares > Create resource share ®
— v Managed permission for ec2:TransitGateway
Grant access to principals Managed permissions
For this resource type, only one managed permission is available.
Step 4
A — AWSRAMDefaultPermissionTransitGateway @

Create customer managed permission 12

Version
You can use only the default version of a managed permission when creating a resource share.

v View the policy template for this managed permission

Statement 1

Actions (5)
ec2:CreateTransitGatewayVpcAttachment ec2:DeleteTransitGatewayVpcAttachment ec2:DescribeTransitGateways
ec2:ModifyTransitGatewayVpcAttachment network-firewall:Create Firewall

Conditions (0)
No conditions applied

cancel (" previous ) (NGt
Step 30) Also make sure that first in setting of RAM it allows sharing
of resources in organization. AWS organzatio was already created and
Account 1 is management account and Account 2 and Account 3 have
joined that AWS organzation.



ap-south-1.console.aws.amazon.com/ram/home?region=ap-south-1#Settings: Q 3 ®

Q_ ORGANIZATION activity X B L ® @B Asia Pacific (Mumbai) v

Blez G vec @ routess @) coudrront [&]s3 B ers @ Cloudwatch @ simple Notification Service @ Simple Queue Service &) Systems Manager (@] Amazon Simple Email Se... 03] Auroraand RDs i) AWS Config 5] Key Management Service

e Resource Access Manager > Settings

Resource Access < @ Sharing with AWS Organizations Enabled
Manager Resource sharing has been enabled for your AWS Organization

Shared by me

Settings

Resource shares
Shared resources Settings

Principals AWS Organizations |#

Shared with me

Save settin
Resource shares

Shared resources

Principals

Managed permissions library

Settings

Step 31) Now herw we will select the AWS accounts with whomTGW is
to be shared.

v Create resource share | Resourc X E Network_account | AWS Organi X

Instances | EC2 | ap-south-1 x | +

< c 25 ap-south-1.console.aws.amazon.com/ram/home?region=ap-south-1#CreateResourceShare:

e Q. ORGANIZATION activit; X B & O

B @we B rowess @ courom [@ss [Bers B cowwoun [§ sunpleNotncaton servce §5] Stmple Queve Service G| Sytems Manager ] Amazon Simple Emat Se. 8] Auroraand s [ AwS Conflg 78 Key Management Service [ Certhcate Manager B iling and Cost Manage... [ Resorce Groups  Tag £

= Resource Access Manager > Shared by me: Resource shares > Create resource share

'

@ Specify resource share details Grant access to principals
P Specify the principals that are allowed access to the shared resources. A principal can be any of the following: An entire tic unit (OU) in AWS O ti an AWS account, 1AM role,
o= o 1AM user.

@ Associate managed permissions

Step3

(® Grant access to principals Principals - optional
Swpid Allow sharing with anyane (O Allow sharing only within your organization

jew and create

that organizatian.

Principals
You can add maltiple principa

different types. To display and select principais from a hierarchical iew of your organization, turn on Display organizational structure
Q@ Display organizational structure

Select principal type

| AWS account v |
((ppteran A accoumc 10 )
A ANS account 10 13 12-0git namber
Add
Selected principals (2) Deselect

The following principals will be allowed access to the shared resources.

| 1 &
Principal type
390503781838 AWS account
153181561265 AWS account
cancet  ( previous ) (INGRE

N J



v Create resource share | Resourc X [EY Network_account | AWS Organi X | [& Instances | EC2 | ap-south-1 x | + = o x

ap-south-1.console.aws.amazon.com/ram/home?region =ap-south-1#CreateResourceShare: Q ¥y ) ®

ORGANIZATION activiy Padic (umbal) ¥

Cloudwatch Simple Notication Servce 89 Amazon Simple mai Se.

rora an s WS Contg 75 Key ManagementSevce (] Certiate Marager ] iting and Cot nge ] Restrce GroopsaTog e[ Tusied Avior ] st
= Resource Access Manager > Shared by me: Resourceshares > Create resource share

19w-02631632c154681c6 1 ec2TransitGateway

Tags (0)

(@ Fiterty et 1 ]

Key Value

This resource share doesn't have any tags attached.

Step 2: Managed permissions

Managed permissions to associate (1)

(a rrtyten e

Managed permission name Version Resource type

AWSRAMDefaultPermissionTransitGatevay

2 (default) ecaTransitGateway
Step 3: Principals that are allowed access (Cear )
Share with extemal principals

Allow external principals
No

Principals that are allowed access (2)

(@ ruwtyen ) e

Principal ID Principal type
300503781838 AWS account

153191561265 AWS account

Step 32) Now we can see the resource has been shared successfully
with Account 2 and Account 3.

v Resource shares - TGW-SHARE! X

Network_account | AWS Organi X Settings | AWS Organizations | X

Instances | EC2 | ap-south-1 x |+

< (] 25 ap-south-1.console.aws.amazon.com/ram/home?region=ap-south-1#ResourceShareView:rsld=arn:aws:ram:ap-south-1:638559983526:resource-s... & ¥

Q. ORGANIZATION activity X B 8 ® @&  AsaPadfic(Mumba v

G| vec @) routess @ cloudrront (@53 B ers &) cloudwatch @] Simple Notification Service Simple Queue Service |G| Systems Manager @l Amazon Simple Email Se... 83 Auroraand RDS il AWS Config  §3 Key Ma

= Resource Access Manager > Shared by me: Resource shares » Resource share 5de4e845-1e7c-4c0e-a04e-f2f8de9529f7

@ Resource share successfully created

TGW-SHARED-AMONG_OTHER_ACCOUNTS (5de4e845-1e7c-4c0e-a04e-f2f8de9529f7) Mod

Details and information relating to this resource share.

Summary

Name Owner Created on Status
TGW-SHARED-AMONG_OTHER_ACCOUNTS 638559983526 2025/11/28 @ Active
D ARN Allow external principals

5dede8ds-1e7c-dcOe-a0de-f2f8de9529f7 I0) armawsram:ap-south-1:638559983526resource-shar  No

e/5dede845-1e7c-4c0e-a04de-f2f8de9529f7

Shared resources (1)

| Q Filter by text

(0| ResourceiD Resource type Status

O tgw-0ae31632c154c8fc6 |2 - @ Associating

Managed permissions (1)

STEP 33) We can see the shared TGW in account 2 and account 3
below.



v [ Transit gateways | VPC [ap-sou X+ —_ o X

& Cc 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#TransitGateways: ORI ¢ & ® :

e VPC > Transit gateways @ O 5 6
v Transit gateways * Transit gateways (1) info © (actions v) (Cresteiamsitgatenay
1

Transit gateways

@

| Q Find transit gateway by attribute or tag |

Transit gateway
attachments ()| Namep v | Transit gateway ID v | OwneriD v | state v |

lrrZTs.t gateway policy 0 tow-00631632C154c8fc6 638550983526 @ Available
ables e AseRAEe

Transit gateway route
tables

Transit gateway multicast

Metering policies New

v Traffic mirroring

Mirror sessions

& Transit gateways | VPC Console X o — o X

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#TransitGateways: Q Y ) @

a ® ] Asia Pacific (Mumbai) ¥ sunita

[£] service Quotas

© vec > Transit gatevays ® oo
N . -
Network Firewall resource Transit gateways (1) info @ Create transit gateway

groups,

( Q. Find transit gateway by attribute or tag 1 @

VPC endpoint associations

)| Name p v | Transit gateway ID v | OwneriD v | state v |

4

Virtual private
network (VPN) O tgw-0ae31632c154c8fc6 638559983526 @ Available

Customer gateways
Virtual private gateways

Site-to-site VPN
concentrators New

Site-to-Site VPN
connections

Client VPN endpoints Select a transit gateway @ v
¥ AWS Verified Access

Verified access instances

Step 34) Now in account 2 we will create Tgw attachment for vpc1 and
vpc2 and attach it to shared TGW.



v [ vec|ap-south-1 x 4+ = o %

< c

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateTransitGatewayAttachment:

VPC > Transit gateway attachments > Create transit gateway attachment ® B o

Name tag - optional
Creates a tag with the key set to Name and the value set to the specified string.

" TGW_ACCOUNT2_VPC1

Transit gateway ID | Info
[ tgw-0ae31632c154c8fc6 v |

Attachment type | Info

("vpc v )

VPC attachment

Select and configure your VPC attachment.

DNS support Info

Security Group Referencing support Info
(] 1Pv6 support Info

(] Appliance Mode support Info

VPCID
Select the VPC to attach to the transit gateway.

((vpc-00afa2abf693dfecy v)

Subnet IDs | Info
Select the subnets in which to create the transit gateway VPC attachment.

ap-south-1a (" subnet-083b0c849eddaazsf v |

Step 35) Now we can see that Tgw attachments from Account 2 and
Account 3 are visible in Account 1.

v [& Tansit gateway attachments |\ X+ — a %

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#TransitGatewayAttachments: Q Y b ® :

Account ID: 6385-5998-3526 v

[Alt+S] ® Q ® ol Asia Pacific (Mumbai) v
& vPC @3 Route53 (@ CloudFront (§(S3 8| EFS &3 CloudWatch @8 Simple Notification Service @ Simple Queue Service &g Systems Manager () Amazon Simple Email Se.. 03| Auroraand RDS 1§ AWS Config | Key Management Service

VPC 5 Transit gateway attachments @ ® B & 6

Site-to-Site VPN - - Transit gateway attachments (1/3) info @ Create transit gateway attachment
1

connections @

\' Q, Find transit gateway attachment by attribute or tag ‘\

Client VPN endpoints

@ | Namep v | Transit gateway attachmentID v | Transit gateway ID v | state v | Resource type v | Resource ID v | Assodiation route
v AWS Verified Access
TGW-ATTACHMENT-... tgw-attach-03b88ba6d31bdd2c3 tgw-02e31632c1 54c8fc6 @ Available VPC vpc-0348db37eda8263da tgwe-rth-063bed3i
Verified access instances
tqw-attach-Oef63e6ef3d5544b0 tgw-02e31632c1 54c8fc6 @ Pending acceptance VPC vpc-00af422bf693dfeco -
Verified access trust
providers TGW-ATTACHMENT_...  tgw-attach-Oefeecee242¢301b9 tgw-02e31632c1 54c8fc6 @ Available VPC Vpc-008e17c937ba3besd tgwe-rth-063bed3i
Verified access groups 4
Verified access endpoints
v Transit gateways
Transit gateways
Transit gateway Transit gateway attachment: tgw-attach-0ef63e6ef3d5544b0 8 v

attachments



v Transit gateway attachments |\ X + = o X
& c 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south- 1#TransitGatewayAttachments:v=3;$case=tags:false%5C clientfalse;$re.. & ¢ 3 ® :
Account ID: 6385-5998-3526 v
[A ® Q ® ] Asia Pacific (Mumbai) v Shubham
& route 53 @ CloudFront [{§ s3 eFs &g Cloudwatch @ Simple Notification Service & Simple Queue Service G| Systems Manager @) Amazon Simple Email Se... 8§ AuroraandRDS  [i§| AWS Config 95| Key Management Service [ Certil )
e VPC > Transit gateway attachments @ OB R 6
2 Transit gat ttach ts (3 @ Create transit gateway attachment
VPC dashboard < ’ran5| gateway attachments (3) info ‘ reate transit gateway attachmen
| Q Find transit gateway attachment by attribute or tag | 1 @
AWS Global View 12 h :
p Name £ v | Transit gateway attachment ID @ | Transit gateway ID v | state v | Resource type v | Resource
| Fitter by vPC: —
~ () TGW-ATTACHMENT-VPC1 tow-attach-03b88ba6d31bdd2c3 tgw-02e31632¢154¢8fc6 © Available vPC VRC-0348¢
v Virtual private cloud TGW-ATTACHMENT_ACCOUNT2_VPC1 tqw-attach-Oef63e6ef3d5544b0 tgw-02e31632¢1 54cBfc6 @© Available VPC vpc-00af4
Your VPCs TGW-ATTACHMENT_VPC_2 tgw-attach-Oefeecee242€301b9 tgw-02e31632c154c8fc6 @ Available VPC vpc-008e”
Subnets < >
Route tables
Internet gateways
Step 36) Similarly create Tgw attachment for vpc1 and vpc2 of
account 3 to the shared TGW of account 1.
~ VPC | ap-south-1 X +
& (] ap-south-1.console. aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateTransitGatewayAttachment: Q

> Transit gateway attachments > Create
Details
Name tag - optional
Creates a tag with the key st 1o Name and the valus set to the spcifed strng.

| TGW-ATTACHMENT_ACCOUNT2_VPC2

Transit gateway ID | nfo
((gwac316320154c8ic5 v

Attachment type | 1afs
[ vec v |

VPCattachment
Select and configure your VPC attachment.

DNS support info
Security Group Referencing support nfo
1PV support tafe

Appliance Mode support 1afa

veciD
(conmsssscszasms )
Subnet [0 | 1nfo

ap-south-1a [ subnet-0b37ed202if4a5447 v |

ap-south-1b [ subnet-090ed 111760075955 ¥ |

((suner-0b37ea207aas447 X | subnet-000ed111160075955 X |

Tags - optional
€56 13 5o 83 o321 031 AWS s, Ench 5 <onditsof 2 ey a3 1ol Vlu, Vo s 508 1 63rch 3 IS Y S0 o 3k your AWS ot

ey Value - ptioal

(@ tame %) (@ TowATTACHHMENT_ACCOUNTE VPG %)

Add new tag

You can 30d up to 49 more tags



v [ vpc|ap-south-1 x  + = o X

< c 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateTransitGatewayAttachment: Qi b ®

= WO T > Create transit gateway attachment o 8«

Create transit gateway attachment

s 2 network ransit hub that in ments (VPCs and VPNS) within

ount or across AWS accounts.

Details
Name tag - optional

[ TGW-ATTAGHMENT_ACCOUNTS_vPCT

Transit gateway ID | nfo
[ tgw-0ae31632¢154c81c6 v

Attachment type | nfo

[vec 2

VPC attachment

Select and configure your VPC attachment.

ONSsupport info

Sacurty Group Referencing support it
1PY6 support 1nfo

Appliance Mode support info

(rcomsrenammosiszs )

Subnet IDs | 1o

apsouth-1a ("subner

575c763141b54135 v |

ap-south-1b [ subnet-0bbr7133d1c00c8a5 v |

(Sbrevosrscresterssatss ) (soona-oooi71 35010005 X)

Tags - optional
Atag s 3 abel that you 351 o an AWS resourc

< of  key and an optional value. You can use tags to search and flte your esovirces or track your AW costs.

Key Value - ptional
([Q Name X1 ("G TW-ATTACHMENT ACCOUNTS VPCT X (Remave )
v VPC | ap-south-1 x Instances | EC2 | ap-south-1 x | + - (=]
& C 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#TransitGatewayAttachmentDetails:transitGatewayAttachmentld=tgw... & ¥t 3 ¢
Account ID: 1531-91
H X B 4 [©) frx} Asia Pacific (Mumbai) v
[@] Service Quotas
VPC > Transit gateway attachments > tgw-attach-050c6b662279ce3bd 0]
connections ~
Client VPN endpaints tgw-attach-050c6b662279ce3b4 / TGW-ATTACHEMNT-ACCOUNT3_VPC2 v (action
v AWS Verified Access .
Details
Verified access instances
Verified access trust Transit gateway attachment ID State Resource type Association state
providers I0 tgw-attach-050¢6b662279ce3b4 @ Available VPC @ Associated
Verified access groups Transit gateway ID Resource owner ID Resource ID Association route table ID
Verified access endpoints tgw-0ae31632¢154c8fc6 [0 153191561265 vpc-075603526ae60ba2d tgw-rtb-063bed3fbc7105826
v Transit gateways Transit gateway owner ID DNS support Security Group Referencing support IPv6 support
Transit gateways IF) 638559983526 (Shared) Enable Enable Disable
Transit gateway
attachments Appliance Mode support Subnet IDs
. Disable
Transit gateway policy
tables
Transit gateway route Flow logs Tags
tables —
Transit gateway multicast
Flow logs info (
Metering policies New ) :
| Q Find flow log by attribute or tag | 1
v Traffic mirroring ; ’
Name v | FlowlogID v inationtype ¥ | Destination name v | 1AM role ARN s
Mirror sessions
Mirror targets No flow logs
Mirror filters You do not have any flow logs i this region
v 4

Step 37) Now we can see that Tgw attachments from Account 2 and
Acccount 3 are visible in Account 1.



ar - o X

v [E Transit gateway attachments |\ X

& c 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#TransitGatewayAttachments: QU b ) ®
Account ID: 6385-5998-3526 v.
— [Alt+S ® a ® @ Asia Pacific (Mumbai) v Shubham
@Ecz & vec & Route53 '@ cloudFront [ s3 EFS @ Cloudwatch @ Simple Notification Service @ Simple Queue Service &3 Systems Manager @ Amazon Simple Email Se... AuroraandRDS [ AWS Config 93] Key Management Service  [[§]| Certil >
e VPC > Transit gateway attachments @ o RS =JC)
a -
Site-to-site VPN Transit gateway attachments (1/6) info @ Create transit gateway attachment
concentrators New z X
""" | Q Find transit gateway attachment by attribute or tag | 1 @
Site-to-Site VPN . %
connections B | Namep v | Transit gateway attachment ID v | Transit gateway ID v | state v | Resource type v | Resow
Client VPN endpoints (] TGW-ATTACHMENT-VPC1 tgw-attach-0 1bdd2c3 tgw-0ae31632c154c8fc6 @ Available VPC
¥ AWS Verified Access (] TGW-ATTACHMENT_ACCOUNT3_VPC1 tgw-attach-050c6b662279ce3bd tgw-02e31632¢154c8fc6 @ Available VPC
Verified access instances (] TGW-ATTACHMENT_ACCOUNT2-VPC2 tgw-attach-077d17cf7d5a697ch tgw-02e31632¢154c8fc6 @ Available VPC
Vg”ﬁsd access trust TGW-ATTACHMENT_ACCOUNT3_VPC2 tgw-attach-Oeca7ddda97a97225 tgw-02e31632¢1 54¢8fc6 @ Available VPC
providers
(] TGW-ATTACHMENT_ACCOUNT2_VPC1 tgw-attach-Ocf63e6ef3d5544b0 tgw-02e31632¢154c8fc6 @ Available VPC
Verified access groups -
Verified access endpoints () TGW-ATTACHMENT_VPC_2 tgw-attach-Oefeecee242e301b9 tgw-02e31632¢154c8fc6 @ Available VPC
4
v Transit gateways - a
Transit gateway attachment: tgw-attach-Oeca7ddda97a97225 ©
Transit gateways
Transit gateway Details | Flowlogs | Tags
attachments —
Transit aatewav nolicv
route table below.
v VPC | ap-south-1 X + - a >
& (¢ ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#TransitGatewayRouteTableDetails:transitGatewayRoute Tableld=tgw-r... & ¢ o3 ®
[Alt: 2] L ®@ @ Asia Pacific (Mumbai) v
@ coudrront §s3 B ers @ cloudwatch @ Simple Notification Service ple Queue Service | Systems Manager (@) Amazon Simple Email Se.. 93 AuroraandRDs I AWS Config 93 Key Management Service
e VPC > Transit gateway route tables > tgw-rtb-063bed3fbc7105826 QO B E ¢
Site-to-site VPN » tgw-rtb-063bed3fbc7105826 o (Actions v )

concentrators New

Site-to-Site VPN Details
connections

Transit gateway route table ID State Default association route table Default propagation route table

Client VPN endpoints
[0 tgw-rtb-063bed3fbc7105826 @ Available Yes Yes

v AWS Verified Access

Transit gateway ID

Verified access instances
tgw-0ae31632c154c8fc6

Verified access trust

providers

Verified access groups Associations Propagations Prefix list references Routes Tags

Verified access endpoints

) © (petete association Create associ
¥ Transit gateways
Transit gateways | Q Find association by attribute or tag 1
Transit gateway ()| Attachment ID v Resource type v | ResourceID v | State v |
attachments () tgw-attach-050c6b662279ce3ba vPC vpc-0756035262e60ba2d @ Associated
Transit gateway policy —
tablos () tgw-attach-077d17cf7d5a697ch vPC Vpc-004F3898c52864179 @ Associated
Transit gateway route () tow-attach-Oef63e6ef3d5544b0 VPC VpC-00afa22bf693dfecd ® Associated
tables (0 tow-attach-Occa7ddda97a97225 vPC vpc-0ba6f64147b03782a @ Associated
Transit gateway multicast ()  tow-attach-Oefeecee242e301b9 VPC vpc-008e17c937ba3be3d @ Associated
Metering policies New -
= ) tgw-attach-03b88ba6d31bdd2c3 vPC vpc-0348db37edas263da @ Associated

v Traffic mirroring

Step 39) We can also see propagations as well.



v B vec|ap-south-1 x  + = o X

< c %5 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#TransitGatewayRouteTableDetails:transitGatewayRouteTableld=tgw-r.. & ¢ b} ©®

[Alt+S] (] Jay ® @ Asia Pacific (Mumbai) v Shubham

Blecz Gl vec @ routess @ coudFront [@]s3 B ers @ Cloudwatch @ Simple Notification Service Simple Queue Service &gl Systems Manager @) Amazon Simple Email Se... AuroraandRDS [ AWS Config 93| Key Management Service [§] Certil )

e VPC > Transit gateway route tables > tgw-rtb-063bed3fbc7105826 (ORI =l C]

Site-to-ite VPN * tgw-rtb-063bed3fbc7105826 i .

concentrators N

Site-to-Site VPN

connections Details
Client VPN endpoints Transit gateway route table ID State Default association route table Default propagation route table
0] tgw-rtb-063bed3fbc7105826 @ Available Yes Yes
¥ AWS Verified Access
Verified access instances Transit gateway ID

Verified access trust tgw-0ae31632c154c8fc6

providers
Verified access groups Associations | Propagations | Prefix list references | Routes | Tags
Verified access endpoints —_—

v Transit gateways Propagations (6) e © (eiseprapagation

Transit gateways

| Q Find propagation by attribute or tag 1 @

Transit gateway

Attachment ID v | Resource type v | Resource ID v | State v |
attachments
Transit gateway policy tgw-attach-03b88ba6d3 1bdd2c3 VPC ¥pc-0348db37eda8263da @ Enabled
tables tqw-attach-050c6b662279ce3b4 VPC Vpc-075603526ae60ba2d @ Enabled
T':;“i‘ gateway route tow-attach-077d17cf7d5a697ch VPC VpC-004f3898¢528641f9 @ Enabled
tables
tow-attach-OecaZdddad7a97225 VPC Vpc-0ba6f64147b03782a @© Enabled
Transit gateway multicast
Metering policies New tgw-attach-Oef63e6ef3d5544b0 VPC vpc-00af422bf693dfeco @ Enabled
o tow-attach-Oefeecee242¢301b9 VPC vpc-008e17c937ba3be3d @© Enabled
v Traffic mirroring
L v .

Step 40) After successful attachments to TGW routes are added
automatically.

v VPC | ap-south-1 x + -
< Cc ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south- 1#TransitGatewayRouteTableDetails:transitGatewayRouteTableld=tgw-r.. & ¢ )
+5] 2] Q () @ Asia Pacific (Mumbai) v
& Rroute53 @) CloudFront § S3 @@ Cloudwatch @] Simple Notification Service @ Simple Queue Service |G§ Systems Manager ()| Amazon Simple Email Se...  £03| Auroraand RDS  [§§| AWS Config %3 Key Management Servi
e VPC > Transit gateway route tables > tgw-rtb-O! 7105826 ® ¢
a tgw-0231632¢154c8fc6

Site-to-site VPN
concentrators New

Site-to-Site VPN Associations Propagations Prefix list references Routes Tags
connections =

Client VPN endpoints

v Filter routes by CIDR (2)

Exact CIDR Longest prefix match Supernet of match Subnet of match
Verified access instances Select a valid IP4 or IPv6 CIDR. Enter a valid IP4 or IPV6 and press enter. Select a valid IP4 or IPv6 CIDR Select a valid IP4 or IPv6 CIDR.
[ @ 0.0.0.0/0,:/0 | [ 00.00,: | [ Q 0.000/0,:/0 | [ @ 0000/, :/0

Verified access trust

providers 0.000/0 X

Verified access groups

Verified access endpoints

Routes (6) 1 © G v (G
1

\' Q, Find route by attribute or tag

4

Transit gateways

Resource ID v | Resource type v | Routetype v | Route state v|p

Transit gateway CIDR v | AttachmentID v |
attachments (] 10000/16 tgw-attach-Oeca7ddda97a97225 vpc-0ba6f64147b03782a vPC Propagated @ Active -
Transit gateway policy
tables 10.1.00/16 tow-attach-050c6b662279ce3ba Vpc-075603526ae60ba2d vpC Propagated @ Active -
Transit gateway route () 1721600/16 tow-attach-03b88ba6d31bdd2c3 Vpc-0348db37edag263da vpC Propagated @ Active -
tables 172.17.0.0/16 tgw-attach-Oefeecee242e301b9 vpc-008e17c937ba3be3d VPC Propagated @ Active -
Transit gateway multicast ] 192.168.0.0/16 tgw-attach-Oef63e6ef3d5544b0 Vpc-00afa22bf693dfecd VPC Propagated @ Active -
Metering policies N

S 192.169.0.0/16 tow-attach-077d17cf7d5a697ch Vpc-004f3898c52864119 vpC Propagated @ Active -

w Traffic mirroring

Step 41) But now we will have to update each vpc route table across
account 1, 2 and 3 to allow cidr block of other vpc across accounts.



v B vec|ap-south-1 x  +

< c %

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTableDetails:RouteTableld =rtb-0ad305570336f4a27 QU %

aws,

G| vec @ Route 53 [@) CloudFront [ s3  [&) ers

E]

e VPC > Routetables > rtb-0ad3055703364a27

&) CloudWatch

[Alt+S]

@ simple Notification Service

& simple Queve Service

G systems Manager

a
VPCdashboard <
Details info
AWS Global View 12
— Route table ID Main
| Fitter by vpc: v | [0 rtb-0ad305570336f4a27 I0] Yes
v Virtual private cloud VvPC Owner ID
Vvpc-008e17¢937ba3be3d | DEMO_VPC_2 0] 638559983526
Your VPCs
Subnets
Route tables Routes Subnet Edge Route propagation
Internet gateways
Egress-only Internet Routes (7)
gateways | Q Fiter routes
DHCP option sets Destination v | Target v | Status
Elastic IP:
astielrs 0.0.0.0/0 igw-002eb6baaBd8d82ac @© Active
Managed prefix lists
10.0.0.0/16 tgw-02e31632c154c8fc6 @ Active
NAT gateways
10.1.0.0/16 tgw-02e31632c154c8fc6 @ Active
Peering connections —_—
Route servers 172.16.00/16 tgw-0ae31632c154c8fc6 @ Active
3 172.17.00/16 local @ Active
v Security
192.168.0.0/16 tgw-0ae31632c154c8fc6 @ Active
Network ACLs _—
Security groups 192.169.0.0/16 tgw-02e31632c154c8fc6 @ Active
v VPC | ap-south-1 x 4

& c %

| Q
ES

e VPC > Routetables > rtb-0b9cf6f0586644879

@ v [ routess @ lovdrront [ 3 rs G CoudWatch

VPCdashboard <

AWS Global View L2

[ Fitter by vee: v | Details o
[ Route table ID
w Virtual private cloud [0 rtb-0b9cf6f0586644879
Your VPCs
Subnets vpc-0348db37eda8263da | DEMO_VPC_1

Route tables

@ simple Notifcation Service

[Alt+S

rtb-0b9cf6f0586644879 / VPC_1_PUBLIC_RT

Main
I3 Yes

Owner ID
D) 638559983526

] simple Queve Service

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTableDetails:RouteTableld =rtb-0b9cf6f0586644879

&g systems Manager

Tags

Internet gateways Routes Subnet Edge Route
Egress-only Internet
ateways
gateway Routes (7)
DHCP option sets
('Q Fitter routes
Elastic IPs
it - .
Managed prefix lists Destination Target | status
NAT gateways 00.0.0/0 igw-02a4510f32dd6b670 © Active
Peering connections 100.00/16 tgw-0ae31632¢154c8fc6 @ Active
Route servers 10.1.00/16 tgw-0ae31632¢154c8fc6 @ Active
v Security 172.160.0/16 local @ Active
Network ACLs 172.17.00/16 tgw-0ae31632¢154c8fc6 @ Active
Security groups 192.1680.0/16 tgw-0ae31632¢154c8fc6 @ Active
192.169.0.0/16 tgw-02e31632¢154c8fc6 @ Active

¥ PrivateLink and
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@) Amazon Simple Email Se.

6B 4 o0 @

Asia Pacific (Mumbai) v

@) Amazon Simple Email Se... 03 AuroraandRDS B AWS Config 93] Key Management Service [ Certil

Explicit subnet associations Edge associations
subnet-07e79587f835cc11c / -
VPC_2_PUBLIC_SUBNET

1
v Propagated v Route Origin v |
No Create Route
No Create Route
No Create Route
No Create Route
No Create Route Table
No Create Route
No Create Route

B & 0 @

Asia Pacific (Mumbai) v

wrora and RDs ] AWS Config ] Certificate Manager {8 Biling and Cost M

[O S =]

%] Key Management Service

Explicit subnet associations Edge associations
subnet-03243dad05ddef2db / VPC_1_PUBLIC_SUBNET -

1

(oon v ) (Earome)

v | Propagated v | Route Origin v
No Create Route
No Create Route
No Create Route
No Create Route Table
No Create Route
No Create Route
No Create Route




v [El vec|ap-south-1 x Instances | EC2 | ap-south-1 x | + — o X

< c

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTableDetails:RouteTableld=rtb-0c63017f7096 5af7f Q & ® 8

e VPC > Routetables > rtb-0c63017f70965af7f ® (<]
a
VPCdashboard < @ Ttb-0c63017f70965af7f / VPC_1_PUBLIC_RT
AWS Global View 12
(" Fiter by vec: v Details nfo
B — Route table ID Main Explicit subnet associations Edge associations
w Virtual private cloud IE) rtb-0c6301770965af7f I8 Yes subnet-083b0c849e4daa25f / -
VPC_1_PUBLIC_SUBNET
Your VPCs vPC Owner ID
Subnets Vpc-00af422bf693dfecd | VPC_1 IF] 390503781838
Route tables
Internet gateways Routes Subnet iati Edge iati Route propagation Tags
Egress-only Internet
ateways \
e Routes (7 :
DHCP option sets - \ A
| Q Filter routes 1 @
Elastic IPs - /
Managed prefix lists Destination v Target v | status v Propagated v Route Origin v |
NAT gateways 0.0.00/0 igw-043171f12550ada05 @ Active No Create Route
Peering connections 10.0.0.0/16 tgw-02e31632¢154c8fc6 © Active No Create Route
Route servers 10.1.0.0/16 tgw-0ae31632c154c8fc6 @ Active No Create Route
v Security 172.16.0.0/16 tgw-0ae31632c154c8fc6 @A(tlve No Create Route
Network ACLs 172.17.0.0/16 tgw-0ae31632c154cBfc6 @ Active No Create Route
Security groups 192.168.0.0/16 local @ Active No Create Route Table
v PrivateLink and 192.169.0.0/16 tgw-0ae31632c154c8fc6 @A(tlve No Create Route
Lattice
v
v VPC | ap-south-1 x Instances | EC2 | ap-south-1 x |+ = o X
< C ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTableDetails:RouteTableld =rtb-01f5fb527d55 15676 Q ¥ b} @

b Shubham Mishra
e VPC > Routetables > rtb-01f5fb527d5515676 ® B &
- a
VPC dashboard < rtb-01f5fb527d5515676 / VPC_2_PUBLIC_RT
AWS Global View 12
(" Fitter by vec: v | Details o
e Route table ID Main Explicit subnet associations Edge associations
W Virtual private cloud [0 rtb-01f5fb527d5515676 0 Yes subnet-0b37ed202ff4a5447 / -
VPC_2_PUBLIC_SUBNET
Your VPCs VvPC Owner ID
Subnets vpc-004f3898¢528641f9 | VPC_2 5 390503781838
Route tables
Internet gateways Routes Subnet iati Edge iation: Route pr i Tags
Egress-only Internet
gateways v
Routes (7) (Botn v
DHCP option sets ; y —
| Q Filter routes 1 &
Elastic IPs . /
Managed prefix lists Destination v | Target v | status v | Propagated v | Route Origin v |
NAT gateways 0.0.0.0/0 igw-0522935157a163a37 @ Active No Create Route
Peering connections 10.0.0.0/16 tgw-0ae31632¢154c8fc6 @© Active No Create Route
Route servers 10.1.0.0/16 tgw-0ae31632c154c8fc6 @ Active No Create Route
v Security 172.16.00/16 tgw-0ae31632c154c8fc6 @ Active No Create Route
Network ACLs 172.17.00/16 tgw-0ae31632c154c8fc6 @ Active No Create Route
Security groups 192.168.0.0/16 tgw-0ae31632¢154c8fc6 @ Active No Create Route
v PrivateLink and 192.169.0.0/16 local @ Active No Create Route Table

Lattice




v [ vrC|ap-south-1 X Instances | EC2 | ap-south-1 x |+ = o X

< Cc 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTableDetails:RouteTableld =rtb-0d72b6a61da0f2fb 1 QY b} ®

Account ID: 1531-9156-1265 v

E B 0 @ @ s pahicMumba) v
[] serviee Quotas
e VPC > Routetables > rtb-0d72b6a61da0f2fb1 ® B e
a

VPC dashboard < rtb-0d72b6a61da0f2fb1 / VPC_1_PUBLIC_RT

AWS Global View 12

(“Fitter by v v) Details info

Route table ID Main Explicit subnet associations Edge associations

¥ Virtual private cloud Q) rtb-0d72b6a61da0f2fb1 10 Yes subnet-0575¢763f41b54135 / PUBLIC_SUBNET_VPC_1 -

Your VPCs 2 Owner ID

Subnets Vpc-0ba6f64147b03782a | VPC_1 1) 153191561265

Route tables

Internet gateways Routes | Subnet iati Edge iati Route i Tags

Egress-only Internet

gateways Routes (7) (“Both v
DHCP option sets .

| Q Fitter routes 1
Elastic IPs
inati v v v v igi v
Managed prefix lists Destination Target | status Propagated Route Origin |
NAT gateways 000.0/0 igw-0aafdd2f80deceac © Active No Create Route
Peering connections 10.0.0.0/16 local @ Active No Create Route Table
Route servers 10.1.0.0/16 tgw-02e31632c154c8fc6 @ Active No Create Route
v Security 172.16.0.0/16 tgw-02e31652c154cBfch @ Active No Create Route
Network ACLs 172.17.0.0/16 2031632c154c8fc6 @ Active No Create Route
Security groups 192.168.0.0/16 2031632C154c8fc6 @ Active No Create Route
v PrivateLink and 192.169.0.0/16 tgw-02e31632c154c8fc6 @ Active No Create Route
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v B vec|ap-south-1 x Instances | EC2 | ap-south-1 x |+ -

< (6] 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTableDetails:RouteTableld =rtb-0d05678586a128051 QY b ®

Account ID: 1531-9156-1265 ¥
| Asia Pacific (Mumbai) v

[] service Quotas

e VPC > Routetables > rtb-0d05678586a128051 0] (]
a
VPC dashboard < rtb-0d05678586a128051 / VPC_2_PUBLIC_RT
AWS Global View 12
(“Fitter by v v) Details info
Route table ID Main Explicit subnet associations Edge associations
w Virtual private cloud [0 rtb-0d05678586a128051 0 Yes subnet-097d42d1514d62c0c / PUBLIC_SUBNET_VPC_2 -
Your VPCs vpC Owner ID
Subnets Vpc-075603526ae60ba2d | VPC_2 I3 153191561265
Route tables
Internet gateways Routes Subnet iati Edge iati Route i Tags

Egress-only Internet

(5]

DHCP option sets

| Q Filter routes ) 1
Elastic IPs
Managed prfic it Destination v | Target v | status v | Propagated 9 | Route Origin v
NAT gateways 000.0/0 igw-02122b83adcd2790c @ Active No Create Route
Peering connections 10.1.0.0/16 local @ Active No Create Route Table
Route servers 10.20.0/16 tgw-02e31632¢154c8fc6 @ Active No Create Route
v Security 17216.0.0/16 tgw-02e31632c154c8fc6 @ Active No Create Route
Network ACLs 17217.0.0/16 tgw-02e31632c154c8fc6 @ Active No Create Route
Security groups 192.168.0.0/16 tgw-02e31632¢154c8fc6 @ Active No Create Route
192.169.0.0/16 tgw-02e31632¢154c8fc6 @ Active No Create Route
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Step 42) Now we can see that all vpc across three accounts can all
ping each other over private ip address which confirms all the vpcs
can reach other over internal network using TGW.
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