Multi-Region Active-Active Global Survey Application on
AWS

Project Description:

Designed and deployed a multi-region, fault-tolerant, and globally available web
application using AWS services. The project demonstrates a real-world active-active
architecture where traffic and data are synchronized between the Mumbai (ap-south-1) and
Virginia (us-east-1) regions.

Business Problem & Goal

Modern enterprises require:

e Global website availability

e Zero downtime during regional failures
e Low-latency user experience

e Automatic failover

e Multi-region database replication

e Scalable frontend + backend

This project solves all of the above with real AWS services.

AWS Services Used

Compute

e Amazon EC2

e Auto Scaling Groups



AMI Golden Image

Database

Amazon Aurora MySQL

Aurora Global Database (cross-region replication)

Networking

Amazon VPC

Subnets (Public + Private)
Internet Gateway

NAT Gateway

VPC Peering

Route Tables

Security Groups

Load Balancing & Traffic Routing

Application Load Balancer (ALB)
AWS Global Accelerator

Amazon Route 53

Storage

Amazon S3 (optional for logs)

Architecture Diagram
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Multi

@Etz & ve &8 Ro = s | EFS &3 Cloudwatch @] Simple Notification S

= VPC > YourVPCs > Create VPC

VPC settings

Resources to create Info
VPC reso

Create only t ther networking resources.

[ © VPConly ] ‘ VPC and more

Name tag - optional

Creates a vith a of "Name' and a value that you sj

[ MuMBAI_VPC

IPv4 CIDR block Info
© IPv4 CIDR manual input
IPAM-allocated IPv4 CIDR block

IPv4 CIDR

[ 172.16.0.0/14

CIDR block size must be betwe:

IPv6 CIDR block Info

© NoIPv6 CIDR block
IPAM-allocated IPv6 CIDR block
Amazon-provided IPv6 CIDR block
IPv6 CIDR owned by me

2 ap-south-

skillsBuil

B G &

= VPC » Subnets » Createsubnet

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.
Subnet 1 of 1

Subnet name
Create with a key of 'Name' and a value that you specify

&3] systems Manager

| PUBLIC_SUBNET 1

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in whic

ur subnet will reside, or let Amazon choose

| Asia Pacific (Mumbai) / aps1-az1 (ap-south-1a) v
IPv4 VPC CIDR block info
4 CIDR block for the su he s CIDR must lie within this block
v

| 172.16.0.0/16

IPv4 subnet CIDR block

172.16.0.0/24

@ Am:

Simple Email Se.

Aurora and RDS

Privacy

Shubham

B aws config 73 key >

Terms

Shubham

9 key >

Cookie preferences
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Shubham

@Etz & ve &8 Ro = s | EFS &3 Cloudwatch @] Simple Notification S 2 €8 Systems Manager @ Am simple Email Se. Auroraand RDS B AwS config 1§ key >

= VPC > Subnets > Create subnet ® & B &

CrEaTE @ 6y WItT @ KEY O TWaTlTe TR g Vaiue i you SPeary,

| PUBLIC_SUBNET_2

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in whid

ur subnet will reside, or let Amazon choose

| Asia Pacific (Mumbai) / aps1-az3 (ap-south-1b) v

PC CIDR block Info
the VPC's IPv4 CIDR block for the su

| 172.16.0.0/16 v

CIDR must lie within this block.

IPv4 subnet CIDR block

172.16.1.0/24

< > ~ v

¥ Tags - optional
Key Value - optional
[ a Name % | [ Q. PUBLIC_SUBNET 2 X | ((Remove )

\. Add new tag

You can add

e
( Remove ) -

Step 2) We will create two public subnets with cidr 172.16.0.0/24 and
172.16.1.0/24

ap-south-1.conso Mazon.comy
SkillsBuil P | Kas
(2] fay @ f] Asia Pacific (Mumbai) v e —
&l vec & @ coudront [ & 53 [E & cloudwatch @] Simple Notification Service & Simple ice G ems Manager @ Amazon Simple Email Se. AuroraandRDS B AWS config 88| key >
= VPC ) Subnets > Create subnet Q & B B
Subnet settings -

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create ith & key of 'Name" and a value that you specify.

| PRIVATE_SUBNET_1

The name can be up to 256 characters long

ur subnet will reside, er let Amazon chos e for you

| Asia Pacific (Mumbai) / aps1-az1 (ap-south-1a) v

IPv4 VPC CIDR block info
Choose the VPC's IPv4 CIDR block for the su

| 172.16.0.0/16 v

The subnet's IPv4 CIDR must lie within this block.

IPv4 subnet CIDR block

172.16.2.0/24
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Shubham
@Etz & ve &8 Ro S &3 Cloudwatch  @Hl| Simple Notification S 2 €8 Systems Manager @ Am simple Email Se. Auroraand RDS B AwS config 1§ key >
= VPC > Subnets » Createsubnet ® 6 B =2

B B -

Subnet 1 of 1
Subnet name
Create
| PRIVATE_SUBNET 2

0 256 characters long.

with a key of 'Name® and a value that you specify.

The name can

y Zone Info
in which your subnet will reside, or

\mazon chos e for you.

| Asia Pacific (Mumbai) / aps1-az3 (ap-south-1b) v

IPv4 VPC CIDR block info
Choose the VPC

| 172.16.0.0/16 v

Pv4 CIDR block for the

v4 CIDR must lie within this block.

IPv4 subnet CIDR block

172.16.3.0/24

< > ~ v

¥ Tags - optional
Key Value - optional

Step 3) We will create two private subnets with cidr block as
172.16.2.0/24 and 172.16.3.0/24

ap-south-1.conso Mazon.comy ] n way:in
SkillsBuil P | Kas

(0] o @ 8 Asia Pacific (Mumbai) v e —

Glvee @ @ coudront [ ss [E % CloudWatch [ Simple Notification Service [ Simple ice [ ems Manager | Amazon Simple Emall Se. Aurcraand RDS [T AWS Config [T Key 3

= VPC > Internet gateways > Attach to VPC (igw-07264803619e81bc2) Q & B B

The following internet gateway was created: igw-07264803619¢81bc2 - INTERNET_GATEWAY. You can now attach to a VPC to enable the VPC to communicate with the intemnet. ( AttachtoaVPC ) X

Attach to VPC (igw-07264803619e81bc2)

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach t rmet gateway to this VPC.

(@ vpe-oadeszbacaresteas x)

» AWS Command Line Interface command

Cancel Attach internet gateway
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(2] o @ 8 Asia Pacific (Mumbai) ¥

@Etz & ve &8 Ro @ aoudfront &l s B eFs &g Cloudw & simple Notification S 2 e &g Systems Manager @ Am: simple Email Se. Aurora andRDS [l AWS Config  '§3) ks

= VPC > Routetables » rtb-OafSessf73fSdadec > Edit routes 6 B =

Edit routes

Destination Target Status Propagated Route Origin

172.16.0.0/16 [ tocal v | ©Active No CreateRouteTable
[ Q local x|

[Q oo000/0 X | [ internet Gateway v - No CreateRoute ( Remove )
[ Q. igw-07264803619e81bc2 by ]

( Add route )

cancal  ( Preview ) ({Sava changes

J

Step 4) We will create internet gateway and attach to vpc also we will
edit route in main route table to allow internet connectivity for public
subnets

ap-south-1
ap-south-1.console
SkillsBuild F G Gradua

ic (Mumbal) ¥ nubham

B s @& couaw @l simple Notification S > 4 @) Amazon Simple Email S 18| Aurora and RDS [T AWS config [ Key >

VPC > Routetables > rtb-OafSe55f73f54a9ec > Edit subnet associations e P @

Edit subnet associations
Change which subnets are associated with this route table.

Available subnets (2/4)

I_ Q, Filter subnet associations | 1 fri}
B8 | Name v | SubnetiD v | IPvaCIDR v | IPveCIDR v | Route table ID v |
PRIVATE_SUBNET_2 subnet-00343a68c3c7d87ec 172.16.3.0/24 - Main (rtb-OafSe55f73f54a%c / PUBLIC...
PRIVATE_SUBNET_1 subnet-04ce54af42206ce29 172.16.2.0/24 - Main (rtb-OafSe55f73f54a%c / PUBLIC...
|' PUBLIC_SUBNET_1 subnet-0ea22b42fd1695¢75 172.16.0.0/24 = Main (rtb-0af5e5573f54a9c / PUBLIC... ‘
| PUBLIC_SUBNET 2 subnet-08c9082314bbbc24c 172.16.1.0/24 = Main (rtb-0af5e5573f54a9c / PUBLIC... ‘
.o v
Selected subnets

(" subnet-0ea22b42fd1695¢75 / PUBLIC_SUBNET_1 X | * subnet-08c3082314bbbc24c / PUBLIC_SUBNET_2 X |

Cancel Save associations




Step 5) Attach public subnet to public route table where internet
connectivity is established

/PC | ap-south-1

ap-south-1.console Mazon.comy
skillsBuild P | Kas

B O @ @  AsiaPadfic (Mumbal) v

2 @ vec @ 5 8 3 é f si ice [ ems Manager @] Amazon Simple Emall Se. Aurora and RDS

Edit subnet associations
Change which subnets are associated with this route table.

Available subnets (2/4)

|_ Q, Filter subnet associations | 1 i
B8 | Name v | SubnetiD v | IPv4CIDR v | IPvéCIDR v | Routetable ID v |
|’ PRIVATE_SUBNET_2 subnet-00343a68c3c7d87ec 172.16.3.0/24 - Main (rtb-0af5e55f73f54a%ec / PUBLIC... ‘
|~ PRIVATE_SUBNET_1 subnet-04ce54af42206ce29 172.16.2.0/24 - Main (rtb-0af5e55f73f54a%ec / PUBLIC... J
PUBLIC_SUBNET_1 subnet-0ea22ba2fd1695c75 172.16.0.0/24 - rtb-0af5e55f73f54a9ec / PUBLIC_RT
PUBLIC_SUBNET_2 subnet-08¢9082314bbbc24c 172.16.1.0/24 - rtb-0af5e55f73f54a9ec / PUBLIC_RT
4 13

Selected subnets

[ subnet-00343a68c3c7d8Tec / PRIVATE_SUBNET_2 X | [ subnet-04ceS4af42206ce29 / PRIVATE_SUBNET_1 X |

Cancel Save associations

Multi
mazon.com,
PlK

2] o @ i) Pacific (Mumbai) ¥

@Etz &5 vec &8 rRoute 53 @ CloudFront (S B EFs 3 &l simple Notification Service 2 G ems Manager @)l Amazon Simple Email Se. 88 Aurora and RDS

= VPC > NATgateways > Create NAT gateway ® & B

@ Elastic IP address 13.200.57.77 (eipalloc-0b4b5c89c49dcb6r4) allocated.

Create NAT gateway i

A highly available, managed Network Address Translation (NAT) service that instances in private subnets can use to connect to services in other VPCs, on-premises networks, or the internet.

NAT gateway settings
Name - optional

€ 2 tag with a key of ‘Na

[ nAT_gATEWAY

d a value tha

specify.

The name can be up to 256 characters long

Subnet

t a subnet in which to create the NAT gateway

[ subnet-Deaz2b42fd1635¢75 (PUBLIC_SUBNET 1) v |

Connectivity type
t a connectivity
© Public

Private

e for the NAT gateway.

Elastic IP allocation ID  Info
Assign an Elastic IP address to the NAT gateway

[ eipalloc-Obab5cescasdchefa v | ((Allocate Flastic IP )

sudShell Feedback © na ne. ffilia Privacy Terms. Cookie preferences
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P|Ka

@ Cloudfront 8|53 (Bl EFs 6@ CloudWatch

= VPC > Routetables > rtb-08f6ec21716b6fe81 > Editroutes

Edit routes

@ si

Destination Target Status
172.16.0.0/16 [ local v | ©Active
[ Q local x|
[ @ o0.000/0 X | [ NAT Gateway v | -
[ Q. nat-02219291f424df966 X ]

add oy
(_Add route )

Propagated
No

Shubham

) Aws Config 93 Key

® &
Route Origin
CreateRouteTable
CreateRoute ( D
[ Remove )

=

cancel  (_ Preview ) ({ Save changes

Step 7) We will create nat gateway to provide outbound internet
access to the resources in private subnet

4@ VPC|ap-south-1

ap-south-1.console.au

e VPC > YourVPCs > wpc-02d857bac21edfc29

UNS resoiution

-
Enabled
VPC dashboard < neple
Main network ACL
AWS Global View 12 acl-0627cceSaB5e21a85
| v) IPv6 CIDR (Network border group)
w Virtual private cloud -
Your VPCs
Resource map CIDRs Flow logs
Subnets e
Route tables
Internet gateways Resource map i
Egress-only Internet
gateways VPC
DHCP option sets Your AWS virtual network

Elastic IPs
MUMBAI_VPC
Managed prefix lists
NAT gateways
Peering connections

Route servers New

v Security

Network ACLs

Security groups

renancy
default

Default VPC
No

& Systems Man:

Network Address Usage metrics

Disabled
Tags Integrations
Subnets (4)

Subnets within this VPC
ap-south-1a

@PUBLIC_SUBNET_1
ERPRIVATE_SUBNET_1

ap-south-1b
@PUBLIC_SUBNET_2

[EJPRIVATE_SUBNET_2

UHLP opuion set
dopt-0082196773c5d7d37

IPv4 CIDR
172.16.0.0/16

Route 53 Resolver DNS Firewall rule groups

Route tables (2)

Route network traffic to resources

PUBLIC_RT

PRIVATE_ROUTE_TABLE

@ e ®
Main route tanie
rtb-DafSe5SF73f5aagec / PUBLIC_RT
1PV6 pool
Owner ID

1 638559983526

(P show all details

Network Connections (2)

Connections to other networks

INTERNET_GATEWAY

NAT_GATEWAY

Step 8) We can visualize all the resources we created in vpc

>




G| Create

\Ws.amazon.com,

SkillsBuild F G C ertified Ethic...
(0] o @ @ United States (N. Virginia) ¥ ——
Bz @ v B @ coudrront [ Fs3 [Hers & @l simple Notification Service (& Si ’ ems Manager [l Amazon Simple Email Se...  §9| Auroraand RDS | AWS g (03 Key >
= VPC > YourVPCs > Create VPC ® & B =2
. a
VPC settings
Resources to create Info
Create only the VPC resource or the VPC and other networking resources.

[ © vPConly ] ‘ VPC and more ‘

Name tag - optional

es atag with a

[ vPc_viRGINIA

of ‘Name an that yot

IPv4 CIDR block info
© IPv4 CIDR manual input
IPAM-allocated IPv4 CIDR block

1Pv4 CIDR
[ 192.168.0.0/16 ]
CIDR block size must be betwees /28.

IPVv6 CIDR block Info
© No IPv6 CIDR block

IPAM-allocated IPv6 CIDR block
‘Amazon-provided IPv6 CIDR block
IPv6 CIDR owned by me

Step 9) Similarly will create another vpc in north virginia region with
cidr block 192.168.0.0/16

4 veC|u
25 us-east-1.console.aws.amazon.com,
skillsBuil P|K
(0] o @ i) United States (N. Virginia) v —
B @ v @ @ CloudFront [ & @ Simple Notification Service {8} Simple Q Service ems Manager @)l Amazon Simple Emai f0d] Aurora and RDS S 7 K
= VPC » Subnets » Createsubnet ® & B =2
Supner 1 or 1 .
Subnet name
Create with & key of 'Name' and a value that you specify.
| PUBLIC-SUBNET_1
e for you
| United States (N. Virginia) / use1-az1 (us-east-1a) v
IPv4 VPC CIDR block info
Choose the VPCs IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.
[ 192.188.0.0/16 v
IPv4 subnet CIDR block
192.168.0.0/24
> A v
v Tags - optional
Key Value - optional
[ @ Name % | [ @ PUBLIC-SUBNET_1 % | ((Remove )
" Add new tag D) -




(B} Fay () @ United States (N. Virginia) * —

@Etz & ve &8 Ro @ aoudfront &l s | EFS &3 Cloudwatch @] Simple Notification S 2 e &g Systems Manager @ Am: simple Email Se. Auroraand RDS B AwS config 1§ key >

= VPC > Subnets > Create subnet ® & B &

Subnet 1 of 1
Subnet name
Create
[ PuBLIC_SUBNET 2

to 256 characters long.

with a key of 'Name' and a value that you specify

The name can be

ur subnet will reside, or let Amazon chos

| United States (N. Virginia) / use1-az2 (us-east-1b) v

or you.

IPv4 VPC CIDR block info
Choose the VPCs

| 192.168.0.0/16 v

The subnet's IPv4 CIDR must lie within this block

v4 CIDR block for the subn

IPv4 subnet CIDR block

192.168.1.0/24)

< > ~ v

v Tags - optional
Key Value - optional

[ Q Name % | [ Q PuBLIC_SUBNET_2 % | (_Remove )

Step 10) We will create two public subnets with cidr block
192.168.0.0/24 and cidr block 192.168.1.0/24

@ VPC | us-east-1

.CoNso

(] a @ ] United States (. Virginia) = e —
Glvee @ @ coudront & ss [B % CloudWatch @] Simple Notification Service [ si ice [ ems Manager | Amazon Simple Emall Se. Aurcraand RDS [T AWS Config [T Key 3

= VPC ) Subnets > Create subnet Q & B B
Subnet settings -

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
with & key of 'Name' and a value that you specify.

| PRIVATE-SUBNET_1

Choose the zone in which your subnet will reside, or let Amazon choose or you.

| United States (N. Virginia) / use1-az1 (us-east-1a) v

IPv4 VPC CIDR block info
Choose the VPCs IPv4 CIDR block for the su

| 192.188.0.0/16 v

The subnet's IPv4 CIDR must lie within this block

IPv4 subnet CIDR block

192.168.2.0/24




(B} Fay () @ United States (N. Virginia) * —

@Etz & ve &8 Ro @ aoudfront &l s | EFS &3 Cloudwatch @] Simple Notification S 2 €8 Systems Manager @ Am simple Email Se. Auroraand RDS B AwS config 1§ key >

= VPC > Subnets > Create subnet ® & B
ey

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1
Subnet name
Create
| PRIVATE_SuBNET_2

The name can be up to 256 characters long

th a key of Name" an u specify

Availabili
Choose the zone in whid

y Zone Info
your subnet will reside, or let Amazon choose

| United States (N. Virginia) / use1-az2 (us-east-1b) v

IPv4 VPC CIDR block Info
Choose the VPC 4 CIDR block for the subn

[ 192.168.00/16 v

v4 CIDR must lie within this block.

he subnet

IPv4 subnet CIDR block

192.168.3.0/24

Step 11) We will create two private subnets now with cidr block
192.168.2.0/24 and 192.168.3.0/24

@ VPC | us-east-1

(0] o @ i} United States (. Virginia) = e —

Bz @ve B @ coudront & ss [B @ cloudwatch @l Simple Notification Service 8 Si ice [ ems Manager | Amazon Simple Emall Se. Aurcraand RDS [T AWS Config [T Key 3

= VPC > Internet gateways > Create internet gateway Q & B B

Create internet gateway ..

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of ‘Name and
[ IGW_VPC_VIRGINIA ]

Tags - optional

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.
Key Value - optional
[ @ Name % | [ Q 16w_vPC_VIRGINIA x| ( Remove )

(" Add new tag )

Cancel Create internet gateway
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(B} Fay () @ United States (N. Virginia) * —

@Etz & ve &8 Ro @ aoudfront &l s | EFS &3 Cloudwatch @] Simple Notification S 2 €8 Systems Manager @ Am simple Email Se. Auroraand RDS B AwS config 1§ key >

= VPC > Internetgateways > Attach to VPC (igw-03518dd4fbs83c0068) ® & B

The following internet gateway was created: igw-03518dd4fb83c0068 - IGW_VPC_VIRGINIA. You can now attach to a VPC to enable the VPC to communicate with the internet. Attach to a VPC

Attach to VPC (igw-03518dd4fb83c0068) e

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.
Available VPCs

Attach the internet ga o this VPC

[ Q. vpc-Oeefd372b407e11cd X ]

| vpe-Oeefd372b407e11¢ec - VPC_VIRGINIA |

Cancel Attach internet gateway

Step 12) Again we will create internet gateway and attach it to north
virginia vpc

4 VPC|u
IWS.amazon.com,
P | Ka

i} United States (. Virginia) v

B2 & vec B routess @) coudrront § Clo T 2 G @ Am. Simple Emai Aurora and RDS

= VPC > Routetables > rtb-Ocb4cae94087aebch > Edit routes ® B @

Edit routes

Destination Target Status Propagated Route Origin

192.168.0.0/16 [ tocal v | @ Active No CreateRouteTable
[ Q local X |

| @ oo0o0.0/0 X | | internet Gateway v | - No CreateRoute IC Remove :'
((Q_igw-03518ddafbe3cooss %)

|: Add route )

Cancel ( Preview :| Save changes




United States (N. Virginia) ¥

Shubham
@Etz & ve &8 Ro @ aoudFront | EFS &3 Cloudwatch @] Simple Notification S simple Email Se. Auroraand RDS B AwS config 1§ key >
= VPC > Routetables > rtb-Ocb4cae94087aebch > Edit subnet associations e P &
Edit subnet associations
Change which subnets are associated with this route table.
Available subnets (2/4)
| Q. Filter subnet associations | 1 i
B8 | Name v | SubnetiD v | IPvaCIDR v | IPve CIDR v | Routetable ID v
|) PUBLIC_SUBNET_1 subnet-0756f7180f58beb1f 192.168.0.0/24 = Main (rtb-Ocbdcae94087aebch / PUBL... |
| PUBLIC_SUBNET_2 subnet-0ae9bcf2534e9645a 192.168.1.0/24 - Main (rtb-Ocb4cae94087aebch / PUBLI...
PRIVATE_SUBNET_1 subnet-00f235038885d5be3 192.168.2.0/24 - Main (rtb-Ocb4cae94087aebch / PUBLI...
PRIVATE_SUBNET_2 subnet-0824b0379be18d4ca 192.168.3.0/24 - Main (rtb-Ocb4cae94087aebcb / PUBLI...
4 13
Selected subnets
[ subnet-0756f7180f58beb1f / PUBLIC_SUBNET 1 X | [ subnet-0ae9bcf2534e9645a / PUBLIC_SUBNET 2 X |
Cancel Save associations

Step 13) Edit route table to add route for internet gateway and also
associate public subnet with public route table

east-1.console

skillsBuil

vpC B Route 53

© -

VPC dashboard <

> Route tables >

AWS Global View |2

¥ Virtual private cloud

y VPC: v |

Your VPCs
Subnets

Route tables
Internet gateways

Egress-only Internet
gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways

Peering connections

Route servers New -

@ CoudFront

4| vPC|u

WS.3Mazon.com,

tch

rth-0f015a59b09a74271

@ Route table rtb-0f015a53b03a7

@ simple Notification Serv

1 | PRIVATE-ROUTE_TABLE was created successfully

rtb-0f015a59b09a74271 / PRIVATE-ROUTE_TABLE

Details inro
Route table ID
I5) rtb-0f015a59b09a74271

VPC
vpc-Oeefd372b407e11cc | VPC_VIRGINIA

Main
0 No

Owner ID
0 638559983526

Routes Subnet associations Edge associations Route propagation
Routes (1)

| Q Fitter routes

Destination v | Target v | Status
192.168.0.0/16 local @ Active

B a8 0 @

ems Manager

it subnet associations

Tags

v | Propagated

No

Simple Emat

United States (N. Virginia) ¥

Aurora and RDS

Edge associations

Sy rr———

| Both v | ( Editroutes )

1 ]

v | Route Origin v |

Create Route Table




United States (N. Virginia)
United States (N. Virginia) e

@Etz & ve &8 Ro S & Clo 3 2 G ems Manager (@) Am simple Email Se. Aurora andRDS [l AWS Config  '§3) ks

= VPC > Routetables > rtb-0f015a59b09a74271 > Edit subnet associations 6 B =

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (2/4)

| Q. Filter subnet associations | 1 i
B8 | Name v | SubnetiD v | IPvaCIDR v | IPve CIDR v | Routetable ID v |
PUBLIC_SUBNET_1 subnet-0756f7180f58beb1f 192.168.0.0/24 - rtb-Ocb4cae94087aebch / PUBLIC-ROU...
PUBLIC_SUBNET_2 subnet-0aeSbcf2534e9645a 192.168.1.0/24 - rtb-Ocb4cae94087aebch / PUBLIC-ROU...
|’ PRIVATE_SUBNET_1 subnet-00f235038885d5be3 192.168.2.0/24 - Main (rtb-Ocbdcae94087aebch / PUBLI... |
| PRIVATE_SUBNET_2 subnet-0824b0379be18d4ca 192.168.3.0/24 - Main (rtb-Ocb4cae94087aebcb / PUBLI...
4 3

Selected subnets

(" subnet-00f235038885d5be3 / PRIVATE_SUBNET 1 X | [ subnet-0824b0373be18d4ca / PRIVATE_SUBNET 2 X |

Cancel Save associations

Feedback € e 0 ffilia ns  Cookie preferences

-1.consol

skillsBuild

(B} Fay @ @ United States (N. Virginia) »

ems Manager () Amazon Simple Email Se. Aurora and RDS

= VPC > NAT gateways > Create NAT gateway ® & B &

@ Elastic IP address 34.229.137.49 (eipalloc-0b2d824de22710635) allocated.

Ahighly available, managed Network Address Translation (NAT) service that instances in private subnets can use to connect to services in other VPCs, on-premises networks, or the internet.

NAT gateway settings
Name - optional

Create a tag with a key of ‘Nai

| NAT_GATEWAY

nd a value that you specify.

The name can be up to 256 characters long.
Subnet
t a subnet in which to crea

[ subnet-0aedbcf2534e5645a (PUBLIC_SUBNET 2} v |

the NAT gateway

Connectivity type
Select a cons y type for the NAT gateway.

© Public
Private

Elastic IP allocation ID  info
Assign an Elastic IP address to the NAT gateway

[ eipalloc-0b2ds24de22710635 v | ((Alocate Flastic IP )

Feedback e nazon ¥ or its affilia Privacy ~ Terms  Cookie preferences




Shubham

@Etz & vec &8 Routs 53 @ CloudFront

& Cloudwatcn @l Simple N 2 e G Man: n, fig §3| key >

= VWPC > Routetables > rtb-0f015a59b09a74271 > Edit routes 6 B =B

Edit routes

Destination Target Status Propagated Route Origin

192.168.0.0/16 [ tocal v | ©Active No CreateRouteTable
[ Q local x|

(@ o.000/0 x| [ war Gateway v | @ Active No CreateRoute .( Remove :.
| @ nat-0876281eabezc763c X |

( Add route )

cancal  ( Preview ) ({Sava changes

Step 15) Will create Natgateway to provide internet in private subnet and
also add the route in private route table

e VPC > YourVPCs > vpc-Oeefd572b407el1cc

-

VPCdashboard <

AWS Global View (3

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Intermet gateways

Egress-only Intemet
gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways
Peering connections

Route servers New

¥ Security
Network ACLs

Security groups

¥ Privatelink and

[0 vpc-Deefd372b407e11cc

DN resolution
Enabled

Main network ACL
acl-01ce0ff10a0421§74

1PV6 CIDR (Network border group)

Resource map CIDRs

Resource map info

VPC
Your AWS virtual network

VPC_VIRGINIA

@ Available

Tenancy
default

Default VPC
No

Network Address Usage metrics
Disabled

Tags Integrations

Subnets (4)
Subnets within this VPC

us-east-1a

©PUBLIC_SUBNET_1
ENPRIVATE _SUBNET_1

us-east-1b

@PUBLIC_SUBNET 2

EIPRIVATE_SUBNET_2

Qoff

DHCP option set
dopt-0b319ebabebd3004f

IPv4 CIDR
192.168.0.0/16

Disabled

Main route table

ROUTE_TABLE_VI

1PV pool

Route 53 Resolver DNS Firewall rule groups

Route tables (2)
Route network traffic to resources

PRIVATE-ROUTE_TABLE

PUBLIC-ROUTE_TABLE_VIRGINIA

Owner ID
TE] 638559983526

Network Connections (2)
Connections to other networks

IGW_VPC_VIRGINIA

NAT_GATEWAY

@ Show all details

Step 16) We can verify the all resources in vpc are connected and
configured correctly



ity Groups > Create security group Q0 6 B &

CrTaLe ITuanity Yo i

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.

Basic details
Security group name Info

| ssH |

Name cai

Description info

[ allows ssh only from my ip )

VPC Info
| vpc-024857bac21e4fc29 (MUMBALVPC) v

Inbound rules i

Type Info Protocol Info Portrange info Source Info Description - optional Info

| ssH v | | Anywhe.. ¥ | | | (_ Delete )

((0000/0 % |

(ada rute )

| & Rules with source of 0.0.0.0/0 or ::/0 allow all IP addresses to access your Instance. We recommend setting security group rules to allow access from known IP addresses only. x|

| ap-south-1

sBuilc

= VPC > SecurityGroups > Create security group 06 R &2

Create security group i

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.

Basic details

Security group name Info

| ALB_SG |

Nai ’

Description info

| aalows all traffic ta application load balancer |

VPC Info

| vpc-02d857bac21e4fc29 (MUMBAI_VPC) v

Inbound rules i

Type Info Protocol Info Portrange  Info Source Info Description - optional Info

Al traffic [[custom w | [ Q | | | ( Delete )

aad Y
(_Add rule )

Outbound rules i

Type Info Protocol Info Port range

Destination info Description - optional Info -




| ap-south-1

ap-south-

= WVPC ) SecurityGroups > Create security group Qo B &

Create security group i«
A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.

Basic details
Securlty group name info

| Ec25G6 |

Nai

Description info

[ allows all traffic to ec2 only through loadbalancer security group ]

VPC Info

| wpc-02dB57bac21e4fc29 (MUMBAI_VPC) v

Inbound rules i

Type Info Protocol Info Portrange info Source Info Description - optional Info

| A trafhic v | [ custom ¥ | [ Q sg04sd2dos2acaczean X | | | ( petete )

[ sg-045d2d062ac4c2cdn X |

(" Add rute

= VPC » SecurityGroups > Create security group @ 6 B &

Create security group i«

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.

Basic details

Securlty group name info

| Hte |
—

Description info

| ALLOWS HTTP ON PORT 80 |

VPC Info
| vpc-02d857bac21e4fc29 (MUMBALVPC) v

Inbound rules i

Type Info Protocol Info Portrange info Source Info Description - optional Info

| HTTP v | | Anywhe... ¥ | | |

— T o
| HTTP v | | Anywhe... w | | ( Delete )

¢ aaa rore
(_ Add rule ) -




| ap-south-1

ap-south-

= WVPC ) SecurityGroups > Create security group Qo B &

Create security group i«
A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.

Basic details
Securlty group name info

| AURORA_DATABASE_SG |

Nai

Description info

| Allows all traffc to dataabse only through ec2 instances |

VPC Info

| wpc-02dB57bac21e4fc29 (MUMBAI_VPC) v

Inbound rules i

Type Info Protocol Info Portrange info Source Info Description - optional Info

| mysaL/aurora v | [ custom ¥ | [ Q sgofcafecorsoebcsez X | | | { pelete )

(" sg-ofcateco7s0encscz X |

(" Add rute

SecurityGroups | VPC C

States (N. Virginia) ¥

& v dFront [ 53 @ sim i s 2 m e... [ Auroraa s 8 ey Managemen
e VPC > Security Groups
vPC < Expe oup

AWS Global View 13

| Name ¥ | Security group ID ¥ | Security group name v | ¥ | Description v | Owner
v
HTTP sq-DaafadBc244dB5d71 HTTP allows http 638559583526
¥ Virtual private cloud ALB_SG 50-0d700362f2defoa6 ALB_SG allows sq security 638559983526
Your VPCs SSH 50-077ch7d88ed7! SSH allows ssh 638559983526
subnets AURORA-DB 59:0877bb27a7ealdea2 AURORA ALLWOS AURROA 638559083526
Route tables
= 50-0605032b046a703a3 default pc-Deefd372b407¢11cc default VPC security group 638559983526
Internet gateways
EC2 56 -0201ec2a308210902 HHTP vpe-Oeefd372b407e11cc allows http traffic 638559583526
Egress-only Internet
gateways 4 »
Carrier gateways
DHCP option sets - a
Elastic IPs sq-0aafad8c244d89d71 - HTTP 8>
Managed prefix lists
Details | Inboundrules | Outboundrules | Sharing-new | VPCassociations-new | Tags
NAT gateways —_—
Peering connections
Route servers New Details
¥ Security Security group name Security group ID Description vpCID
Network ACLs I HTTP T3 sg-Oaafad8c244dB3d71 5 allows http
Security groups Owner Inbound rules count Outbound rules count
Iy 638559983526 2Permission entries 1 Permission entry
¥ PrivateLink and - -

Step 17) We will create security groups
SSH SG only for ssh

HTTP SG for allowing port 80

ALB_SG allowing all traffic on it



EC2_SG allowing all traffic on ec2 only through ALB_SG security group
AURORA_DB SG allowing 3306 on database only through EC2_SG

= EC2 > Instances > Launchan Instance 06 R &

»

@ It seems like you may be new to launchi tances in EC2. Take a walkthrough to learn about EC2, how to launch instances and about best practices Do not show me this message again.

Launch an instance i

v Summary
Amazon EC2 allows you to create virtusl machines, or instances, that run on the AWS Cloud. Quickly get started by following the simple steps below.

Number of instances | info

Name and tags i [
Name

§ Software Image (AMI) -
| NGiMx-sERvER Add additional tags Canonical, Ubuntu, 24.04, amds...read more

ami-02d26650fd82cf200

Virtual server type (Instance type)

v Application and OS Images (Amazon Machine Image) i+ t2micra
An AMI contains the operating system, application server, and applications for your instance. If you don't see a suitable AMI below, use the search field or choose Firewall (security group)
Browse more AMIs. 2 security groups

Storage (volumes)

| Q search our futl catatog inctuding application and OS i
1 volumels) - 8 GIB
Recents Quick Start ( 3
@ Free tier: In your first year of opening an AWS account, X
you get 750 hours per month of t2.micro instance

Amazon mac0s Ubuntu Windows RedHat || SUSE Linux Debian Q usage (or t3.micro where t2.micro isn't available) when -

u

e Browse more AMis
T . Cancel Launch Instance
aws [ huntu® rcoft . - © ding .

EC2 > Instances > Launch an instance (O C ISy =

[2 =
v Summary

Allow tags in metadata  Info

Number of instances | Info

| Enable v |
|1
”:‘7:?““""’:“"7""‘” I Software Image (AMI) -
P ) o Canonical, Ubuntu, 24.04, amds...read more
I\ 4 Choose file /l ami-02d26650fd82cf200

“@\fbinfbash :Izlrr:::rl:ewerwua (instance type)
sudo apt update -y
sudo apt install nginx -y
systemctl enable ngin

systemctl start nginx

Firewall (security group)
2 security groups

‘ Storage (volumes)
1 volumels) - & GIB

- N
@ Free ther: In your first year of opening an AWS account, X
you get 750 hours per month of t2.micro instance
usage (or t3.micro where t2.micro isn't available) when -

Cancel Launch instance

B? Preview code

User data has already been base64 encoded




rail x @ Instance details | EC

ap-south-1.console.av azon.com/ec?/ho
skillsBuild
aws S, - - _n
S, A Pacific (Mumbai) ¥ —
Bl @ vec @ routess @ couorome B @& cloudwaten @8 Simple Notification Service 48| Simple Queue Service | &g ms Manager (@) Am Simple Emall Se. \urora and RDS
e €2 > Instances ) i-0f7098¢a435382303 ® 5
- -
EC2 <

Instance summary for i-0f7098ca435382303 (SERVER_1) it @( connect ) ((instance state v ) ((actions v )

Updated less than a minute ago

Dashboard

AWS Global View L2

Event Instance ID Public IPv4 address Private IPv4 addresses
vents
I0) i-0f7098cad35382303 [0 15.207.72.163 | open address [ [0 172.16.0.156
¥ Instances
IPv6 address Instance state Public DNS
Instances - @ Running -
Instance Types
L - It Hostname type Private IP DNS name (IPv4 only)
aunch Templates IP name: ip-172-16-0-156.ap-south- [0 ip-172-16-0-156.ap-south-1.compute.internal
Spot Requests 1.compute.internal
Savings Plans
Answer private resource DNS name Instance type Elastic IP addresses
Reserved Instances _ t2.micro _
Dedicated Hosts
Auto-assigned IP address VPCID AWS Compute Optimizer finding
Capacity Reservations e ™
0 15.207.72.163 [Public IP] [0 vpc-02d857bac21e4fc29 (MUMBAI_VPC) [2 (@ Opt-in to AWS Compute Optimizer for recomme
Capacity Manager New ndations.
- | Learn more [2 -

idShell Feedback

ubuntu@ip-172-16-0-156: ~

Step 19) We will ssh into the server



Oct 27 16:51 * O @91%

root@ip-172-16-0-156: ~

Step 20) We will check nginx server status

Ockt 27 1654 ¥ 4 @89%

root@ip-172-16-0-156: /homefubuntu/survey-app

Step 21) we will create directory for survey-app




Oct 27 16:55 * O @89%

root@ip-172-16-0-156: ~

Step 22) We will install node js package manager

Ock27 17:11 ' 4 @81%

root@ip-172-16-0-156: /homefubuntu/survey-app

Step 23) we will start our app now




root@ip-172-16-0-156: ~

Step 24) We will install mysql-client on ec2

@ CreateImage |EC2|ap+: x

ap-south-1.console.aws.amazon.com/t

skillsBuild f P | Ka tified Eth

2 L 2 Shubham

@ doudFront & s3 8| Ers &g CloudWatch @8] Simple Notification Service | Simple Queue Service |8 Systems e \ S 8 AuroraandRDS

ECZ > Instances } [-0f7098ca435382303 » Create image 6 B &

Create image ..«

An image (also referred to as an AMI) defines the programs and settings that are applied when you launch an EC2 instance. You can create an image from the configuration of an existing instance.

Image details

Instance ID
I0) i-0f7098ca435382303 (SERVER_1)

Image name

[ golden-ami ]

Maximum 12

acters. Can't be modified after creation.

Image description - eptional

| Image description

Maximum 25

Reboot instance

When selected, Ama: C2 reboots the instance so that data Is at rest when snapshots of the attached volumes are taken. This ensures data consistency.

Step 25) After all installation we will create golden image of our server



andRDS > Databases

ing
Your database might take a few minutes to launch. You can use settings from surveydb to simplify configuration of suggested database add-ons while we finish creating your DB for you.

Aurora and RDS < ) Creating database surveydb
Dashboard
Databases

Databases (2)

Query editor a
Performance insights e

Snapshots DB identifier a | Stus v | Role

Exports in Amazon 53

Automated backugs surveydh @ Creating Regional cluster
Feserved nstances @ Creating Reader instance

Pr.

v

Engine

Aurora My.

Aurora My.

v

Region

ap-south-1

v

Size

1instance

db.r7glarge

@ Group resources @

¥ | Recommendations

Subnet groups
Paramater groups

Option group:

Custom engins

versions

Zero-ETL integrations

Events

Event subscriptions

Recommendations ([l

Certificata update

19:09

root@ip-172-16-0-156: fvar/www/mywebsite

(<]

Create database

Current activity

=

nor

not




- Oct27 19:09

v @ Employment Survey x +

< c A Notsecure 15.207.72.163 T & Incognito (2)

Employment Survey Form

Step 27) We can access our website on public ip of ec2 instance

- Oct 27 v ) E@89%

v @ Employment Survey x + - 2 X

&« c /A Notsecure 15.207.72.163 ¥ & incoanito (2)

Employment Survey Form
‘Shubham mishra
shubham22mishra@gamil.com
24
997379379
Employed v

B.E

[ Cloud engineer| ]

Step 28) We will fill data on our employment survey form



10

root@ip-172-16-0-156: fvar/www/mywebsite

Step 29) We can see that data from website is stored in our global aurora

database

skil

Build fe

e ECZ > AMIs > ami-01c4e95ch1bf5a534

EC2 <

Dashboard
AWS Global View .2
Events
¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New
v Images
AMIs
AMI Catalog
v Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

Step 30) Till then our ami was created successfully in mumbai

-

rtified Ethi

Image summary for ami-01c4e95¢cb1bf5a534 (Employement_website)

AMIID
D) ami-01c4e95cb1bf5a534

AMI name
D) employment_website-golden_ami

Root device name
I0) fdev/sdal

Boot mode
uefi-preferred

Description

Last launched time

Source AMI ID
I ami-02026659fd82cf299

Permissions Storage

Image share permission
Private
This i

Image type
machine

Owner account ID
ID) 638559983526

Status
@ Avallable

State reason

Product codes

Block devices

ID) /dev/sda1=snap-03de0Be45d04b3datl:Brtrue:g
p3

I3 /dev/sdb=ephemerald

[0 /dev/sdc=ephemerall

Source AMI Region
ap-south-1

My AMI usage - new Tags

.C [ EC2 Image Builder

2N are ~
) (_Actions v )

)L Launch instance from AMI

Platform details
Linux/UNIX

Architecture
x86_64

source
oe p
mi

ment_website-golden_a

Creation date
[E] 2025-10-27T13:50:12.000Z

RAM disk ID

Deregistration protection
@ pisabled

Root device type
BS

Usage operation
Runinstances

Virtualization type
hvm

Kernel ID

Deprecation time

Allowed Image




Create Global Databas

1gl... [ Cisco skills For...
(Mumbai) v

nfig 8

Aurora and RDS > Databases > surveydb > Add aregion

Add a region

You are creating a global database and adding a secondary region within it. Secondary regions can serve low latency reads. In the unlikely event your database becomes degraded or isolated in the primary region, you can promote your secondary region.

Global database settings

Global database identifier

atab

| global-surveydn

The global database identifie alphanumeri

AWS Region

Secondary region

| US East (N. virginia) v

Cluster storage configuration inw
Choose the storage configuration for the Aurora DB cluster that best fits your application’s price predictability and price performance needs.

© Aurora Standard

- Cos i

Terms

udShell  Feedback

Privacy

@ copyimage | EC2 | ap
ap-south-1.consol

Gradua

Shubham
&&| Aoudwatch @8] Simple Notification Service i #* \ %68 Aurora andRDS )
= ECZ > AMIs > ami-01c4e95cb1bf5a534 > Copy AMI ® [y
Copy Amazon Machine Image (AMI) -
Original AMI ID Region
E ami-01c4e55cb1bf5a534 (Employement_website) ap-south-1 (Mumbai)
AMI copy name
| employment_website-golden_ami
AMI copy description
[Copied ami-01c4e95cb1bf5a534 (Employement_website) from ap-south-1] employment_website-golden_ami
Y.
Destination Region
A copy of the original AMI will be created in the destination Region.
[ United States (N. Virginia) v ]
\:I Copy tags
Includes your user-defined AMI ta en copying the AMI
Time-based copy - new  Info
Specify a completion duration for the snapshot copy operations of the associated snapshots. The completion duration applies to each associated snapshot individually. Additional costs apply. Learn more [4
— -

Step 32) We will now copy our golden ami in to north virginia region



= EC2 > Targetgroups > Create target group

»

Step 1
Create target group reate rou|
Create target

Your Load balancer routes requests to the targets in a target group and performs health checks on the targets,

-
Rey
Basic configuration
Settings in this section can't be changed after the target group is created.

Choose a target type

© Instances

Lambda function

- Facilita

Application Load Balancer

Pacific (Mumbai) v

& nfig (85

VPC

= EC2Z > Loadbalancers > Create Application Load Balancer

»

Create Application Load Balancer i
The Application Load Balancer distributes incoming HTTP and HTTPS traffic across multiple targets such as Amazon EC2 instances, microservices, and containers, based on request attributes. When the load balancer receives a connection request, it
evaluates the listener rules in priority order to determine which rule to apply, and if applicable, it selects a target from the target group for the rule action.

» How Application Load Balancers work

Basic configuration

Load balancer name

cer is created.

Name

!ALH : - — 7 7 _ )

begin or e

ique

Scheme | Info
E an't be ck

Internal

balancer IP address type | Info

the fro 1P address type to assigy

to the load balancer. The

4 addresses.




e EC2 ) Load balancers Bl e R Q@

Ay

- Ie N
v Elastic Block Store (@ Introducing URL rewrite for Application Load Balancer x
Volumes Modify host headers and URL paths of incoming requests before they reach your targets. To get started, add a rule to your listener and configure a transform.
\ J
Snapshots P =
Lifecycle Manager Load balancers (1) @ (__actions ¥ ) ({_ Create load balancer | ¥
. Elastic Load Balancing scales your load balancer capacity automatically in response to changes in incoming traffic.
¥ Network & Security
Security Groups ([ Ftterioad J L @
Elastic IPs ~ x
ame Type v Scheme v | 1P address type v | VPCID[2 v | Availability Zones v Security groups
Placement Groups 5 .
ALB application Intemet-facing 1Pva wpc-02d857bac21e4fc29 2m

5g-045d2d062act
»

Key Pairs Ll
Network Interfaces
v Load Balancing
Load Balancers
Target Groups
Trust Stores
¥ Auto Scaling

Auto Scaling Groups

Settings

0 load balancers selected

Step 33) We will create Target group, Application Load balancer in mumbai
region

ECZ » Launchtemplates > Create launch template Q0 6 R @
=
Create launch template
P ¥ Summary

Creating a launch template allows you to create a saved instance configuration that can be reused, shared and launched at a later time. Templates can have multiple
versions. Software Image (AMI) -

Launch template name and description Virtual server type (instance type)

Launch template name - required °

] Firewall (security group)

paces or specia

ount. Max 128 chars

Storage (volumes)

Pe ~
@ Free tier: In your first year of opening an AWS account, X
Auto Scaling guidance | Info you get 750 hours per month of t2.micro instance usage
Selact this if you intend to usa this templata w Sealing (or t3.micro where t2.micro isn't available) when used
Provide guidance to help me set up a template that | can use with EC2 Auto Scaling with free tier AMIs, 750 hours per month of public IPv4
address usage, 30 GiB of EBS storage, 2 million 1/0s, 1
GB of snapshots, and 100 GB of bandwidth to the
» Template tags internet. Data transfer charges are not included as part
of the free tier allowance.
» Source template -
L s
Launch template contents
Cancel Create launch template

Specify the detalls of your launch template below. Leaving a field blank will result in the field not being included in the launch template

Step 34) We will now create launch template for ASG



ap-south-1.console.a

IWS.aMazon.com/

(8 Choose launch template

Choose instance launch options

Integrate with other services

d scaling

EC2 > AutoScaling groups > Create Aute Sealing group

Choose launch template i

Specify a launch template that contains settings common to all EC2 instances that are launched by this Auto Scaling group.

Name

Auto Scaling group name
Entes e dentify

| ase-1

Must be

tin the current

Launch template wr.

-

(@ For accounts created after May 31, 2023, the EC2 console only supports creating Auto Scaling groups with launch templates. Creating Auto Scaling groups with launch configurations is
not recommended but still available via the CLI and API until December 31, 2023.
\

Launch template

aunch

| Ase-1 v | (C)

Create a launch template [2
Version

| Default(1) v

= EC2 > AutoScalinggroups > Create Auto Scaling group Q6 R

@ Review

Network inro

For most applications, you can use multiple Availability Zones and let EC2 Auto Scaling balance your instances across the zones. The default VPC and default subnets are suitable for getting started

quickly.

VPC th e virtual ne for
=
vpc-02d857bac21e4fc29 (MUMBAI_VPC) v | ©

Create aVPC [2

Availability Zones and subnets
hich Availabi

and subnets your

tect Availability Zones and subnets

I aps1-az1 (ap-south-1a) | subnet-0dce54af42206ce29 (PRIVATE_SUBNET_1) X I
172162 4

I aps1-az3 (ap-south-1b) | subnet-00343a68c3c7dB7ec (PRIVATE_SUBNET_2) X ]
172 4

Create a subnet [3

Availability Zone distribution - new
Scaling automatically balances instances across Av

res occur in a zone

© Balanced best effort
f Launc] il in one Avails

¥ Zone. Auto Scaling

pt to launc

r healthy




ling groups |

ap-south-1.console.aw

= ECZ > Auto Scaling groups E 0 & B &
: Lastupdated /=3y (7 - N AN e ~
Auto Scalmg groups (1) infe e 1\9) (__taunch configurations ) ( _Launch templates % ) (_Actions v ) { Ereate Aut Scaling group
| Q Search your Auto Scall | 1 ©
Name v Launch template/configuration [ ¥ | instances ¥ | Status v Desired capacity ¥ Min @ Max © Availability Zones ¥ Creation time v |
ASG-1 ASG-1 | Version Default 0 © Updating capacity... 1 1 1 2 Availability Z Mon Oct 27 2025 19:37,
0 Auto Scaling groups selected ~

EC2| 3
ap-south-1. e Mazon.com,

P|Ka

e EC2 > Instances

EC2 < ~ Instances (1

(Q Find Instan _sensitive) ] [ Austates w |

Dashboard

- N
X) | (clearfitters ) 1 [

AWS Global View 12 J

Events

Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarmstatus | Availa

ity Zone ¥ | Public IPv4 DNS v | PublicIP

¥ Instances -0243a0b50ff402¢ae @ Running @ @ t2.micro @ Initializing View alarms +  ap-south-1b - -

Instances 4 4

Instance Types
Launch Templates
Spot Requests
Savings Plans

Reserved Instances Select an instance @ v

Dedicated Hosts
Capacity Reservations

Capacity Manager New

v Images

AMIs
AMI Catalog

Elastic Block Store

L]

Volumes

Step 36) Now we can see 1 instance was launched by ASG using our
launch template where golden ami was used.



@ Employment Survey

C
w sk

A Notsecure

illsBuild

alb-1 p-south-1.elb.amazonav

Grad

Employment Survey Form

Full Name

Contact Number

Employment Status

Job

Step 37) We can now verify that our load balancer is working and we are
able to access our employment survey website

Aurora and RD
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Aurora and RDS <

Dashboard
Databases

Query editor

Performance insights

Snapshots

Exports in Amazon 53

Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versi
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Zero-ETL integrations

Events

Event subscriptions
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P | Kaspers...

& acudwatch

e Aurcraand RDS 3 Databases > global-surveydb

o B2 e
global-surveydb w_:@':_w w_: Modify ) 1: Actions ¥ )
Related
[ @ f J
1 o
DB identifier A | Status @ |
global-surveydb @ Available
global-surveydb-cluster-1 [ @ Available
global-surveydb-instance-1 [ @ Available
surveydb @ Available
surveydb-instance-1 @ Available
1 G L3
< Connectivity & security Configuration Tags >

Privacy  Terms okie preferences

roraand RDS » Databases

Aurora and RDS <

Dashboard
Databases

Query editor
Performance insights
Snapshots

Exports in Amazon S3
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Zero-ETL integrations

() Cloudshell  Feedback
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®ss B ers @ coudwatch @] Simple Notification Servic:
o &
Databases (5)
@ Group resources \:@) Modify Actions ¥
Create database v
| Q Fiter by databases |
1 ]
DB identifier a | stat
global-surveydb @A
global-surveydb-cluster-1 @A
global-surveydb-instance-1 @A
surveydb [3 @m
surveydb-instance-1 [2 @~
1 I »

Frivacy

Terms

Cookle preferences



Step 38) We can see global aurora database is replicated successfully in
north virginia region
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et group details

amazon.comy

skillsBuil
B a o
Bl @ ve B @ cloudrront 53 (& & CloudWatch @ Simple Notification Service 8 Simple senvice [ ems Manager (@) Am: Auroraand RDS Bl Aws
e EC2 > Targetgroups > TG-VIRGINIA @ B &
Snapshots - -
Lifecycle Manager @ Successfully created the target group: ‘Anomaly detection is automatically applied to all registered target n be viewed in the Targets tal
v Network & Securit! 4 - N
Y TG-VIRGINIA (Actions ¥ )
Security Groups
Elastic IPs .
o e Details
acement Groups I8 am:aws:elasticloadbalancing:us-east-1:638559383526:targetgroup/ TG-VIRGINIA/682667cc7986fca?
Key Pairs
Y Target type Protocol : Port Protocol version VPC
Network Interfaces Instance HTTP: 80 HTTP1 vpc-Oeefd372b407e1 1ec [2
v :
Load Balancing IP address type Load balancer
Load Balancers IPv4. (D None assoclated
Target Groups
Trust Stores 0 @0 ®0 0 0 0
¥ Auto Scaling Total targets Healthy Unhealthy Unused Initial Draining
Auto Scaling Groups 0 Anomalous
Settings Targets Monitoring Health checks Attributes Tags
- -

(0] o @ @ United States (N. Virginia) ¥ ——
B Bve B 3 & a Gt 3 si &3 systems Manager @ Amazon Simple Email Se. & ey >
e EC2 > Load balancers > alb-virgina e P @
Snapshots - P o -
Lifecycle Manager (@ Introducing URL rewrite for Application Load Balancer x
Modify host headers and URL paths of incoming requests before they reach your targets. To get started, add a rule to your listener and configure a transform.
¥ Network & Security \ J
Security Groups P SN S N
alb-virgina (@) ( Actions v )
Elastic IPs -
Placement Groups .
¥ Details
Key Pairs
Network Interfaces Load balancer type Status VPC Load balancer IP address type
Application (@ Provisioning vpc-Oeefd372b407e1 1cc [ 1Pvd
¥ Load Balancing
Scheme Hosted zone Availability Zones Date created
Load Balancers
Internet-facing Z355XDOTRQ7X7K subnet-00f235038885d5be3 [A us- October 27, 2025, 20:03 (UTC+05:30)
Target Groups east-1a (usel-az1)
Trust Stores subnet-0824b0375be18d4ca [2 us-
. east-1b (use1-az2)
¥ Auto Scaling
Auto Scaling Groups Load balancer ARN DNS name Info
! loadbalancing: t-1:63855998: loadb /app/alb-virgin 6 alb-virgina-1060972547.us-east-1.elb.amazonaws.com (A Record)

5]
a/2fddbScdea2fd87d

Settings
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EC2 < Launch Templates (1) inro (C) ( Actions v ) ({ Create taunch template
Dashboard | Q seareh 1 <3
2
EC2 Global View |2 Launch Template ID v \ Launch Template Name v \ Default Version « Latest Version v Create Time v Created By
Events
1t-0321546d81811cee8 virginia_launch_template 1 1 2025-10-27T14:34:51.000Z arn:aws:iam::638%
¥ Instances 1 r
Instances
Instance Types
Launch Templates
Spot Requests -
Select a launch template @ v

Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
v Images
AMIs
AMI Catalog hd
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vpC & Route 53 @) CloudFront k & Watch @l Simple Notification Service 3 e ¢ ems Manager )| Am g T key >

= EC2 > Auto Scaling groups [= ® & B &

@ ASG_VIRGINIA created successfully

i Last updated [ [ N ) N s - ~ =
Auto Scaling groups (1) infe e (\Q/J | Launch configurations | [  Launchtemplates [3 ) ( Actions v ) [ Create Auto Scaling group
| @ search your Auto Scaling groups | 1 [}
Name v | Launch template/configuration[7 v | Instances v | Status v | Desiredcapacity v | Min v Max v Availability Zones v | |
ASG_VIRGINIA virginia_launch_template | Version Defaul 0 (@ Updating capacity. 1 1 1

0 Auto Scaling groups selected ~

Step 39) Similarly we have created Target group ALB and ASG in north
virginia region as well
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Step 40) We can verify that same ami is used by north virginia ALB and
setup is successful in north virginia region as well

root@ip-172-16-0-20: ~




= VPC ) Peering connections » Create peering conne:

S —

A VPC peering connection is a netwarking connection between two VPCs that enables you to route traffic between them privately. Info

Peering connection settings

Na
=

g with a key of Name' and a value that you

| peering

Select a local VPC to peer with

VPC ID (Requester)

|| vpc-02d857bac21e4fc29 (MUMBAI_VPC) v |
VPC CIDRs for vpc-02d857bac2 1e4fc29 (MUMBAI_VPC)

CIDR Status Status reason

172.16.0.0/16 @ Associated -

Select another VPC to peer with

Account
©Q My account
Another account

Region
This Region (ap-south-1)
Q Another Region

Shubham

eﬂ > Peering connections @ (O I

Your VPCs

Subnets

Route tables

Internet gateways
Egress-only Internet Accept VPC peering connection request it
gateways
Carrier gateways Are you sure you want to accept this VPC peering connection request? (pox-05a87832bbad94e7f)
DHCP option sets Requester VPC Accepter VPC Requester CIDRs
Elastic IPs I5 vpc-02d857bac21e4fc29 vpc-Oeefd372b407e11cc / 15 172.16.0.0/16
Managed prefix lists VPCVIRGINIA .
Accepter CIDRs Accepter Region
NAT gateways - Requester Region N. Virginia {us-east-1)
. . Mumbai (ap-south-1)
Peering connections Requester owner ID
Route servers New D) 638559983526(This account) Accepter owner ID
. 0] 638559983526(This account)
¥ Security
Network ACLs Cancel Accept request
Security groups
v PrivateLink and
Lattice
Getting started
[3J CloudShell

Step 41) We will establish peering connection between Mumbai and Virginia
vpc as database and ec2 are in private subnet to enable communication
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P | K:

VPC > Route tables > rtb-O 5f73f54a%ec > Edit routes e N 2
routes
Destination Target Status Propagated
172.16.0.0/16 (Ttocal v | @ Active No CreateRouteTable
[ @ tocat X |
[(a co0o/0 X | [ interet Gateway v | @active Ho CreateRoute (_Remove )
| Q igw-07264803619e81bc2 x|
[ @ 192.168.00/16 % | [ Peering Connection v | - No CreateRoute ( Remove )
[q pox-05287832bbadsdeT X ]

PP
(_ Add route )

P
Cancel  (_Preview ) ({ Save changes

e VPC > Routetsbles > rtb-08f6ec21716b6fed1 OB c Il =

VPC dashboard < @ Updated routes for rtb-08f6ec21716b6fe81 / PRIVATE_ROUTE_TABLE successfully

» Details

AWS Global View 12

(7 - ‘ rth-08f6ec21716b6fe81 / PRIVATE_ROUTE_TABLE (Actions v )
Filter by VPC. v —_—

w Virtual private cloud

L]

Details e

Your VPCs

Sub Route table ID Main Explicit subnet associations Edge associations
ubnets

ID) rtb-08f6ec21716b6fe81 [ 2 subnets

Route tables
VPC Owner ID

Internet gateways vpe-02d857bac21e4fc29 | MUMBAIL D) 638559983526

Egress-only Internet

‘;::\:‘::(ion sets Routes Subnet associations Edge associations Route propagation Tags

Elastic IPs

Managed prefix lists Routes (2) [‘Both ¥ | ( Edit route
NAT gateways | Q, Fiiter routes )

Peering connections Destination v | Target v | Status ¥ | Propagated ¥ | Route Origin v |
Route servers New 172.16.0.0/16 local @ Active No Create Route Table

Security 192.168.0.0/16 DOC05287832bbadode7f @ Active No Create Route

Network ACLs

Security groups
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= VPC > Routetables > rtb-0f015a59b03a74271 > Edit routes

Edit routes

& simple Notification S

Destination Target Status
192.168.0.0/16 [ local v | @Active
[ Q local x|
I. Q, 172.16.0.0/16 x II | Peering Connection v | -
((Q pocosas7eszbbasgdert x )

( Add route )

WS.3Mazon.comy

Bl cc2 @ vec 8 route s3

@ CoudFront & s3

P K

& Cloudwatch

= VPC > Routetables > rtb-Ocb4cae94087aebch > Edit routes

Edit routes

@ simple Notification Service

ervice

Destination Target Status

192.168.0.0/16 [ local v | ®@Active
| @ local x|

[ @ o000/ % | [ Intemet Gateway v | ©Active
[ Q. igw-03518dd4fba3c0068 x |

| Q 17216.00/16 X | | Peering Connection v | -
((Q poc0saszesabbasgsert %)

1§ Add route

€8 Systems Manager @ Am

Propagated
No

No

B a o

&) Systems Manager

Propagated
No

No

No

Simple Email Se.

Simple Emat

United States (N. Virginia) ¥

Aurora and RDS

Route Origin

CreateRouteTable
CreateRoute
~

(" Preview )
\

Cancel )

Aurora and RDS

Route Origin

CreateRouteTable
CreateRoute

CreateRoute

o
( )
Cancel  (_Preview )

@ Aws config 193] K

(" Remove )
. v

Save changes
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9 key >

® B &

(" Remove )
. J

( Remove )

Save changes

Step 42) Update route table entries for proper routing to both vpc
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= AWS Global Accelerator > Accelerat

1 Add endpoints

Enter name
Now that you've added one or more endpoint groups, you can add endpoints to each one. If you don't have any endpoints yet, create one on the Elastic Load Balancing (ELB) console or create an EC2 instance. Endpoints must be in the
same Region as the endpoint group. You must have the required permissions to view available endpoint resources

Add lsteners
Listener: 80 TCP

Global Accelerator routes traffic that arrives on these ports to endpoints in regional endpoint groups. All endpoints for an endpoint group must be in the same Region.

Add endpoint groups

(@ Client IP address preservation is supported, with some limitations, for Network Load Balancers with security groups X

Md-. dpolnt: You cannot enable client IP address preservation when you add an endpoint that is a dual-stack Network Load Balancer or a Network Load Balancer with a TLS listener attached.
endpoints

¥ Endpoint group: ap-south-1
Traffic diak: 100%

Endpoint 1
Add a resource specified in a cross-account attachment Select the account ID of a cross-account attachment owner
Endpoint type | © Endpoint | © weight | D

| Application Load Balancer v | | amawselastidoadbalancingap-south-163... v | | 128 ( Remowe )

Preserve client IP address

Global Accelerator preserves the client IP address for facing Application Load Bal less you clear the tick box to disable the feature. All internal Application Load Balancers automatically preserve the client IP
‘@ddress. Make sure that your endpoints are configured to accept traffic from the preserved client IP addresses.

Preserve client IP address

create Global Accelerator

mazon.

on Simple Emi

AWS Global Accelerator > Accelerators [0] [c]

Accelerators (1)
| Q Find accelerators | 1 ]
Name v Type v | IPvd IPv6 | Enabled DNS name ::':l:‘“" DNS Status Created v Edited v
75.238.40 ; . Monday, 27 October 2025 Monday, 27 October 2025
webs acceler Enabled 2 - In progr g :
websiteglobal lerator Standard 166117213212 @ 25f541300¢ce183b5a.awsglobalaccelerator.com © Inp 1521 EMT 15.21 GMT

STEP 46) Global accelerator is available now




ct 27 21:00

shubham@shubham-Inspiron-14-3467: ~/Downloads
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Step 47) Global Accelerator is reachable

& shubham-mishra.online

SkillsBuild F

; EC2 G vec 8 @ CloudFront i 5 & EFs /&G CloudWatch @8 Simple Notification Serv &| Simple ice 6@ 5)
e Route 53 > Hosted zones » shubham-mishra.online @ (0] E 6
-
Route 53 < @ Record for shubham-mishra.online was successfully created. Record details @ >
Route 53 propagates your changes to all of the Route 53 authoritative DNS servers
Dashboard within 60 seconds. Use "View status” button to check propagation status.

(" Editrecord )
\ J
Hosted zones

N N N
Health checks Records (1/7) into |\(:j/_w (__ Deleterecord ) ( Importzone file ) (("Create record Record name
Profiles New Automatic mode is the current search behavior optimized for best filter results. To change modes go to settings. I employment-survey.shubham-mishra.online
v IP-based routing | Q. Fitter records by property orva | | v | | Routingp... w || alias w | 1 1) Record type
A
CIDR collections &  Record name v | Type ¥ | Routin.. v | Differ.. v | Alias v |
" Value
¥ Traffic flow i
shubham-mishra.online SOA simple - No ! G a5f541300ce183b5a.awsglobalaccelerator.com.
Traffic policies
Palicy records _350dc741733770f5¢9775ba857... CNAME Simple - No Allas
Yes
¥ Domains assignment.shubham-mishra.online A Simple - Yes
TTL L
Registered domains _5e2815e74c7f6bf79460ab14c5. .. CNAME Simple . No seconds)
Requests r
employment-survey.shubham-mi... A Simple - Yes
v Resolver Routing policy
\J (2 Simple
VPCs
Inbound endpoints -

Step 48) We will add this global accelerator as alias in Route53
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Step 49) We can access our website at

Key Highlights

e Multi-Region Active-Active Setup: Application stack deployed in two
regions with independent ALB + ASG for high availability.

e Aurora Global Database: Sub-second cross-region replication
between primary (Mumbai) and global replica (Virginia).

e Private Connectivity: Inter-region VPC peering enabled secure private
communication between EC2 and Aurora.

e Global Traffic Routing: AWS Global Accelerator directs users to the
nearest region with automatic regional failover.



e Scalable & Secure: Stateless app servers, private subnets,

least-privilege security groups, NAT for outbound internet, and fully
automated ASG deployments.

e Disaster Recovery Ready: If the primary region fails, the secondary
region becomes fully operational with DB promotion and traffic
rerouting.

Outcome

A fully functional, enterprise-grade, globally available survey application
delivering high performance, resilience, and near-zero downtime—ideal for
real-world multi-region use cases.



	Project Description: 
	Business Problem & Goal 
	AWS Services Used 
	Compute 
	Database 
	Networking 
	Load Balancing & Traffic Routing 
	Storage 
	Architecture Diagram 
	Outcome 


