
Multi-Region Active-Active Global Survey Application on 
AWS 

Project Description: 

Designed and deployed a multi-region, fault-tolerant, and globally available web 
application using AWS services. The project demonstrates a real-world active-active 
architecture where traffic and data are synchronized between the Mumbai (ap-south-1) and 
Virginia (us-east-1) regions. 

 

Business Problem & Goal 
Modern enterprises require: 

●​ Global website availability​
 

●​ Zero downtime during regional failures​
 

●​ Low-latency user experience​
 

●​ Automatic failover​
 

●​ Multi-region database replication​
 

●​ Scalable frontend + backend​
 

This project solves all of the above with real AWS services. 

 

AWS Services Used 
Compute 

●​ Amazon EC2​
 

●​ Auto Scaling Groups​
 



●​ AMI Golden Image​
 

Database 

●​ Amazon Aurora MySQL​
 

●​ Aurora Global Database (cross-region replication)​
 

Networking 

●​ Amazon VPC​
 

●​ Subnets (Public + Private)​
 

●​ Internet Gateway​
 

●​ NAT Gateway​
 

●​ VPC Peering​
 

●​ Route Tables​
 

●​ Security Groups​
 

Load Balancing & Traffic Routing 

●​ Application Load Balancer (ALB)​
 

●​ AWS Global Accelerator​
 

●​ Amazon Route 53​
 

Storage 

●​ Amazon S3 (optional for logs)​
 

Architecture Diagram 



 
 



 

 

 

 



 
 
Step 1) We will create VPC with cidr block 172.16.0.0/16 

 



 
 
Step 2) We will create two public subnets with cidr 172.16.0.0/24 and 
172.16.1.0/24 

 



 
 
Step 3) We will create two private subnets with cidr block as 
172.16.2.0/24 and 172.16.3.0/24 

 



 
 
Step 4) We will create internet gateway and attach to  vpc also we will 
edit route in main route table to allow internet connectivity for public 
subnets 

 
 



Step 5) Attach public subnet to public route table where internet 
connectivity is established 
 

 
 
Step 6) Attach private subnets to private route table 
 

 



 

 
 
Step 7) We will create nat gateway to provide outbound internet 
access to the resources in private subnet 

 
 
Step 8) We can visualize all the resources we created in vpc 



 
 

 
 
Step 9) Similarly will create another vpc in north virginia region with 
cidr block 192.168.0.0/16 
 

 



 
 
Step 10) We will create two public subnets with cidr block 
192.168.0.0/24 and cidr block 192.168.1.0/24 

 



 
 
Step 11) We will create two private subnets now with cidr block 
192.168.2.0/24 and 192.168.3.0/24 

 



 
 
Step 12) Again we will create internet gateway and attach it to north 
virginia vpc 
 

 



 
 
Step 13) Edit route table to add route for internet gateway and also 
associate public subnet with public route table 
 

 
 



 
 
Step 14) Associate private subnet with private route table 

 
 



 
 
Step 15) Will create Natgateway to provide internet in private subnet and 
also add the route in private route table  

 
 
Step 16) We can verify the all resources in vpc are connected and 
configured correctly 



 
 

 
 
 

 



 

 



 
 

 
 
Step 17) We will create security groups  
SSH SG only for ssh  
HTTP SG for allowing port 80 
ALB_SG allowing all traffic on it 



EC2_SG allowing all traffic on ec2 only through ALB_SG security group 
AURORA_DB SG allowing 3306 on database only through EC2_SG 
 
 

 

 



 
 
Step 18) We will launch nginx server on ec2 in mumbai region 
 

 
 
Step 19) We will ssh into the server 
 



 
 
Step 20) We will check nginx server status 
 
 

 
 
Step 21) we will create directory for survey-app  



 
 
Step 22) We will install node js package manager 
 
 

 
 
Step 23)  we will start our app now 
 



 
 
Step 24) We will install mysql-client on ec2  
 
 

 
 
Step 25) After all installation we will create golden image of our server 
 



 
 

 
 
Step 26) We will create Aurora mysql database in mumbai region 
 
 

 



 
 
Step 27) We can access our website on public ip of ec2 instance 
 
 

 
 
Step 28) We will fill data on our employment survey form 



 
 
Step 29) We can see that data from website is stored in our global aurora 
database 
 

 
 
Step 30) Till then our ami was created successfully in mumbai region 
 



 
 
Step 31) We will create aurora replica in north virgina region now 
 
 

 
 
Step 32) We will now copy our golden ami in to north virginia region 



 

 
 
 

 



 
 
Step 33) We will create Target group, Application Load balancer in mumbai 
region 
 

 
 
Step 34) We will now create launch template for ASG  



 
 
 

 



 
 
Step 35 ) We have created now Auto Scaling Group  above successfully 
 

 
 
Step 36) Now we can see 1 instance was launched by ASG using our 
launch template where golden ami was used. 



 

 
 
Step 37) We can now verify that our load balancer is working and we are 
able to access our employment survey website 
 

 
 



Step 38) We can see global aurora database is replicated successfully in 
north virginia region 
 
 

 
 

 
 



 
 

 
 
Step 39) Similarly we have created Target group ALB and ASG in north 
virginia region as well  



 
 
Step 40) We can verify that same ami is used by north virginia ALB and 
setup is successful in north virginia region as well 
  
 

 
 



 

 
 
Step 41) We will establish peering connection between Mumbai and Virginia 
vpc as database and ec2 are in private subnet to enable communication 



 
 

 



 
 

 
 
 
Step 42) Update route table entries for proper routing to both vpc 



 
 
Step 45) We will create Global Accelerator  

 
 
STEP 46) Global accelerator is available now 
 
 
 



 
 
 
 
 
 

 
 
 



 
 
Step 47) Global Accelerator is reachable 
 
 
 

 
 
Step 48) We will add this global accelerator as alias in Route53 



 
 

 
 
Step 49) We can access our website at 
employment-survey.shubham-mishra.online 
 
 
 
Key Highlights 

●​ Multi-Region Active-Active Setup: Application stack deployed in two 
regions with independent ALB + ASG for high availability.​
 

●​ Aurora Global Database: Sub-second cross-region replication 
between primary (Mumbai) and global replica (Virginia).​
 

●​ Private Connectivity: Inter-region VPC peering enabled secure private 
communication between EC2 and Aurora.​
 

●​ Global Traffic Routing: AWS Global Accelerator directs users to the 
nearest region with automatic regional failover.​
 



●​ Scalable & Secure: Stateless app servers, private subnets, 
least-privilege security groups, NAT for outbound internet, and fully 
automated ASG deployments.​
 

●​ Disaster Recovery Ready: If the primary region fails, the secondary 
region becomes fully operational with DB promotion and traffic 
rerouting.​
 

Outcome 

A fully functional, enterprise-grade, globally available survey application 
delivering high performance, resilience, and near-zero downtime—ideal for 
real-world multi-region use cases. 

 
 
 
 
 
 
 
 
 
 
 
 


	Project Description: 
	Business Problem & Goal 
	AWS Services Used 
	Compute 
	Database 
	Networking 
	Load Balancing & Traffic Routing 
	Storage 
	Architecture Diagram 
	Outcome 


