& GuardDuty Root Account Misuse
Alerting System

A lightweight security automation solution that detects
root account activity using Amazon GuardDuty and
instantly alerts administrators via Amazon SNS using a
Lambda-based notification workflow.

., Services Used

e Amazon GuardDuty
e Amazon EventBridge
e AWS Lambda (Python)

e Amazon SNS

Project Highlights

e Implemented real-time detection of AWS root
account usage using Amazon GuardDuty.

e Designed an EventBridge — Lambda — SNS
automation pipeline to immediately alert
administrators.



Built a serverless, cost-effective, fully automated
security workflow with no infrastructure to maintain.

Parsed and enriched GuardDuty findings to extract
details like:

o Finding type

o Source IP

o Region

o Event timestamp

Delivered alerts via SMS and email using Amazon
SNS for rapid incident response.

Built event pattern filters to match only high-risk
identity misuse findings.

Ensured compliance with AWS Security Best
Practices by notifying stakeholders about dangerous
root usage.

Validated system behavior using sample GuardDuty
findings and EventBridge test events.
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Step 1) We will enable Guard duty for our AWS account.

v Summary | Guardl X Topics | Simple N X 3 Rule details [Ama: X | N guaardduty | Func % guaardduty-role-h, X CloudWatch |ap-= X | + = o X
< c 25 ap-south-1.console.aws.amazon.com/guardduty/home?region=ap-south-1#/summary g Q % ) @
aws a [AiEes B 8 @ @ hsPaicMumba v p—
B @vwc @roess @ couront Blss Bers @ coudwarch @ Simple Notification Service @) Simple Queue Service ] Systems Manager ] Amazon Simple Email Se... 185 Aurora and RDS [ AWS Config 78] Key Management Service [ Certificate Manager [ Billing and Cc >
a GuardDuty > Summary ®
GuardDuty X
Summary o Updated a few seconds ago. =
Summary View and analyze security trends based on GuardDuty findings in your AWS environment. ®
Findings
Malware scans Overview.
v Protection plans @ Atta uences - new Total findings Resources with findings Accounts with findings
S3 Protection ’I 'I 3 8 ‘I 1 8 ‘I
EKS Protection —_— —_—
4 7520% 4 1700%
Extended Threat
Detection New
Runtime Monitoring Findings Introducing the new AWS Security Hub X
Malware Protection Prioritize triaging and rerediating topmost severity detections.
RDS Protection The new Security Hub is your unified cloud security solution featuring:
Lambds Protection [ Fign ] Medium Low '@
‘ /' Prioritized risk detection correlating signals across AWS
150 152 68 S
Accounts. — — — i /' Central management of Security Hub CSPM, GuardDuty and Inspector
Usage + Costoptimiztion trough unfied ricingof secuty capables
Stppresion s e Findings Severity Ty securiy b 2
Settings
& Potential EC2 instance group of one or more instances indicated by a
List:
e sequence of aciors.
Runtime Monitoring coverage
& Potential data compromise of one or more S3 buckets involving a sequence of
What's New actions associated with IAMUser/john_doe.
v Summary | Guardl X bad_practise | Top X Rule details [Ama- X | BN guaardduty | Func X guaardduty-role-h, X CloudWatch [ap-« X | + - (a) X
< (¢} ap-south-1.console.aws.amazon.com/sns/v3/home?region=ap-south-1#/topic/arn:aws:sns:ap-south-1:638559983526:bad_practise aQ ¥ ) @
e ] Account ID: 6385-5998-3526 ¥
[Alt B 4 ® ] Asia Pacific (Mumbai) v Shubham
Bl @ vec @ routess @ coudrront [@s3 B ers @ Cloudwatch @ Simple Notification Service Simple Queue Service &3] Systems Manager @) Amazon Simple Email Se... 263 AuroraandRDS  [) AWS Config /95| Key Management Service [E] Certil )
e AmazonSNS > Topics > bad_practise O F 8 6
Amazon SNS < bad_practise Publish message
Dashboard :
. Details
Topics
Subscriptions Name ARN Display name Type
153 bad_practise I6) am:awsisns:ap-south-1:63855998352 - Standard
v Mobile 6:bad_practise
Push notifications .
Topic owner
Text messaging (SMS) 638559983526
Subscriptions | Access policy Data protection policy Delivery policy (HTTP/S) Delivery status logging Encryption | Tags Integrations
Subscriptions (1) Edit Delete Request confirmation Confirm subscription
| Q search | 1 @
D a | Endpoint v | Sstatus v Protocol v |
b555e3e8-c05a-477f-9605-ce05718e5ded +919619676859 @ Confirmed SMs

Step 3) Now we will create Lambda function to automate trigger on any findings based
on root account.



v Create function | Functions |

25 ap-south-1.console.aws.amazon.com/lambda/home?region=ap-south-1#/create/function?intent=authorFromScratch aQ W )

& Cc

aws [o} f ® Jay ® [ Asia Pacific (Mumbai) v

Blecz G| vec @ routess @ coudFront [@s3 B ers @ cloudwatch Simple Queue Service G| Systems Manager @] Amazon Simple Email Se... 83| AuroraandRDS  [{§] AW Config 7] Key Management Se

Lambda > Functions > Create function @

@ Successfully deleted fun: guaardduty

Create function i

Choose one of the following options to create your function.

© Author from scratch Use a blueprint Container image

Start with a simple Hello World example. Build a Lambda application from sample code and configuration presets for common Select a container image to deploy for your function.
use cases.

Basic information

Function name
Enter a name that describes the purpose of your function.

[ guard_duty_rod_alert ]

Function name must be 1 to 64 characters, must be unique to the Region, and can't include spaces. Valid characters are a-z, A-Z, 0-9, hyphens (-), and underscores ().

Runtime | Info
Choose the language to use to write your function. Note that the console code editor supports only Node,s, Python, and Ruby.

[ Python 3.1 v @

Architecture | Info
Choose the instruction set architecture you want for your function code.

armé4
© x86_64

Fermissions info
By default, Lambda will create an execution role with permissions o upload logs to Amazon CloudWatch Logs. You can customize this default role later when adding triggers.

v Change default execution role

Execution role

Choase a role that defines the permissians of your function. To create a custom rale, go to the IAM console |21,
Create a new role with basic Lambda permissions

© Use an existing role
Create a new role from AWS policy templates

Existing role
Choose an existing role that you've created to be used with this Lambda function. The role must have permission to upload logs to Amazon CloudWatch Logs.

service-role/guaardduty-role-h33fwoc0 v @

View the guaardduty-role-h33fwocO role |1 on the IAM console.

» Additional configurations
Use additional configurations to set up networking, security, and governance for your function. These settings help secure and customize your Lambda function deployment.

Cancel Create function

Step 4) We will plac the code python.



[ALt: (2] a [6) el Asia Pacific (Mumbai) »

& Route 53 @) CloudFront |53 B EFs @ Cloudwatch @ Simple Notification Service &l Simple Queue Service &g Systems Manager @)| Amazon Simple Email Se... 63 AuroraandRDS B AWS Config 93] Key Management Se
Lambda » Functions > guard_duty_root_alert [6]
Code Test Monitor Configuration Aliases Versions
Code source o C Open in Visual Studio Code ) C Upload from w ) G
< £ guard_duty root_alert [ IN=REIN]
= EXPLORER =+ @ lambda_functionpy X o
> GUARD_DUTY_ROOT_ALERT % lambda_function.py
lg ~ DEPLOY eployed 26 = Source IP: {ip} -
21 = Region: {region}
/O Deploy (Ctri+Shift+U) 22 = Last Seen: {last_seen}
23
l> Test (Ctrl+Shift+1) 24 L Using root account is dangerous.
& 25  Use IAM Admin Role or AWS SSO instead.
E 26
B5 © rest events vowe seiecteny 27 Root should only be used for:
+ Create new test event 28 - MFA setup
A 29 - Billing
38 - Support plan updates
31 - Closing account
3o mem
33
34 sns. publish(
35 TopicArn=SNS_TOPIC_ARN,
o i T uTcigE DETECTED”

Step 5) We will now create Aws eventbridge rule and add event trigger and target as lambda
function.

v & guard_duty root alert | Functio X . Amazon EventBridge | ap-soutl X ar - o

& (¢] 25 ap-south-1.console.aws.amazon.com/events/home?region=ap-south-1#/rules/create?list=TARGETS aQ W 3

A 6 & o0 @

@) Amazon Simple Email Se... 63| Auroraand RDS  [i§| AWS Config

93 Key Management Service

& route 53 [@) CloudFront @ simple Notification Service Simple Queue Service

Blss B ers & cloudwatch &) systems Manager

simple Notification Service

Amazon EventBridge > Rules > Create rule

SNS managed message topics for Pub/Sub

@ Rule creation experience Provide feedback (2 3
@© Vvisual rule builder opt in
If you want to create a scheduled rule use the scheduled rule builder

Events | Targets @ Build | Configure Cancel Sreate

a [
| Q Keywords, e.g. 53", “Create” or “Insta | Eventbusl default v) @
MOST POPULAR

i EventBridge event bus ‘

: . Triggering Events (1)
H Lambda function ‘ Targets
I 7 Conrcouty

\ GuardDuty Findi @ - Target 1
B sas aueve | uardbuty Finding —( <> Input transformation ( Disabled }——+ e G a

‘ You can add 4 more targets.
'You can add one or more events.

Tt

Step 6) We will enter event rule filter now.



Bz G vec 8 Route 53 CloudFront 5] 53 CloudWatch imple Queue Service &) Systems Manager (@)l Amazon Simple Email S¢ AWS Config Key Management Service

Amazon EventBridge > Rules > Create rule [c]

@ Rule creation experience Provide feedback 12 X
@ Visual rule builder opt in
If you want to create a scheduled rule use the scheduled rule builder

Events | Targets @ Build | Configure Cancel Create

a a
< Back .
) ‘ Schema Sample event Event pattern (filter) How it works
| Q Keywords, e.g. "s3", "Create” or "Insta |
‘ ) 1{ 4
a v detail * GuardDutyFinding 2 “source”: [“aws.guardduty],
MOST POPULAR 3 “detail-type”: ["GuardDuty Finding"],
dDuty ‘¥ resource * Resource 4 “detai
( ) EC ) rdDuty Finding “type": ["Policy:IAMUser/RootCredentialusage"]
# E(Z Instance State-change No... ‘ M v accessKeyDetails AccessKeyDetails - }
) 8|
.. (PR GuardDuty o vl
T . | I ——
Health ) principalld string No value 7
AWS Health Event
“, =Y 53 (Simple Storage Service) ‘ userName string Novalue 57
i ABH Ohiert created
v guard_duty_root_alert | Functio X Rule details | Amazon EventBric X + = o X
& c ap-south-1.console.aws.amazon.com/events/home?region=ap-south-1#/eventbus/default/rules/guarduty_root_account_usage_event Q Y ) ® :

s1 ® Q ® ] Asia Pacific (Mumbai) v Shubham

Blez @ vec @ routess (@) cloudrrom [§)s3 [ @ simple Notification Service & Simple Queue Service G| Systems Manager @)l Amazon Simple Email Se... §8§| AuroraandRDS | AWS Config %] Key Management service [EJl ¢ >

. sage_event" was successfully created
Amazon EventBridge < 9 Yy

Dashboard guarduty_root_account_usage_event C Disable ) ( Delete ) ( CloudFormation Template v )

¥ Developer resources

Learn Rule details info
Sandbox Rule name Status Event bus name Type
Quick starts guarduty_root_account_usage_event @ Enabled default Standard
w Buses Description Rule ARN Event bus ARN
- 0 ar h- =] b 2
Event buses 6:rule/guarduty_root_account_usage_event 6:event-bus/default
Rules Updated
Global endpoints
Archives Event pattern Targets Monitoring Tags
Replays
v Pipes Event pattern info
Pipes L1 2
2 "source™: aws.guardduty”],
w Scheduler 3 “detail-type”: ["GuardDuty Finding"],
{
Schedules ["Policy: TAMUser/RootCredentialusage”]

Schedule groups

v Integration

Step 8) We will add this event as trigger for Lambda function as show below



guard_duty_root_alert ( Throttl,

[ @ The trigger guarduty_root_account_usage_event was successfully added to function guard_duty_root_alert.

¥ Function overview info (* Export to Infrastru

Template

Description

‘ guard_duty_root_alert ‘

|~ g Layers ) ‘

Last modified
3 minutes ago

Function ARN

) [0 armn:aws:lambda:ap-south-1:63
EventBridge (CloudWatch Events) ‘ t_alert

Function URL  Info
trigger

Code Test Monitor Configuration Aliases Versions

Step 9) Now we will run generate sample findings in aws guardduty to simulate fake threats.

v Settings | GuardDuty | ap-sout X guard_duty root alert | Functio. X Rule details | Amazon EventBric X o =]

< (] 25 ap-south-1.console.aws.amazon.com/guardduty/home?region=ap-south-1#/settings Q ¢

aws

— = B L @ © @ asaPadfic(Mumba) v

@l @ v B routess @ coudrront [@s3 Bl ers (@ cloudwatch (@ simple Notification Service /@ simple Queue Service G| Systems Manager (@] Amazon SimpleEmail Se... 80 AuroraandRDS || AWS Config 5] Key Managemer

Malware scans @ Successfully generated sample findings

¥ Protection plans

GuardDuty uses a service role to monitor your data sources on your behalf. Open AWS IAM console 121 to manage this role.

S3 Protection

EKS Protection View service role permissions

Extended Threat
Detection New

Runtime Monitoring Delegated Administrator info

Malware Protection Delegate permission to manage GuardDuty for this organization.

RDS Protection

Lambda Protection Account 1D Organization ID
638559983526 o-cx73b32upl

Accounts

Usage

Suppression rules New R a
PP Findings export options info

Settings Findings are automatically sent to EventBridge. You can also export findings to an 53 bucket. New findings are exported within 5 minutes. You can medify the frequency for
. updated findings below.
Lists
Frequency S3 bucket
What's New Update EventBridge and S3 every 15 minutes -

Step 10) We can see we received notification once threat detected.



- 59039465

&3 SECURITY ALERT: ROOT
ACCOUNT ACTIVITY
DETECTED &

GuardDuty has reported
activity.

] Finding Type:
Impact:Kubernetes/
SuccessfulAnonymousAcces
S

Region: ap-south-1

Last Seen:
2025-12-05T06:38:40.000Z

I\ If this is root usage, avoid
using root for daily tasks.
Use IAM roles or AWS SSO

@ Textmess.. @ [ il



This project successfully demonstrates an automated security response workflow using
AWS GuardDuty, EventBridge, Lambda, and SNS. By detecting root account misuse in
real time and instantly alerting administrators through SMS/Email, it significantly
strengthens the security posture of the AWS account.

This automation ensures faster incident response, reduces human error, and enforces
best practices for identity and access management across cloud environments.
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